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DISCLAIMER

This is a comprehensive report based on our automated and manual
examination of cybersecurity vulnerabilities and framework flaws of the
project's smart contract. Reading the full analysis report is essential to build
your understanding of project’s security level. It is crucial to take note, though
we have done our best to perform this analysis and report, that you should not
rely on the our research and cannot claim what it states or how we created it.
Before making any judgments, you have to conduct your own independent
research. We will discuss this in more depth in the following disclaimer - please
read it fully. DISCLAIMER: You agree to the terms of this disclaimer by reading
this report or any portion thereof. Please stop reading this report and remove
and delete any copies of this report that you download and/or print if you do
not agree to these conditions. Scan and verify report’s presence in the GitHub
repository by a gr-code on the title page. This report is for non-reliability
information only and does not represent investment advice. No one shall be
entitled to depend on the report or its contents, and Inspector Lovely and its
affiliates shall not be held responsible to you or anyone else, nor shall Inspector
Lovely provide any guarantee or representation to any person with regard to
the accuracy or integrity of the report. Without any terms, warranties or other
conditions other than as set forth in that exclusion and Inspector Lovely
excludes hereby all representations, warrants, conditions and other terms
(including, without limitation, guarantees implied by the law of satisfactory
quality, fitness for purposes and the use of reasonable care and skills). The
report is provided as "as is" and does not contain any terms and conditions.
Except as legally banned, Inspector Lovely disclaims all responsibility and
responsibilities and no claim against Inspector Lovely is made to any amount or
tupe of loss or damages (without limitation, direct, indirect, special, punitive,
consequential or pure economic loses or losses) that may be caused by you or
any other person, or any damages or damages, including without limitations
(whether innocent or negligent). Security analysis is based only on the smart
contracts. No applications or operations were reviewed for security. No product
code has been reviewed.
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AUDIT SCOPE

Hame . Code Review and Security Analysis Report for Cybarconnect Token Coin Smart Contract
Platform Etheraum
Language ' Solidity
File1 ARKM.sol
File 2 EiP712.50
File 3 | CyberNFTBase.sol
Flle a CyberEngine.sol
File 5 ' EssenceNFT.sol
File & I ProfileNFT.s0l

~ File7 ' SubscribeNFT.sol
File 8 Auth.sol
File I ERC721.50l
File 10 ' Owned.sol
File 11 RolesAutharity.sol
File 12 I Create2Deployer.sol
File 13 EssenceDeployer.sol
File 14 ' ProfileDeployer.sol
File 15 SubscribeDeployer.sol
File 18 FeeMw,sol

 File 7 PermissionedMw.sol
File 1-3 Treasury.sol
File 18 CollectDisallowedMw.sol
File 20 CollectFlexPaidMw.sol
File 21 CollectLimited TimePaidMw.sol
File 22 CollectMerkleDropMw.sol
File 22 CollectOnlySubscribedMw.sol
File 24 CollectPaidMw.sol
Flle 25 CollectPermissionMw.sol
File 26 CollectPermissionPaidiw.sol
File 27 | FeeCreationMw.sol
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File 28 PermissionedFeeCreationMw.sol
File 28 | StableFeeCreationMw.sol
File 30 I SubscribeDisallowedMw.sol
File 31 SubscribeOnlyOnceMw,.sol
File 32 SubscribePaidMw.sol
File 33 I CyberBoxNFT.sol
_Fil_u:u i C;Bm:?raﬁdﬁ,;ur
File 35 | Cybervault.sol
File 36 ' FrameNFT.sol
File 37 I Link3ProfileDescriptor.sol
File 38 Link3ProfileDescriptorV2 sol
File 39 Link3ProfileDescriptorV3.sol
File 40 | MBNFT 5ol
File 41 MiniShardNFT.sol
File 42 I Rekatiunshipﬂhmﬁf:s_m
File 43 . CyberBoxNFTStorage.sol
File 44 CyberEngineStorage.sol
File 45 CyberGrandNFTStorage.sol
_F}I-; .-!B _EssenneNFTSturaga.snl
File 47 Link3ProfileDescriptorStorage sol
File ag MBNFTStorage 5o
. Fileds ProfileNFTStorage.sol
File 50 SubscribeNFTStorage.sol
File 51  UpgradeableBeacon.sol
_Filn 52 CYBER.sol
File 53 Pausable.sol
File 54 ~ ReentrancyGuard.sol i
Fila 55 Link3ProfileDescriptorStoragev2.sol
Github commit Hash | #567208187d47e00c33fa0013b11b1a769027e7
Audit Date November 11th, 2023
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PROPOSED SMART CONTRACT
FEATURES

Claimed Feature
Detail Our Observation
File 1: CyberNFTBaseFlex.sol Validated

« This contract is the base for all NFT contracts.

File 2: CyberNFTBase.sol Validated
« This contract is the base for all NFT contracts.
File 3: CyberEngine.sol chea
= This is the main entry point for the CyberConnect contract,
File 4: EssenceNFT.sol Validated
« This contract is used to create an Essence NFT.
File 5: ProfileNFT.sol Validated
= This contract is used to create a profile NFT.
File 6: SubscribeNFT.sol Validated
= This contract is used to create a Subscribe NFT.
= This will be deployed as beacon contracts for gas efficiency.
File 7: Pausable.sol Vel
« The Contract module enables children to establish an
emergency stop mechanism that can be activated by an
authorized account,
File 8: ReentrancyGuard.sol oidaied
« This module is designed to prevent reentrant calls to a
function.
File 9: Auth.sol Valldated

= The code has been adapted from Solmate's Auth.sol, with the

initializer being replaced by the constructor, ‘
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Claimed Feature
Detail Our Observation
File 10: ERC721.s0l Validated

« The code has been adapted from Solmate's ERC721.s0l, with
the initializer being replaced by the constructor.

File 11: Owned.sol Validated

« The code has been adapted from Solmate's Owned.sol file,
with the initializer being replaced by the constructor.

File 12: RolesAuthority.sol Validated
= The authority is role-based and can support up to 256 roles.

File 13: Treasury.sol Validated
= This contract is used for treasury.

File 14: CollectDisallowedMw.sol Validated

« This contract is a middleware to disallow any collection to the
essence that uses it.

File 15: CollectFlexPaidMw.sol Validated

« This contract is a middieware to only allow users to collect
when they pay a flex fee to the essence owner.

File 16: CollectLimitedTimePaidMw.sol Validated

« This contract is a middleware to only allow users to collect
when they pay a certain fee to the essence owner,

File 17: CollectMerkleDropMw.sol Validated

= This contract is a middieware to only allow users to collect an
essence given the correct merkle proof.

File 18: CollectOnlySubscribedMw.sol Validated
« This contract is a middleware to allow the address to collect _
an essence only if they are subscribed, ‘I
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Claimed Feature
Detail Our Observation
File 20: CollectPermissionMw.sol Validated

= This contract is a middleware to allow an address to collect an
essence only if they have a valid signature from the essence
owWner.

File 21: CollectPermissionPaidMw.sol Validated

+ This contract is a middleware to allow an address to collect an
essence only if they have a valid signature from the signer
and pay certain fees.

File 22: FeeCreationMw.sol Validated
« This contract is a middieware to create profiles with a fee.

File 23: PermissionedFeeCreationMw.sol Validated
= This contract is a middleware to create permissioned fees,

File 24: StableFeeCreationMw.sol Validated

= This contract is a middieware to charge a stable fee (USD)
when creating a profile.

File 25: SubscribeDisallowedMw.sol Validated

« This contract is a middieware to disallow any subscriptions to
the user.

File 26: SubscribeOnlyOnceMw.sol Validated

« This contract is a middieware to allow the address to
subscribe only once to another address.

File 26: SubscribePaidMw.sol Validated

« This contract is a middleware 1o only allow users to subscribe
when they pay a certain fee to the profile owner.

File 27: CyberBoxNFT.sol Validated

= This contract is used to create CyberBox NFT. _
i
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Claimed Feature
Detail Our Observation
File 28: CyberGrandNFT.sol Validated

« This contract is used to create CyberGrand NFT.

File 29: CyberVauit.sol Validated
= This contract is used to create CyberVault.

File 30: Link3ProfileDescriptor.sol Validated
= This contract is used to create profile NFT token uri.

File 31: Link3ProfileDescriptorV2.sol Validated
« This contract is used to create profile NFT token uri.

File 32: Link3ProfileDescriptorV3.sol Validated
= This contract is used to create profile NFT token uri.

File 33: MBNFT.sol Validated
« This contract is used to create MB NFT.

File 34: MiniShardNFT.sol Validated
= The contract-deploying account will be granted minter and
pauser roles, along with the default admin role, enabling it to
grant these roles to other accounts.
File 35: CYBER.sol Validated
« Mame: CyberConnect
« Symbol: CYBER
= Decimals: 18
« Total supply of cyber token is 100 Million.

Ownership control:
+ The new TokenPool address can be set by the owner.
« Current owner can transfer the ownership.

» Owner can renounce ownership, ‘
. |
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AUDIT SUMMARY

According to the standard audit assessment, Customer " s solidity based smart
contracts are “Secured”. Also, these contracts contain owner control, which
does not make them fully decentralized.

We used various tools like Slither, Solhint and Remix IDE. At the same time this
finding is based on critical analusis of the manual audit.

All issues found during automated analysis were manually reviewed and
applicable vulnerabilities are presented in the Audit overview section. General
overview is presented in AS-IS section and all identified issues can be found in the
Audit overview section.

We found 0 critical, 0 high, 0 medium and 0 low and 2 very low level issues.

Investors Advice: Technical audit of the smart contract does not guarantee the
ethical nature of the project. Any owner controlled functions should be executed
by the owner with responsibility. All investors/users are advised to do their due
diligence before investing in the project.

W © f
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KEY TECHNICAL METRICS

MAIN CATEGORY SUBCATEGORY RESULT
Solidity varsion is not specified Passad
Solidity version is too old Passed
Integer overflowunderflow Possed
Function input parameters lock check Possed
Function input parameters check bypass Potned
Function occess control locks management Fassed

Contract

Programming Critical operation lacks event log Fossed
Human/contract checks byposs Posied
Rondom number ganerationfuse vulnerability A
Fallbock function misuse Possed
Roce condition Pouzed
Logical vulnerchilitu Possed
Features cloimed

Other programming issues

Function visibility not explicitiy declored Passed
Code \ar. storoge tocotion not explicitly declared Posted
Specification Use kegywords/functions to be deprecoted Passad
Unused cade Possad
“Out of Gos” tssue dModeroted
High congumption “forfwhile" loop Posaed
Gos Optimization
High consumption ‘storage” storage Posced
Assert{] misuse Pasted
The maximum limit for mintoge is not set Prnhed
Business Risk “Short Address” Attack Pazsed
"Double Spend”™ Attack Possed

Overall Audit Result: PASSED

inspector.lovelyfinance Audited by INSPECTOR LOVELY
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CODE QUALITY

This audit scope has 1 smart contract. Smart contract contains Libraries, Smart contracts, inherits
and Interfaces. This is a compact and well written smart contract.

The libraries in CyberConnect are part of its logical algorithm. A library is a different type of smart
contract that contains reusable code. Once deployed on the blockchain (only once), it is assigned a
specific address and its properties [ methods can be reused many times by other contracts in the

CuyberConnect.

The EtherAuthority team has not provided scenario and unit test scripts, which would have helped
to determine the integrity of the code in an automated wau.

Code parts are well commented on in the smart contracts. Ethereum’s NatSpec commenting stule
is recommended.

DOCUMENTATION

We were given a CyberConnect smart contract code in the form of a bscscan web link.
As mentioned above, code parts are well commented on. and the logic is straightforward. So it is
easy to quickly understand the programming flow as well as complex code logic. Comments are

very helpful in understanding the overall architecture of the protocol.

Another source of information was its official website: https:ffcuberconnect.me which provided rich
information about the project architecture and tokenomics.

USE OF DEPENDENCIES

As per our observation, the libraries are used in this smart contract infrastructure that are based
on well known industry standard open source projects.

Apart from libraries, its functions are not used in external smart contract calls.

W © f
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PROJECT WEBSITE PERFORMANCE AUDIT

Browser Timings

Performance Metrics
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Allow back/forward cache restoration
Avoid an excessive DOM size (TBT)
Reduce JavaScript execution time (TET)

Avoid enormous network payloads LCP (LCP)

Avoid long main-thread tasks (TBT)
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Level of Criticality

RISK LEVEL DESCRIPTION

Critical veinarabllities are uaually straightforward to axplolt and
can lead to loken loss ste.

High-leval vuineratdlities are difficult 1o sxploit; however, they also have
significant impact on smarn conirect sxecution, &.. public sccess o crucial

Medium-level vulnarabilities ane mportant to fix; howsver, they can'l lead 1o
Iok&ns oss

Low-level yulnarsbillties are mostly related 1o outdoted, unused otc. code
snippets, that can't have significant impact on axecution

Lowes!-level vulnerabidities, codo style violations and info statemeonts can't affect

L_MCOR;
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AUDIT FINDINGS TABLE

Total Resotved UnResolved Acknowledged
4] o o 4]
o o o o
] o a o
o o 1] 4]
2 o 2 4]

The CuberConnect - Audit report identifies 2 issues with varying severity levels,
discovered through manual review and static analysis techniques, alongside
rigorous code reviews, highlighting the need for further investigation and

vulnerability identification.

The smart contract is considered to pass the audit, as of the audit date, if no

high severity or moderate severity issues are found.
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AUDIT FINDINGS

Mo Critical severity vulnerabilities were found.

No High severity vulnerabilities were found.

No Medium severity vulnerabilities were found.

No Low severity vulnerabilities were found.

1. Solidity Version: CYBER.sol
6 pragma sclidity 0.8.14;

Lise the latest solidity version,

Resolution: Use the latest solidity version while contract deployment to prevent any
compiler version fevel bugs.

2. Gas Optimization:

The public functions that are never called by the contract could be declared
external.

CYBER.s0l
» mint
Ownable.sol

= renounceOwnership
« transferOwnership

Resolution: We suggest declaring these all functions external for better Gas
optimization.

inspector.lovely.finance Audited by INSPECTOR LOVELY
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CENTRALIZATION

This smart contract has some functions which can be executed by the Admin

(Owner) onlu. If the admin wallet private key would be compromised, then it

would create trouble. Following are Admin functions:

CyberEngine.sol

allowProfileMw: Profile middleware address can be allowed by the outhorized owner,
allowSubscribeMw: Subscriba middleware address can be allowed by the outhorized owner.
allowEssenceMw: Essence middleware oddress can be allowed by the outhorized owner.
createNamespoce! Create o Namespoce by the authorized owner.

upgradeSubscribeNFT; Subscribe NFT can be updated by the authorized owner,
upgradetssenceMFT: Essence NFT con be updoted bu the autharized owner.
upgradeProfileMFT: ProfileMFT can be updoted by the outhorized owner,

setProfileMw: Profile middleware address con be updated by the authorized owner,

EssenceNFT.sol

mint; Mint o new token by the profile owner.

ProfileNFT.sol

-

L

pouse: Pouse a controct token by the namespace owner.

setNomespaceOwner: A new Nomespoce owner oddress can be set by the nomespace owner,
setMFTDescriptor: NFT Descriptor address can be set by the nomespace owner,

setAvatar: Avatar |d can be set by the profile owner or operator.

setOperatorApproval: Operator approval can be set by the profile owner.

setMetadata: Metadata con be set by the profile owner or operator,

setSubscribeData: Subscribe data can be set by the profile owner or operator.
setEssenceData; Essence dato can be set by the profile owner or operator.

setPrimaryProfile; Primary profile can be st by the profile owner or operator,

SubscribeNFT.sol

inspector.lovely finance Audited by INSPECTOR LOVELY
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Auth,sol
s setOwner: A new owner address can be set by the current owner,

Owned.sol

= setOwner: A new owner address can be set by the current owner.

RolesAuthority.sol
« mint; Mint a new token by the owner,
« getPublicCapability: Public capability can be updated by the authorized owner.
= setRoleCopability: Role copability con be updated by the authorized owner.

= setUserRole: User role address con be updated by the authorized owner,

Treasury.sol
« setTreasuryAddress: Set the treosury address by the owner.
= setTregsuryFee: Set the treasury fee by the owner,

« allowCurrency: Allows a currency thot will be used in a tronsaction by the cwner,

CollectFlexPaidMw.sol
s setEssenceMwDato: Essence middleware dato can be set by the nomespace owner

« preProcess: Processes the transoction from the essence collector to the essence owner by the namespace owner.

CollectLimitedTimePaidMw.sol
« setEssenceMwDato: Essence middleware data can be set by the nomespace owner.

» preProcess: Processes the transaction from the essence collector to the essence owner by the namespace owner.

CollectPaidMw.sol
» cetEssenceMwDato; Essence middleware data can be set by the nomespace owner.

= preProcess: Processes the transaction from the essence collector to the essence owner bu the namespace owner.

CollectPermissionPaidMw.sol
« setEssenceMwDato: Essence middleware data can be set by the nomespace awner.

= preProcess: Processes the transaction from the essence collector to the essence owner by the namespace owner,

FeeCreotionMw.sol
» preProcess: Processes the tronsaction from the essence collector to the essence owner by the namespace owner.

s setProfileMwData:; Profile middlewore dato con be set by the engine owner.

inspector.lovely finance Audited by INSPECTOR LOVELY
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StableFeeCreationMw.sol
s preProcess: Processes the transaction from the essence collector to the essence owner by the nomespace owner,

« setProfileMwData; Profile middleware dato can be set by the engine owner,

SubscribePaidMw.sol
o setSubscribeMwData: Subscribe middlewore dato con be set by the namespace owner,

= preProcess; Processes the transaction from the essence collector to the essence owner by the namespace awner.

CyberBoxNFT.sol
= pouse: Changes the pouse state of the box nft by the owner.

= setSigner: Set the new signer oddress by the owner

CyberGrandNFT.sol
+ pouse: Changes the pause state of the box nft by the owner.
= setSigner: Set the new signer oddress by the owner.

« setTokenURL Sets the new tokenURI by the owner

CyberVoult.sol

» setSigner: Set the new signer address by the owner

Link3ProfileDescriptor.sol

« setAnimationTemplate: Animotion template con be set by the owner

MEBNFT.sol
« pause: Changes the pause state of the box nft by the owner,
« setTokenUR: Set the new token URI by the owner,

» getBoxAddr; Set the new box and frame contract address by the owner.

CYBER.sol

« mint: Mint o new token by the owner.

Ownable.sol
= _checkOwner: Throws if the sender is not the owner.
= renounce Ownership: Deleting ownership will leave the contract without on owner. removing any owner-anly
functionality.

s transferOwnership: The current owner can tronsfer ownership of the contract to o new account.

To make the smart contract 100% decentralized, we suggest renouncing

ownership of the smart contract once its function is completed.

inspector.lovely.finance Audited by INSPECTOR LOVELY
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CONCLUSION

We were given a contract code in the form of bscscan web links. And we
have used all possible tests based on given objects as files. We had observed
2 very low issues in the smart contracts. but those are not critical.So, it's
good to go for the production.

Since possible test cases can be unlimited for such smart contracts protocol,
we provide no such guarantee of future outcomes. We have used all the
latest static tools and manual observations to cover maximum possible test
cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed
with static analysis tools. Smart Contract’s high-level description of
functionality was presented in the As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in
the reviewed code.

Security state of the reviewed smart contract, based on standard audit
procedure scope, is “Secured”.

W © f
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ADDENDUM

Code Flow Diagram - CyberConnect

CyberNFTBaseFlex Diagram
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EIP712 Diagram
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' bytes32 HASHED VERSION
O bytes32 TYPE _HASH

@ QDOMAIN_SEPARATOR()

© Q_requiresExpectedSigner()

© Q_hashTypedDataV4()
Q_domainSeparatorName()
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CyberEngine Diagram

EssenceNFT Diagram
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ProfileNFT Diagram
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SubscribeNFT Diagram
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Auth Diagram

Intializable

O address owner
© Authority authority

> —Auth_nk()
» QisAuthoriz ed()

ERC721 Diagram

© Initializable

U bool _inttializing
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Owned Diagram

Initializable

O address owner

> __Owned_Init()
@ setOwner()

O uint8 _inttialized
O bool _initializing

< _disableintializers()
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RolesAuthority Diagram
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Create2Deployer Diagram

©Create20&plwer |

© deploy()

EssenceDeployer Diagram
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ProfileDeployer Diagram
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SubscribeDeployer Diagram
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FeeMw Diagram

: SURY

——— © QgetTreasuryAddress()
© QgetTreasuryFes()
© QisCurrencyAliowed()

@  constructor ()
Q_currencyAllowed()
Q_treasuryAddress()
Q_treasuryFee()

@ ITreasury/Events

PermissionedMw Diagram
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Treasury Diagram

CREATE Pﬁ‘:_FFI..E ORACLE TYPEHASH

SUBSCRIBE TYPEHASH
ladralfiz xbie
Owned
Mreanury

" = CEENC T W =
SET_ESSENCE DATA _TYPEHASH scidress fressmuryAddress
freasuryFee
of _alowedCurrencylist

__constructor __{)
set TreasuryAddress()
setTreasuryFee()
@ slowCurrency()
0 QpetTreasury Address()
& Cuget TremsuryFea()
g o) ? & QuCurrencyAlowed()
uintl _MAY_SYMBOL LENGTH
16 _MAX_URILENGTH
WtlE _MAX _BPS
bytesd BEACON UPGRADE TO
ing S FIBE_NFT_MNAME SUFFIX

{} ITreasury

@ QgetTreasuryAddress()
@ QoetTreasuryFees()
@ QipCurrencyAllowed()
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CollectDisallowedMw Diagram

@Call&ttnlsallawedhﬂw

IEssenceMiddleware

© Q setEssenceMwData()
® QpreProcess()
@ postProcess()

® IEssenceMiddieware

© setEssenceMwData()
@ preProcess()
© postProcess()

CollectDisallowedMw Diagram
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CollectLimitedTimePaidMw Diagram

CollectMerkleDropMw Diagram

IEssenceMddieware Qverif
S veriyCaldaind)
QprocessProof()
fesl rootStorage CQupsocensProofCaldatal)
& petFrsenceldwialal ) Ex:::‘:::::‘l adetal)
: L::::Pf?iﬂﬁﬂ QprocessiiutiProol() .
EJ TOtE Qpr ocenshiulliProo T nilciat e )
Q. _leaf() ® o hashPair() -

u._.a lefrr-l.|_l n :1 _l.'"llfl_'rﬂ‘h‘jl'l: :I

@ petEssencelwiata()
@ preProcess()
@ postProcess()
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CollectOnlySubscribedMw Diagram
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CollectPermissionMw Diagram
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CollectPermissionPaidMw Diagram

FeeCreationMw Diagram
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PermissionedFeeCreationMw Diagram

StableFeeCreationMw Diagram
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SubscribeDisallowedMw Diagram

©5ub5cnhanisalluwedhl

ISubscribeMddieware

@ QsstSubscribaMwData()
@ QpreProcess()
@ postProcess()

@ ISubscribeMiddieware]

@ setSubscribeMwData()
@ preProcess()
@ postProcess()

SubscribeOnlyOnceMw Diagram

inspector.lovely.finance Audited by INSPECTOR LOVELY



5 INSPECTOR
L LOVELY

SubscribePaidMw Diagram

CyberBoxNFT Diagram
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CyberGrandNFT Diagram

CyberVault Diagram
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FrameNFT Diagram
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Link3ProfileDescriptor Diagram
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MBNFT Diagram
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MiniShardNFT Diagram
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RelationshipChecker Diagram

IProfifeNFT
IFrofifle NFTEvents

@ indtiakze()
© dcreateProfie()
© gubscribe()
@ gubscribeVVthSigl)
o collect()
© collectWithSigl)
@ registerEssence)
@ registerEssenceVithSigl)
@ pausa()
© getMamespacelwner()
© getNFTDencriptor()
o seiMetadatal)
@ setMetadatoVVhSig()
© petSubscribeData()
— @ setSubgcribeDatasVVENSig) @ QbalanceOf)
(&) DataTypes © setfssenceData() © QownerOf()
———— © getEssenceDatoh\ithSig)) o sateTranslerFrom()
1 © setPrimaryProfiel) © transterFrom) : E‘:“J:;ﬂ"&n
© setPrimaryProfieVithSigl) @ approve() o q:'_;,ms::bedﬁrﬁef'l
© getAvator() © setApprovalF or Al) u
@ setAvatar\VWthSigl) @ Qgethpproved|)
© setOperator Approval() © QisApprovedForAl()
o QgetMetadatal)
© O getNFTDescripton()
© QgstAvatasr])
@ QoetOperator Approval()
© QgetHandeByProfield()
@ QgetProfileldByHande{ )
© QgetSubscribeiw()
C getPriman yProfie )
QgetSubscribeNF T TokenURI)
QgetSubscribelF T()
QgetEssenceNF TTokenliRi)
QgetEssenceNFT()
QgetEssencebw()
QgetNamesp

ERC{AE
@ IProfileNFTEvents
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RelationshipChecker Diagram

@"} I ProfBaNFET

& collect()

& polec VBhSig(

® rpgisterExnenc

® iegitterfasencedNENSig)
& pase()

@ gettismespaceDwnen)
& petffF Th=scrphor()

& peihhetnoate)

© petfhet acial o R

& nethpphowall o AR
& O gl Apgi avesdi )
& A pprovedl o A8 |

& CpethF TDescrpbon()

# CQaethvemT)

® CgetOperaior Approvall)

B L gethanefly Pr ot )

B CL gt PR yHare e |

& O gerreribaida

& O gatFrimaryPe o e

& QaeiSubecribebF TToherl N |
& O getSbacbebF T()

& QgeiEasencelF TTolerilRY )
0 OgeiFassncelFT[)

& O geiFsaencelda |

@ L gathiamespace e

@ Qisupportairbertaced)

CyberBoxNFTStorage Diagram
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© CyberBoxNFTStorage

VERSION

uint256
address _signer
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CyberEngineStorage Diagram CyberGrandNFTStorage Diagram

!'E:I CyterEnginaSiorags @ CYbEfG[HHdNFTSthEgE

uint256 _VERSION
address _signer
string _tokenURI

EssenceNFTStorage Diagram Link3ProfileDescriptor
Storage Diagram

(é) Link3ProfileDescriptorStorage

uint256 VERSION
umESE “profieid string BASE URL

U256 essenceld uint256 VERSION
bool transferable O string animationTemplate

MBNFTStorage Diagram ProfileNFTStorage Diagram

© MBNFTStorage

uint256 VERSION

string _tokenURI
address _boxAddr
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SubscribeNFTStorage Diagram

©SubscribeNFTStmage

uint256 _profileld
uint256 VERSION

UpgradeableBeacon Diagram
@Upgrad eableBeacon

O address _implementation p :
O address OWNER sendvausl)
B functionCall{)

@ _ _constructor__() functionCallvvithValue()
@ Qimplementation() B _functionCalvVithValue()
@ upgradeTo()

QisContract()

® _setimplementation()
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CYBER Diagram
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SECURITY ASSESSMENT REPORT

Slither is a Solidity static analysis framework that uses vulnerability
detectors, displays contract details, and provides an API for writing custom
analyses. It helps developers identify vulnerabilities, improve code
comprehension, and prototype custom analyses quickly. The analysis
includes a report with warnings and errors, allowing developers to quickly
prototype and fix issues.

We did the analysis of the project together. Below are the results.

Slither Log >> CyberNFTBaseFlex.sol

Reantrancy W CyberiFTBaseflex. _sintVofaddress uint2%8) (CyberwFiRaseFlen. soloray-rae):

External calls:

- suger._safelinti _to, ) [CybertifThasserlen. solrmin)

roquirel boal,string | (ENE T Tokwflec e \wer { 10 ). oERC T2 1Rece Lved{ mg. sonder  addressit), id, ) == ERCI2 I Tohsnitace lve

rLoorE Rl T A e Lved , a8 ector UNSAFE RECTRIENT ) I"."ph-"’ii-Tl'l-o'u-ﬂ'rl.lnll'!!i--!\"il

State variables written after the callis):

oo _mintCount (CyberufTBaserlex. snle?ds)

Refercoco: bttpa://github. coaforytic/alither fuik y/Detecter -Documsntat innfreentrancy - wulnerabilitise - I

[EIPT12. requireaEspecteds igneri bytes32, address ,uintd bytws 32, bytes 32 .uint256 | {CybernFTRaeFlex . sol /0P 810 ) uses timsstasp for
Comparieant
Dangurout Comparison :
requira{bool  string ) deadline == block.t (sestamy, DEADL TNE_EXCEEDED ) | CybarMFTRssesleax . solosdT )
Refarsnce: https:/igithub . conserytic /Ml ither fuih U/Detector Documentat ianrhl ack - T uses tann

CyberiFTBaseflex, _esxistsiuint2sh) {CybernFTRaseFlec. soloms2-734) 1 pever wvad and should be remsowed
CyberNrTRasnF Lo, _initial e vtring, string ) (CybaraFTliasef lox. sol@Tas-245) i never iied and should be removed
CyberNFTEaseF e, mintTof{address , uwnt256) (CybartiFTlasef lox.snl@7a7-T38] W never ussd snd should be remeved
CybarNFTOaseFlex. requireMinted{uint2s8) (CybernFTRaseFlax. solelsn-750) (s never used and should be removed
ERCT2Y.  ERCTZL Inttistring.stringl (CyberiFTBaseFlex. sol#351-387) s never wsed and should be resdved
ERC721._mint{asddress,uinti®h) (CyberNFTRaseFlex.salsd04-207) 1w naver used and should be removed

leac721.  safeMint | eddress ,uint256 ) (CyberdFThaseFlex. val@S20-529) 1w raver wved and should be rescyved

ERCT21 _uhHl.nti_HFdrlu.u'ﬁ?:!.l.'l.lu.r't-t:- l-:;b-fﬂthl.u-ﬂ--.wl.ﬂ'::-:.l-l:' in never used and abould be ressved
Initislurable. disablelnittal wernl ) (CybernFTRaseFlex aol@li7-333) 1 never used and should be resoved
Reference: httpa://github. conforyt e/l ither fuik y/Detec tar -Dotument at ionddead - ¢ ode

Pragma varsiond 0,14 (CybernFTRaseFlax. solrd) allows ald wars wons
sole-B.8.14 s not recomsended for deplopssnt
Nefarence: hitms://github. comferyt w /el ither fulk LiDetector -Document at tond Lncor rect-vers lons-of ool idity

Function ERCI2Y. ERCTZL Initistring.strungl I:L-pﬂaurrirfauul-'lll aule3gi-347) 15 ngt 10 elssdCads

Paranetar I'.Hf'r.'.'... Lﬂtu! Imiristrung.atringl. name |« *‘bifhrtﬁliiiltl salmifl) 1% nat W eixoedCase

Parammter ERCT21._ ERCT21_Init{ntring,string). symbol (CyberWFliwmsaflen.zol®3gi) {a not in mixedCere

varishle ERCTXL. owner0f [CybarNFTlassFlex.xol®555) i3 not in mixedCane

¥arioble ERCT2L. balancedf (CyberdFTiassFlon.soleis?) s not n mivedCase

Fnet Lsn EIPTLT . DOMATN SEPARATORI ) (£ wr:ﬂ*—ﬂinul—tﬂ-.'|.rJll‘>-3."-"|5I:!- 18 not wvn miesdlaie

varishle CybermFTRasef Len, mintCount (CybernFTRaserien. solesss) (a nat in sixedCaie

var table CybarNFTEaseFlex, _burnCount {CybernFTEaseFlex.sal@s?) is not un sisedCess

Anference: https://github comfcrytic/al ither fwik LT tec tor -Document et LonfconTormance - (o-10] idi\ Uy -naming - convent tong

CyberNFTBaneFlen (CyburmFTBasaflon. solMa2-T69] does not impleswit furctisns

ERCT21. tokerdiRIfuint236 ) (CyberNmThaseFlex. saloias)
Refsrence: https| vthud . comfe ryt uc /L ithar fw lkoi/Detec tor -Documentat ondun Lep Lamented - funct uons
| Cybve riFTRaseFlox, 'lﬂl? analyzed (@ contracts with 84 detectors]), 22 resultis) found
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Slither Log >> EIP712.s0l

EIPTLZ. _requirssExpectedsigner| bytevEl, sddress  uintd bytes 32, bytes i ,uint258 ) (EIPTIZ.ual@i7H-105) uves tinestanp for comparison
L]

Dangsous  CORpAr Lo

o requirebeol string)(dead] ine »= block. T Lses tony, DEADL INE _EXCEEDED | (ETPTL2.a0lribe)
Refarence: hitps://github . comferyticssl ither fwik i Meted tor -Documentat tonellock - £ et tanp

EIF7i2. hashTypedOstavd{bytesldZ) {EIF712.%ele212-222) w mever used anid should be resaved

EIPT12. _requirasEapectediigner|bytes X, address DataTypes EINI 125 Ignature) (EIPT12.s0loi07-210) 13 never used and should be resow
wil

EIRT12. _requiresEmpectediigner{bytesi?, address ,uint® bytesa2 bytes32 .o nt258) (EIPT12.0al@i?0-10%) 1 never wused and should be r
wmnyn

Rafarence: hotpe://aithub. comferyticy/nl vihor fwik LiDeted tor -Pocusent al tonddead - code

Progea wers ond. 8,14 [EIPT12.soled] allows old verszions
solc-0.0.44 {a not recossended for deployment
Rafarence: hitps://fgithub . conforytic/el ither fwily/Detector-Docusentat on®incorrect - vars Lom -af-sal Wity

Futsetiom EIPTLZ.DOMALN SERPARATOR( ) (EIPTIZ . aslsiBi-172) 4a nat ih eimediase
Anference: https://githob.comforytic/nl ither fwik LTetector - Documentat ioneconformance- te-sol tdity. naming - convent tom

EIPTIZ (EIPTI2.5al@i41-230) dows not implessnt functions:

EIP712._domasirSeparatorhame| | (EIPTI2. aol#zia-228)
Refurence: h‘l!?‘i:!ﬂi:ﬂ‘lﬁh.t‘m:ﬂ'lmiil:l.hlr.l"'ll'o-'!iﬂhlﬂ-lﬂhhﬂ.m!ﬂEmﬂlﬁll-ﬁltd-fuml’mm
EIPT12.s0]l analyzed (2 contracts with 84 detectors). B resultis] found

Slither Log >> CyberNFTBase.sol

ETPTLZ. _requiresixpectediigneribytesk?, addrens , uintd, bytendd, byten 2, utned 36 ) | CybariFTBave, sol #340-2668) unes tisestasp for comp
arisans

Dafjerous ¢omiar (50081

- requirel kool string M deadl e == block. timestomp DEMLINE FXCEELED ) {CyberNFTBave. solelaT)
Refarencer https://github, comferyt ie/al ither ikl /Detector -Documentat Loni ] ock - © Leey Tamp

CybernFTRass. soistsiwintli0) (CybornFTlste. sol#FT42-744) in neaver ussd and should be rescved
CyberNFTHass, _tnitial teelatring, atring) (CyberdFTRase sole700-73%) s pever used and should be removed
CybetNFTHase, _sintiaddress ) (CybariFTllase. soleri7-740) (& never ubed and should be resoved
CyberufTRase. requirsfinteduuntdss) (CybernliTBase sole?as-748) s never uied and should be resoved
ERCTIL . __ERCTIL Inatistring.string) (C TRave.onled37-463) w never used and should be resaved
EACT2L. _mint{ addrens  uimt250) (CybernFTBase. voleSan-570) in never used snd should ke resoved

ERCTZY . _safertint|addresy , uint 288 ) (CyberiFTRase. anloSfd-683) i never wvesd and ahould be remaved

ENCT2Y . _safeMint|address uint2Sh bytes | (CyberNFTlase, solsdlT-020) W never uied and should be removed
Imitialwable. disablelnitializersi ) (CyberfiFTRave sal@3ed-308) is peber ned and should be resoved
Ruterenca: https:/fgithab.comforyt ic/ul Ather fwik i /Detec tar -Bocusentat tonitdead -code

Pragma varstond. 0. 14 (CyberiFTBase.sol@2] allows ald wersions
salc-0.0.18 (s not recosmended for deployment
Meference: httpa!/ffgithub.comferyticfal tther fuik LDetector Docusantat tonl intor rec t - virs Lom -of -0l Ldity

Function EIP?LI. 0OMATN SEPARATON( | (CybariiFTRase . sol@ERl-345) s nat o wisedlane

Furc kLR f“'FH..__lﬂ.t.‘?.‘:_'l!ntl:htr:.m].l!ru:ql lﬂ.fbgl'll-'!'ﬂlll.‘nitl!r] 483) 14 nat W ewwedCass

Parameter ERCT2Y._ ERCTIL_Initistvring.atrung)._nass |CyberdFTHase.soleds?] i not in misedCase

Parameter ERCTXY. ERCTIL Enitistring.string). sysbol {CyberNFTHade voledd?) ia not in sisedCoee

Variable ERCIZL, cemerdf [CyborWFTlass.soleddl] (s nat in sixedCase

var isble TRCT21. balencedf {CybermiThass. vol#413) 15 pat in misdtass

Variable CybertFThase. currentindex (CyberNFTRave. solstda) 1 not in mizsdCave

variable CyberNFTHase. burnCount [CyberiFTRase. paldGa7) i nat in wicsdCase

Refarence: httpe:s/github. comfcrytic/alither fwik L/ Detec tar - Docusentat toneconformance - to-sol idity- naming- convent iom

CyberiiFTHase |CyberNFTHase. nol il F58) does not tmplement functinns:

+ ERCT21. tokenlB1{ aint288) (CybernFTBass.soliads)
Reference: hitps://github, comforyt we/slither fwik LiDetes tor - Documentat Loniun Ll eaented - Funct uon
(EybernfThase. 40l analyred {8 contracts with 84 detectors), J1 resultis) found
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Slither Log >> CyberEngine.sol

Prafiled®T.inttialise]addrevs wtring, atring b.nese [Cybarfngine.snlr2spel vhadows:
- ERMCTIE . nnee (Cybarfngire. aol®siS) (wrate wariable)
Fraf iLesrT. init el Lrel address atring. atringd. svyabol | CyberEngine. sol@2d ) shadows
ERCY2E. symbol (CyberEngioe. solegi?) (state varisble)
Apfarence: hitps!s/github.confrryticsal ither fuith 1 /Oetector -Documentat Lon®local - var usble-shadowring

Auth, setlwr ¢ | sddesns ) onewdwner [ CyberEngine . sol®1528 ) Lacks & sera-check on :
- onar = nestwnar | CyberEngine . soleiiar)
Refarance: hteps://gtrhub. comsoryt orwl Lther fw il 1/ Detec tor - Dot usen TSt LOFAPR LS LG - 2 o~ adilress - wal Ldetvan

Varisble "ERCIO0TUpgradelparadoshle. uogredeTosndCel lUurs| address bytes ool | 4lot (CyberEngine aole23i?e)’ in mllli‘mwthl.lp?!
wdeable. _upgradetorndCal |UUPs] address bytes boal) (cﬂ-ringmr.uir.':“-}llil potentially used before declarstisn: reguirsiboel,
stringlinlot = _IMPLEMENTATION SLOT,ERC 10 Mipgrade: unsupparted prowishlstuiIn ) [Cyberfngine.snl@liTs)

Rafarence: https: ./ github. conge eyt ic fal dther fwik Uietac tor -Docusentat 1ondpre - dec L arat wn.mage -of - local -var tables

lm{rmr Lﬂlﬁ!1m.l:n'|-'|.l-ctllli‘lﬂ'|pn.l‘.n“utﬂitl.ml.nmumu:l = MEPR G ANTIHE == DETATypes EasanceStroct ) 1) (CbarEngin
®.00lFIaxy- 10 :

External calls:

« tohenld = IEssenceblT{ssaencebFT ) mint|data. collector) (CyberEngine. soleli?i)

Event emittnd after the callis):
g = follectEsvencaldate.collector data. profileld, date. snvenceld, tobenld, deta.prebate, deta.postData) (CyberEngine solwinra.
Gon)
Rafurence: hitps:f/github  comgoryticssl other ok /Dot tor - Docusentat iondreent rang y-vulnerabil ot tes-3

E1P?42. _requirealspec tadiigner (bytes 12, addreas uintd bytes 22 hytned2 uintdS4) (CyberEngine.soleddl-580) usen timestamp for compa
rispns

frangn us MR

- requireibool atrung )i deadl ine »= block.tises tasp DEADLINE EXNTERDED) (CybwrEngine. solessl)
Refurence; https:// github.conforytic/al ither fuik 1/Detec tor -Docusent st Londt L ock - £ e tanp

Fumction Auth.  Auth Init{address duthority) (CyberEngine. sal@3ad4-3500) U rat 0 wioedlase

Paramster auth. _ auth_init{sddrews  suthar ity ). _owvar [CyberEngine, solf2aed) i nat o missdCane

Paramster lmh.__J-ch,lnnl‘mrlﬂ.iuﬂwrlt{l._mﬂwruf (CyberEngine. sol#2884) 18 not W misedlase

Paraswtar CyberEngioe. tnitlal welsddress Rolenbuthor ity ). _owner l:ﬂcﬁngnm.iulﬂlﬂl ta mot in mizedCase
Parsneter Cyberfngine. initial ize] sddress Mol ssduthar ity ). _rolesdutharity (CyberEngire.30lf8184) is mat in sisedCase
Relarence! hitpa://github.cosdcryticosal ither fwik Lufetector -Docusentat Lonfcon formence . to-sal id ity -nasing -Convent Lone

Variable Upgredeahlelisscen. usplementation (CybwrEngine. salewd) is too similar te Upgradesh|sfeston. comstructariaddress  address )
. implementat ion_ | CybarEngine, sal®ing)
Refurence: hitpe;//github. comforytin /sl itherswih 1/Detes tor - Pocussntal Lon®var wble - neses - too-s umilar

CybarEnglneStarage. VERSTON STHING (CyberEngine.scl#288) wa nrver waed i CyberEngire (CyberEngine. solPdiis-an7 |
Rafarente; h'l.'l{! sffgithub . conde rytic fal ither futh L0etes tor Documentat Lonfunyaed -2 Tate - var Lahle
CyberEngine. sal analyred (42 contracts with B84 detectors), 124 resultis) found

ExsencebifT. tnitual lnluultmiumu!ﬁ-‘ﬂrm?.llrmq,bul jorams | {Easermeti T a0l 91005 ) shadess:
ERCT2Y . noms (EvsoncelFT. sol®ddd) (state weriable)

ExvmncwtF T i it sl toel wint IS Wint 256, vt ing oty ing boul | ayebel (ExsencenFT.ecleito?) vhadme:
EACT2Y . aymbal (EnsoncelFT wal®sds] (wtate variable)

Bafarence: https @/ g uthub, comieryt wral Uiber fwih L /Detector - Dot iment et iondlocal -var Lsh e - shadowing

EIFTLY. _reguiresCapectods igrerbytes I, sddreas  utntl, bytea 17, bytea 32, uint 250 {Easenceld T, sol@iti-J00) uses tisestase for compar
iaons
Bangeioud & FIREE o B
reguiralbosl string ) deadl ing == block. t imes anp, DEADL TNE_EXCERDED ) [EvsencenFT. aoleiTy)
Paf v s a h'llp-l:.r.rq:ﬂh.ﬁ.cu-ftr-ﬂtwl'l1.th-‘hﬂ.l1.m!utur-hn:_nll!'l.mlq:h-ti'-qlw

ERCT21._safeMunt|addrass uint2s8 bytes) (EssenceliFT anlior9-842) s never yoed and should be resuved
Beference; hitps:/fg\thub, comforyt wefel ither fwik i/Detes tor -Docusentat ionedesd - code

Pragea yers1end. 8. 146 (Essencen¥T . soll) alicws old wersians
sole-0.8.38 13 not recomserded for deplopmnt
Reference! hitps:ffgirhub.consoryt wo ] ither fwih LDetector -Document st ionEincor rect-wers ione - of.anl idity

Wariable CasencetiFTitorage. profileld (Essencad®T . asleid) 1 met in sicedCuse

variable EssencedifTitorage. essanceld {(EscenceNFT_ sol#id) is not in misediase

¥ariable ExsencedFTStorage. transferable (EssencelifT.col#14] W not in mixedCase

Function ETPTLZ.DOMATN_SEPARATON| ) (EssenceliFT.eol #i54-365) 15 not 0 mizedCass

Function ERCTIL. _ERCTZL_Init{stringatring] (Evienced¥T . solddT8-485) W not n wisedCass
Parameter ERCT2L. _ ERCTTE_Inat(atrung.string)._nese [EdiencelFT.acledaTh) is not in sisedCane
Parssster ERCT2L. _ERCTIL Init{string.wtring). sysbol (EssencedFT.solmdie) (s not in siasdCans
Varisble ERCIZE. ownerCt [ExsenceNFT,solsdsd) is not s mixedlese

variabie FACTZL, balsncedf (EssencelifT.solmdst) s mot in sissolsie

Variable CybernFTRase. currentindes (EssenceSFT. sol#86l] 1 not wn mussdCase

wariable CyberWFTHase. burnCoont (EssencelFT. soleas] w net in miasdCass

Var ushle EvvencoliFT . PROFILE (EssenceMPT. sal@ioTs) s not in misedCase

Aeference: https:/fgithub. com/oryt o/l ithes fenb | /Dt tor -Dacusen et ioofconformante - ta-sal ity naming - canwent wns
EssencelifT.sol analyzed (15 contracts with B4 detectors), i resultin) found

inspector.lovely.finance Audited by INSPECTOR LOVELY



INSPECTOR
LOVELY

Slither Log >> ProfileNFT.sol

Prof iLenFT. initisl el address string, wtring) neme [Prof VLebFT, soleli40) shadows:
-« EACT21.name {ProfileFT.solsass). (dtate var L&ll{
ProfiLeMFT . init tal wee| sddress  string string) . aysbel (Prof (lenFT sole2dat) shadows :
- BRCTI . symbol (ProfiledFT snleas?) (vtate variable)
Refersnce: hitgs://github. comforyt ic/slither fwikL/Detector -Docusentat 1ondl ocal -var able -shadowing

varishle "ERCIDS ridetipgr adeabile . _upgrads ToAndC sl TUURS| address bytes boal | alot (ProfilenFT.solegias )’ in EaC uu?‘up-uudwivnr-
desble. upgrodeT a1l eS| address  bytes bool ) (Prof L1edFT . nele2137-2152) potentially uvsed before declaration: requirelbool,st
ringl{alot == [MILEMENTATION SLOT,ERC1087Upgrade: unsupperted procisblstUuln) (Prof ileWrT . solrzian)

|hhr-ntl: httan : 2/ github . condoryt Lo fs Lither fwik 1 /Detoc tor -Docusentet tordpre - dac laration-usage -of - Local -var wsbles

ETPTLZ. _requiresExpectediigner|bytes 2, address uintl, bytes 2 bytesd2 uint2S6 ) [ProfilemFT 4ol @383 408) uies timestamp for cospar
Luans

Danyarous compar Laons :

- ragquirslbeol string M desdl une == block. b ines Lamp DEADLINE _ERCEEDED ) (Profilasf T solessl )
nefarence: httgm 7 /githab, comforyt Lo/ul ither fwik etec tor -Docymsntat lonsblock - T iney taep

Addresalipgrodeahile, revertibytes string) (Prof {lehrT. sol#1914-1925) uses assenbly
- IMLIME ASM (Prof1LeNFT.soleile-1014)

Storageslotipgradeshle. getaddrasaSlotibyres22 ) (PrafilenrT. aoleiods- (987 ) utes ssveshly
- IMLINE A5M (ProfileNFT.sol@i9ed- 1046 )

Storagesiotupgradeable . gethoalsanslotibytes2) (PrafilenFT. sol#1049-1651) uses ssvambly
o IMLIME ASM [ProfileneT, woleiisd- 1953 )

Storsgeslotipgradeable . getiytes 325 1ot {bytes 32 ) (ProfilewFT. sole165%-1950) uses assesbly
= INLINE AsM (Prof1leNFT goleions-195%0)

storagesslotipgradeatle, geuint2s8s5lat(bytes 32 ) (ProflenfT sole1sst - 1985 ) uses ssnmsbly
= INLINE A5 (ProfilewFT soleiog? 19684 )

|feference: hirps:/rgithub. comreryricial ither fwth Detector Docusentat ionrassenh | y-ussge

Pragma version®. o, 14 (ProfilendT saled) allows old worsions

wole-0.0.14 s not recosmanded for deployssnt

Hefarence: https r/rgithul  comferyticss L ither St y/Detec ter SDocumental ton® incer rect -vers tons -af - saludity

Low level call in Addressupgradeshls. sendvaluelsddress wint2%0) (ProfvlenFT, soleis)s-1040):
- {auccess) = recipient.call{value: smont}i| (Prof i LeNFT. snlriain)
Low lewel call in addeessUpgradeable. functionCallwithvalue| address bytes ,uint2% string) (PreofilenNFT.sol@1n62-1871):
= [succesn, returndata) = target.callivalun: valuelidata) (PrafilenFT. soleidaa)
Low level call in Addresstipgradeable.fimct ionStaticCallladdress bytes string) (FrofilenFT. aolets?7-1084):
= {noceaun  returndatal = terget. vtaticesl|{dets ) orafilenrr. salnten)
|Low Lewel call in ERCI98TUpgradeupgradeabls. functionbelisgatecall {addr-u.hﬂni (ProfilenFT saleg2ol-2308):
- {succass, returndata) = target delegatecallidata) (Prof tleaiT volazios)
fafersnce: hitps://github. comfcryt el ither fwik t/Dstector -Documentat tonflow- Tewel-calls

varisble ProfilenFiSterage. nftDescrigtor (ProfilewFT.solel48) s not in musedCaie

Virwsble ProfiledFTStorage. nessspocedwner (Prof JlenFT sol#id9) s not i mioedCase

Variable Frnftl-.nswr-p,_pmhmy!d [PrafileNFT. solei%a) 13 not in sixsdCase

Variable ProfileNFTStorege. profileld@ylandlokash (ProfileNFT.sal®?151) s not wn wumedCane

Wartable Profiledl TStorsge. setadatallyld (ProfiladFT. solets2) w met wn stxedCase

Varisble ProfileMFiStorage. operatoripproval (ProfilenFr.aclelsd) 1s not wn mizsdCasn

var Lable Prof ilaMFTStorage. _addressTopr maryProfile (ProfilenéT.vol@isd) s not 1n misedCann

variabls ProfiledFTSterage. subscribefiyProfileld (Prof ilenFT. soleiss-1598) W pet in AlssdCase

War wable ProfiledrTStorage. sssenceRyldBylrof tleld (ProfileneT. sol@is?-158) 15 not in sizsdCase

Function EIPTIZ.DOMATN_ SEPARATOR | (ProfileNFT, soleass-177) s not in mixediase

Function ERCTIL,  ERCTII_Inttistring,string) (ProfilanFT, soleddl-487) s net in micedCane

Parssster ERCTIL. _ERCIIY Init(string,string). _rase [Prof{lenFT.solrdol) s not in wixedCank

Parsseter ERCTIL. ERCTZL_Initistring.string). symbol (ProfileFT.acleasl) a not in sinedCade

Varwable EACT2L. ownerOf (ProfilesFT. seledss) (s not wn sizedCase

variable ERCTZL. baluncet? (ProfiledFT . salmda?) 13 not 0 wisedCase

Variable CybarNFTRave. currentindes (FrofileniT.salmion) 1 pot in misedCase

Variabie CybornFTiloss, burnCount (Prof (leNFT. sol®681) s not th sixedCass

Parameter Actisem collsct{DataTypes . CollectData, mappingluintdse = mappingluint?sé = DataTyped EcsenceStruct )] ). sussncelyldiyd
refileld (Prof (LeNFT. sol PRT7-B78) s not in sussdCans

Parameter Actians.regusterEssencel DataTypes  RegisterEssmncelata, sddrasn mapp ingluint296 = CataTypes.Prof ileStruct ) mappingluint
158 = mapp ingluintd®s « DataTypes Essencestruct]))._profilsByld (ProfilenFT.sol®900) 1 not in mizedCase

Parametsr ACtioms, SetOPRTAToTAERTCVal | U IEITE , MO0T €8 DL , Mapp 1G] 0 Ll 258 == mapp ihg| asatess == BoOL)] ). oparatarspgroval |Praf

1letiFT . aol@1083) s not in misedlase

Functien ReentrancyGuard.  ResentrencyGuscd anit( ) (Prof (lekFT . eol@iiel-1090] 15 pat wn musedCase

Fuanction ERCISMUpgradelipgradesble. ERCI108TUpgrade init] ) (PrefilewFT solei01-2502) s not in misedlase

Function EAC 19 Mipgradelpgradssbls,  ENC105Mpgrade_tnit unchained| ) (ProfilehfT. sol#2104-2184) W net in wizedCave

varLsble ERC10S radelipgradeable. [Prof tLehFT solrlo8] Ly not in sicedCase

Funst ion UubSlpgr 1-._u.pmr§lz:h_w.u boierof \LeFT. ol @2211-2212) W net i mizsdCase

Funct ion WWRtUGgradeable.  tupsipgradeeble init unchewned( | (ProfiledfT. sole2iid-2215) i not in mumwedCase

variable vuPStpgrodesble.  self (ProfilemFT.sple2dis) s ot in misodCase

Varwable yun radeable. (PrafuleNFT.sole245) 1a not i eiaedCane

|Parsseter Prof i letrT. initial wreladdress string, string). owner (ProfilenFT. aole2die) w pot 1o sixedCese

Warisble Profilenrl. SUBSCRIBE BEACON [ProfilenFT, solszsl ) s not in smisediace

Variabls ProfileMFT . ESSENCE_BEACON (ProfileneT . solid2ed) 15 pot in siwedCase

varusble Prof ilenFT ENcINE (ProfilemFT.sole2iTo) 15 not i minedCane

Mf:tm-: hl‘{lﬂ L fpithub . consorytic sl ither fwik LDetector ~Ik-n.mqtll '.ur;l;l:mfnrul:l-n-“i Lty -nemung - convent Lo
t
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Slither Log >> SubscribeNFT.sol

SubscribeNET, initial tref w28, str ing strang ) nems | SubscribedFT aoleis02 ) shaduw:
« ERCTEL.mome (SubscribeNFT. sol®aze) (state variabie)
Subscr thehT. tnitial zeluint238, atring, string ) oymbol [Subscr \beMFT, spl#1300) shidow
EACI2t. aymbal [SebwcribedFT woldadl) (state varisble)
Reference: https://github, comierytic/el itherfvik LDetectar-Docussntat Londlocal - var table: shadowing

EIPFT1Z. _requiresExpectedSigner(bytes®? address uint® bytesi? bytesdd uint?58) [SubscribeSFT. eci@is?-174) yves tumestanp for comp
TR
Dangeraus € LIgLY L H
require(boal, atring)ldeadline == block.timestanp, DEADL INE_EXCEEDED ) | SubbcribedFT soless )
Reference: https://github, comieryt wcinl ither ik LDetectar Dot usentat Loneblock -t Ly e

ERCTIL. _wateMint|addreas ,uintdS6, byten ) |SobscribelFT. ealonis 6200 i rwver used and should be rescyed
Wefarence: https://github.com/orytic/sl ither /wiki/Datector -Documant ot wonedead - code

Pragea vers vond . 8. 14 (Subscribel¥T . e0led) sllows old wors wes
sole-0.0.14 13 not recomsended for deploymsent
Refarance: httpo/fgithub. comferyt il ither fwik /Detactor Document st tonFincorrect - vars wond -of -sal Wity

Vartable Subver tbebFTSeerage. profileld [Subucr (belFT solsl) is nbt in aissdCase

Fumc tion EIPTLI.D0OMALN SEPARATOR| ) {SubmcribabiFT . sol@ded-351) s mot n misedCane

Function ERCTI1._ERCTIL_Init{stringatring] (SubscribeiFT anlmas-471) u not in wixedCave
Parapster ERCTI1.  EMCT2I_Int{atring.strung). name [SubscribeMPT.solsags] 1= not in wixedCase
Parameter ERCT21. ERCTIL Init{wtring,string). sysbal (SubscribeliFT aseledfs) ta not in slssdCase
Variable ERCTIL. ownerDf [SubpcribelfT. soleddS] e not in sixedCane

Vartabls ERCT21, balancs0f (SubscribemET solasdl] ta not in sixsdCass

Var table CybarnfTRase. currentindes (SubscribelfT, soleg38) 15 not in wixedCase

Variable CybernFThase. burnCount {SubscribeliFT  acless) o et in stloedCase

varinble SubscribeMFT PRAOFILE (SobecribebfT. ocleldB2] in not in suosdCexe

Raforance: httpe:s/github, comforytic/ulither jwiki/Oatector -Documentat iontrenformance - to-30 1 1d Ly - namamng - civvent Lone
SubscribeliFT.sol analyzed |16 contracts with B4 detectors), 16 result{s) found

Slither Log >> Auth.sol

Auth . satOwner|sddress | newlwner {Auth.solEd) Tacky & zero-check ap ;
= puner = newlwner | Guth. salesd)
Refarance: htvps://github. conforytic/ulithar fwik UDetec tor -Docusantat (ondmiss Lng-2ero-address -val tdat ton

kuth. __suth Inutlsddress  dutharity) (Suth.seledi-37) is never uvsed and should be ressved
tnitialirable. dissblednttial uers() (Auth.sol®32-38) 18 never ased and should be romowed
Refurance: hitpa;//github conseryticysl ithar wiky/Detector -Documentat tonddead - cade

Progea vars om0 0.0 {Auth.saled) sllows old versions
silz-0.8.18 \a not recomsended for deployment
Haference: httpa://github, comporyt i falither fwik LiDetec tor -Dotunental Lon@ tncor rect ~vers Lans -of -sal Wity

Function Muth, Auth Tnut|sddeess,dutharity) (buth.seifs1-57) i pat wn misedCase

Parsseter auth.  Auth Init{addr JAutharity). owner [Auth.aplesl] is not in misedCanm

Peramater Aith. _Auth_ Init{addrens Authority)._suthority (Auth.solil] (s et i mizsdCase

Reference: hitps:/fgithub conforyt te/alither ik ydetecter-Docusentat ientconf ormence - to-301 Ld ity - nasing - conwent Lona
Auth.sol snalyred (3 contracts with B4 detectors), 8 resultis) found

Slither Log >> ERC721.s0l

!Eld'.?n. _ERCT2A_Initistring. ntruwngl (ERCTI1.salegs-102) \s never used snd shouid be resowved

WRCTIL . burnfuint2s6) (ERCTIL.waleZla-228) 18 naver used and should be resoved

ERCTIL. _mint{sddiess uintXa8) (ERCTI.50l#190-212) s never used and should be resaved
(ERCTEL._safemint{addreay uintds ) (ERCT21.00lelss-244) s sever used end should be remsved
ERCTL ._saferint{addrees,uant256 bytes ) (ERCTZ1.001@246-758) ta never used and shauld be resoved
et el irable. dizsblelnitial wraral | (ERCTZ wolell- 30} ts rever used and should be rescved
ineferance: https://rgithul, comsorytic /sl ither fuik o /Detec tor -Document at tonddead - code

|

(Proges wersianeed. 8.0 (ERCT22.001#3 | allows old versisns

|selc-0.0.14 18 not recomsended for deploysent

Relerance: hitps:s/github comferytic/al ither fuihi/Oetector -Documentat ionfincorrect - wors tom -of -aol tdity
|

!ertchnn ERCTIL . ERCTIL_Dmit{wtring.string] (FRCTI.sol @G- 182) w not in soedCase

Inrmur ERCTI . ERCTII_Indviwtring, string), ness [ERCTTL.sal®#$8] W not in sisedCane

Il'll—l'ir ERCYIL. -ENCTXY In.l.llilru'lq,l'thqJ-._lyﬂml :[—n::u1..n‘l.m1 i not A eissdCans

|Wmr table ERCTIN. ownarof [ERCTIL.nel#7B) Ls net wn mixedCase

IWariable TRCT2L. _balencett (ERCT21.801872) W not in mixedCase

ihhrimr. https 1/ fgitindy, comyeryt e /el tther fwik UDetec tar -Docusentat Londconformence - 1o vol wd Lty - neeing - convent Lons

WERCTIL fERCTI .valids-2600) doss not wmplessnt functione:

| « ERCT2Y. tokemilluint2se) [ERCTZL.solead)

(R furance: hllr dffgithal . comforyt e /al tther fwik o /O=tec tor -Dosussentat Loniun uap | esentod- funct Lans
(ERCT2Y sol snalyzed (3 contracts with 84 detectors), 14 resulti{s) found
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Tnitialwzsble. dizablelnitial wersl ) (Dwned. soliid-42] s mever oeed and ahould be rescwed
Owned . Ownid_Tnit{addresy } | Denod. sol®#83-T4) 1 never wised and wthould ba removed
Mefarmnce: Wetpa:/fgithub, comforytic/ul vthar futh {/Detector -Dacumentat ion¥desd - codw

Progme wvars ione=8.0.0 (Owned seled] allows old wersisem
wole-0.0.04 w not recowmended for deploysent
Refersnsn: hitps://github comferytics/sLither futk totes tor - Docusen tat uam® inrcor rec € -wars tom -of -l ity

Funct ueh Owned.  Oweed Init{address ) (Oweed. soled@-74) 1 nat by sooedCase

Faramster m._"ﬂ-hla IRyt sddress . ownar (s 0l EE) % not n miEedCase

Mefarence: https /7 /githib, comrerytic/alithar fwih 1 /Dot nctor -Decusent st Limsronformance-to- 5ol (0 LEy -nasing- convent Lan
twned.sol snalyred (2 contracts with 04 detectors), 8 resultis] found

Slither Log >> RolesAuthority.sol

arth . patOuesae | address |, newOsnir  (Aalesduthyr ity asleal ) Lecks & sers chach on :
ewnar = meiwer (RolesAatherity. solesd)
Aaleience ) https | //gvthub, comicryt i/l itharivik U/Detoctar -Docussnt &t vonmmiag g -2aro - address -val Ldet von

tnitialirssle ,_dushlsinitwal rersl ) (Molsshuthar ity soledl-37) i rever used sl ahould be resosed
Hafarence: hitpe://github. conferytie /el tiher fo i Uile s Cor - Doc umertt ot Liniblead - Coile

Proges vers o0 0.0 [Halesfuthar ity anlel] allesn old werstiess
snlc-8.K. 0 s pot recossscded for deploymsnt
Aaference: https://github.cosferytiz /el sthes /el LDeUeg Lo DM usen i ST Lorl indarred T - ved s La -al - sal wdity

Eemction Aith. auth_Init{sddreas Autherity) (Balesdutharity. salevs-241 18 net tn elaadiare

Paramstar Auth. _Iu.ﬂ.E_I:n (i addres  Authority ). semer (Ralewdbothor ity anl/i@) s mt i sisedCase

Parameter dath.  duth Initleddress, duthoriey) . _suthor ity (Relestuthor vly. sel®58) s not wn miaedCase

Rofarsnce s WUTpS - /g thob, comye ryt L2 el Atk r fath 4 fOaTec tar -Documsrt at LoniPe onfarmenc o -1o-aal id i ty- naning - convent ione
Rolessuthority.sol mwlyred (4 contracts with 84 detectors), 7 result{s) found

Slither Log >> Create2Deployer.sol

create0eployer . deployl bytes bytesld) |CreatedDaployer.sol@7-18) viss samebrly
INLINE ASW (CreutelDeployer . acleli-13)
Reference: heepu://github comforyt te /ol tther fwih (/Detec tor -Docussntat innfasuesh Ly - usage

Proges verstanid.n.14 (Crestalbeployer . sal®2) alloes ald vwrwuams

wule-@, 004 s not recosssnded For deployment

Mefapence: hitps://github, comferyt e/l ither fwik o/ Oetector DacumenTat Lne LnCaT rec L -wara vone -of -sel dity
Craatelfeployer.sal snalysed (1 contracts with 84 detectors), 3 resultis) #

Slither Log >> EssenceDeployer.sol

CenomcubilT . it el el ubn 238, uin L2508  atrtng, vitr wng ool |.nase [Dissncelioploynr. sol@1onl ) shadows
« ERCTI name [Essenceleployer aolra2e) {state var usble)
ExnencedlFT. tnitial tee{wint IS0, uint 298 atr ing, vtring, bool ) aymbol (Estoncebeployer.solmiiE? | shadows :
ERCT21. vymbol (Essencebeployer . solsdin ) (stats varishle)
Rafpranie: h'l!tnl:_.f_.l'qﬂm.cnurrrrt:'jllLlhn'rj-'.l.L_.l't'lﬂa-:rnr-Dm:-nta!'Lnﬂl'lu(..'l.-unﬂﬂl-lhldu-l.nq

EIPTL2. _reguiresEspec teds Lgner | bytea i, address  uintl by tes 32 bytes X2, uint2S8 ) (Essenceleployer 4ol ®iS8-373) wwes tieestanp for ¢
nEpar Lsan
Dangerows ¢ FASOM ]
require|bool . vtring ) deadl ine == block .t imesteng, GEADK INE ENCEEDED ] (ExnenceDoployer . xoleini |
Raference: https://github, condcrytic /al ither vtk uDetes tor -Docuswntat iondib Lotk - 1 Lyt

ERCTTL._safetrunt| pddreas , wint 236 bytes | [ExsenceDeploper. sol®sid-827) i rever uned sl shoyld be ressved
Raference: httpe://github. comferptie/vlithar fuik /Do tes tor -Documentat ionddead - ode

selc.B. 0. 04w oot recomssnded for deplo
Raference: https://githud. conseryt Lol ither fwil yNetec tor-DocusenTat Lonk incor rect - wars 1ons -of -sol idyty

var inble EssencoFTStorage. profileld (Essencefeployer.vole?) ta mot v misedCoe

varwable EssenceNFTStorage. eszenceld (Ersenceleployer.sole) s not in mizedCate

Varisble ExsenceNFiStorage. transfarsbie [iumrlbop'l.prr.jaiﬂl s nat i siesdiase

Function FIP7LT.0OMAIN_SERARATOR( | LEssencelieployer . solfiaR-356) 15 not wn eisedlase

Function ERCT2L. _ ERCTI_Inwit{string.viring] (EsssnceDeployer.volsdad-a70) s nat W miaediase
Parametar ENCTZL.__EMCT21_InAtistringstring]._nams {(Easencelaployer.sol#tsd) i3 not in miredlane
Parameter ERCTIL. EMCTIL_Imit{struing,atring)._sysbol (Essenceeploysr.soledsd) i nel in sisedCess
varisble ERCT2Y._owner0f {ExsencebDeplaysr.snlpidd) wu nat in misodCess

varcable ERCT21. balanceof !E-:amm{;"r.miﬂlm in ot \n wixedise

varimble CybernFiBase. currentindas (Essenceboployer solmidd) 1s ot in sisedCase

var iable CyberKFTBase. burriouent rf“m.lﬂnp'lnylr.tnimd} in nat n miesdCaye

varisble EsvencensT PROFILE (Exsenc loyer.aolmoes) is oot in sicedlaye

Referance: httpe:/ fgithoh. comferyt /vl ithar e ik Detector Docimentat Lonkcanformsnce- te-sal Ld Lty -naming - comient Lom
Essencelleployer.sol analyred (14 contracts with 84 detectors), 17 resultis) found
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Slither Log >> ProfileDeployer.sol

PrafilewfT. tnitial uea{ sddress  atrung, 3 TF 10g ) .nams Ermhlrﬂ:lc r-nele2iza) shadow
« ERCTIL nome [Profilebeployer.aol#ain) (atate wwry ll'r

PrafilewFT, tnitisl el address string, atringi. sysbel (Profileteployer sole21a) Whatows
- ERCTZS . aymbol (ProfileDeployer sol#abl] (stete waristle)

Peference: hitps:/rgivhub conforytiesal ither stk LDetec tor -Bocusentat Lond| ocal - war Lebile - shadieing

Warishle “ERC 164 Mpgradetipgradosbl v, upgradeTaandCal lWUPsi addruss bytes bool ) elot (Profilebeployer.soleaile )’ wn ERCISEMipgrade
Upgradeable. up radeTrandtal LS| address  hytes  bool ) (Prefileteployer . sole2128-213%) potentially used bnfors declaration: regui
re{bosl wtring){slet == IMOLEPMENTATION SLOT,ERC106TUpgrade ! wisupported prowisbletln) (Profilsteployer sel#rize)

isfarence: hrtps:/fgithub. comscrybie/al ither fuihi/Datector -Docusent 4t Loniprs .- decLarat ton-umage -6 - Local-var Lables

EIFILZ. requirestapecteds igner(bytesdd addreas  uint® bytead2 bytead? uint288) (Profilvdeployer solelar-4pd ) waes tinsstanp for ¢
T - IadT. T,

Dangerous {DT-IT'I.IIII'.

= regquireibosl vtring) (deadl inw == block, vimestang DEADL INE_EXCEEEED ) (Prof dlebepleoyer. salriss)
Meference: https:/fgithub. comscrytic/al bther ik i/Detactor -Docusentat ionfiloch - t Lees tap

Parameter Actims.creatuProf i leboytProcesy | CetaTypes . CrastoProf i LeParsm bytes  DataTypes . Croateprof i lePon tProcessDats  mapp ingiui
PE2SS e DataTypes ProfilaStruct ], meog ing{uunt2ie == string),seppinglbytesd? == Wint290 ), mapp ing sddress == uinEESE ), mepp ngiuin
256 = mapping|address = boal ] ). profileByld {Prefiledeployer.aolriiidd) is nat in wizedCaswe

Parsaeter Action.cresteProfilePantfroce s (Datalypes CraateProf (leharam bytes DataTypes CraptePraf (lwbestPracessDato, mappingiutl
ntiss == Datalypes ProfileStruct) mappingluint2ss o= string) sappioglbytesid s~ gint2%4) sapptngl address == Uint2% ), mapp tagiuin
158 == mappingladdress == boul)}). setadatabyld [Fflh'lib-rﬂ'lnrr.wllmﬂl i3 mot in misedCase

Parametar &t ionw.creatabraf (lalostProcess|DataTypes CreateProf L Leferass bytes , DataTypes . Createlfraf LiePos tProcessDate, mapp ingl ot
NEXSE == DataTypes ProfileStruct ) mappingl uintISE == stringj, tng{bytes 3 == wintl50), mapping(eddreas == Uint25h ), meppungluin
1238 = mappingladdresy = hnntJ]:l._pruHhM_ﬁmﬂm;h {FrMmplu-r-r.ﬂlﬂlnl is nat n eisodCasw

Parsmeter Actiom.setPr imaryPeof i lel addrean  utnt 298, mapp ingl address = uint3Sa ) ). _addrsanToPrumaryPrafile [(ProfilsDeployer.soley
BAA) 1 fetT U aiesdCane

Pavameter Actions.setOpsrstorAgproval (uint 198 sddrenn bool, mappingluint 5 == sapping|address == bosl) )], cperatorapprovel (Brof
iledeploper.soleides) s not in sixedlase

Funct ion FReantrencyloard,  Reesntrencyduard_ el ) (Pref Liiﬂmtnrl’.-n]"iﬂi-iﬂ“? i net in elesdCase

Function ERCLGETUpgradetpgradeskle. ERCIO6TUDyrade_imiti) (Profilebeploper.sol@2o84-2005) W not An mixedCase

Function ERC 106 Fupgradeipgradeable .  ERC10GTupgrade_tnit_unchained( ) {Profilsbeployer.sol#7e8Y-2008) W not in sisedCane
varisble ERC106 radelipgradeable nx (Pro leln:lr.wil:liﬂ is not in eizedCave

Funct uon UUPSURGE le.__unesupgradeshle_initl) (Prof(lebeployer aolegioa-2195) (s not in siasdCidm

Function UUPSUpGradeshle,  PSUpgradeabls intt_unchainsdl ) (Prafilebeploper aolei97-2198) s net in mawdlass

varwshle wwPSUpgradesble.  salf (Profilebeployer . anl®2199) 15 not in sicedCase

Variahils I.I'I.l?ﬂm-rr.uhihh.__ iPraf :ilﬂ.p?wﬂl.:n]f}}ﬂi i3 et in sizedCase

Parameter Profulens T, snitial iral sddrevs string, stringl. cwner (ProfileDeployer . 3al@zid?) 13 mot tn missdsse

varishbis Prof (LemET SUBSCRINE_REACON (ProfiisODeployer. solf22si] v not in misedCase

warishle ProfilewFT.65SEnCE BEACON (Prafilebeployer.anl@i2sd) is not in stesdCase

Var Lsble ProfileneT.EniIngE (Prof (LeDeployer volr2233) is rot in wimedCose

Reference: ht:p-i:;{gﬂh.ﬁ.t.wu-,-l::.h'luh*n-lltmﬂnu!auwmt.uLuhll‘—.mi'n-ri-\u-l:u-u'hdu-p-n-'.r.g-:aumhm
Profilebeployer.sol analyred (26 contracts with 84 detectors), 80 resultis) found

Slither Log >> SubscribeDeployer.sol

Sl r VhaNFET, in it sl LaeuintZS8 s tr ing, string) . nase {Subscr iheboployer, seldisa0) shodows :

- ERCTRL nume (Sulmicribebeplope: . aol#428) (wtate varisbls)
:rLbﬂﬂ'.uutL;lun{umt:&ﬂ.:ttm?,ntrml.trﬂﬂ [ Subse ¢ ibeDaployer . anleiSid) shadows |

- ERCT2Y.symbol (SubscribeDeplayer.soleddt) (state warisble)
wfarence: https://github. comferytic /sl ithar fuih Detector -Decumentat ipndtlocal -var table-ahadouing

IPT1Y. _requiresd spectediugner| bytes i, address , uuntl bytes 12, byread2 w26 ) [ Scbscribedeployer. soleasT- 1741 wees timestenp for
COBPAT LEhnY
Dangs i ous compar Ly
reguiraibool atring )i dendlune == hlock. t imestong  DUADLCINE EXCEECED ) §SubscribeDeployer.nel#ies)
ference: https://github. comferyt icsal Lther Atk /Detec tor - Documentit Lomih] ock - ¢ Laes tasg

rat._wafedunt{address vt bytes | | Subscribabeplayer . ealmis 470 ) s maver used and should be ressved
Mefarence: httgs |/ github, comforyt i sal Vb feth LD Eec tor -Decumsntel Lsnldasd - code

ragea veriiond, D, 24 (Subscribsteployer.soled) allows ald wers lons
pole-9.0.18 i3 net recomsended for deployment
farenee: https s/ fgithub. comferyt ie ol Lthinr Aol o /T tec tor -Decuseiriat tpod sncoreect -vers vens -of -apl udity

varisble SubscribenFTStorage, prafileld (Subscribsbeployer.sol#i) w not W misediase

Funct lon EIFTL2.0OMATN_SEPAATOR] ) [Sutmcr thebeployer  nol@3ee- 1510 19 rot in misediass

Funt bon ERCTZE . ERCTZL Init{atring.atring) (Subkcribsbeployer, solsass -471) s nat in sioedCaie
arameter ERCYZL.  ERCIZE_Initistring.atring). teee {Subsce Loyer selreis) s not \n mlaedCase
araseter ERCIZL. _ERCTZL Tnit{string,atring). syshol [Subscribebeployer sclesss) is not in sizedCese
Varishles ERCTZY. ownsrof T!.q.#'l'r.rmuflr.utuwl i net i misediase

Wartable ERCTZE. balancel! |Sdscribebepioyer.selsddl) W not in suaedCase

warishle CybarkFTHase. _currentindes |Subicr theDeployer aaledSdl 11 pot n sLieddasa

Warishle CybertfTBase. burnCownt |Subscribebeployer . sol#83%) u not in sixedlase

war iable SubncribelF T, PROFILE | Subscr ibsOuployer . sol@iag3) W not b misedCass

wfuronce; https;//github. comforytio/sLither fuith LDetec tor -Documeniat onicon] ormance - to -0l 1d LTy -newing - convent Lons
SubstribeDeployer .30l snalyzed (17 contracts with B4 detectors), 18 resultis) found
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Slither Log >> FeeMw.sol

Feare. currancylllowed] address ) | Pesme, sol0222-224) i never uied and should be remuved
Foebbi. trosvuryadddresn| | (Foete.dolie2dd.220) ta nover used and should be remcved
Fooke, trasuuryFesl) |FesMe, sole2d0-2030 1o never uved and should be resoved

Rafwrence: hitps o/ guthub, comferyt o /ul Arhar foik U/ Tntec tor - Documanta t unnrde ad -codae

Pragaa vers tond. @, 14 | Fesbs. sol@l) allows old wersuom
nele-8.0.08 i oot recomsended For deployment
Refurence: httpe:srgithub. comsorytivsal ither Aok U/Detector -Docusentat Lonl incorrect -vars lona -of -sal idity

Varisble Feebo. TREARURY {Feebs.sal@707) 11 nat in misedlane
Rafwrence: hivps://github. com/erytic sl uther feill L/Detet tar-Decveentat Londcon farmercs - to - aol Ad 1ty -naming -coanvent tane
FoeMu, a0l analyzed (4 contracts with B4 detectors], & resultis) Ffound

Slither Log >> PermissionedMw.sol

huth , netDeneri addresy | . newlener | Dermiss wonede . 3aTeg2 § Lacks & Jere-check on
- putar = PewOurer (Permiss wonedMe woled )
Neference: hitps:/fgithul, comforytlesul ither fwik {/Detes tar -Documentat (i brg - rera-addrens - val idat ven

tritialweble. disableinitial wersl ) (Permiasanedme. solei1-371 1 pever weed and should be resoved
|Raference: hovps /7 github conrerytic sl ither fe ik /D ted tor -Docusentat Lonndesd - code

Prages varsion==0.0.0 [Permivsionedde saloed] sllows old versiom
polc0.0.04 W net recomserided for deplojpment
Haferente: https://github, confrrytic/l ither fwik Uetet tor -Decusentat oniincar rect -vers tam -of el ity

Fumction Ruth, _l|.|'lh Init oddrens Autharityl (Permisy anedMe solMAa-%81 1z ot 1 sisediane

Parameter Auth,_ auth_Init|eddress, suthar ity ). owner (Parmissinmed. sol®5B) is not in missdCasw

Parasstiyr Mith.__Auth_Imitleddeess, Authority ). _suthority (PermisyionedMe . sel@Sg) is not 6 sioedase

varishle Permiseionedis ENGINE {Parwisy ioned®e. iolef8L) la pot in siuedCase

Neferance: https:/igithub. comfcryt e fal Lbhwr fwibL/Detes tar -Documentat ionecon formencs . va. sol id Lty- nesing - comient Lo
Parmiss ionedi. sol analyzed (9 contracts with 64 detectors). 8 result(s] found

Progas vars om0, 18 (Collectfisal lownde sol@d) allows old wersiom

sole-0.8.148 v not recossended for deplopmant

Befarence: hitps:/sgithob. comforyt i /el ither fu ik UDetec tor -Decomentat ton®incarrec t-wers tans -aFsnl wd oty
Callecttinallowedie. sal analyred {2 contracts with B4 detectors), 2 result{s) found

Slither Log >> CollectFlexPaidMw.sol

Collectrlontaule, comatructer|addrevs  wddrean | neseypace (CollectFlesPaudte. coldtzs ) lacks o rers-check on :
- _namappacd = namespace {CollectFlestaidme. nolesie)
Refarenca: httpa:/fgithub. comfcryt icsal tther fwik UTstactor-Docusentat \ondeias tng - Faco-addraas - val 1dat tan

MasnLfancy in flﬂ.iIfEF‘l!I?l'llﬁ-.pTﬂ'lQ-r.'l‘l'lrl..lLI'I'I;SQ.“LHI]':rﬂ.IﬂﬂI’Iii..ddi’lll.bjll'}l (CalleoctPloore i, ol Pase-o0d )

External calls:

- TERCIO[currency ) safeTramefarfrom{collectar, swStorage{profileld][esnonceld]. recipient .amsunt - tremsuryCollectwd] (Co
LlectFlesma M. ool PTL-6T%)

- IERCH0{currency ). safelransferFromcollector,_tresvuryiddress| ), trossuryCollected ) (CallectfleaPaide, sol #6570 002 )

Everit emitted aftor the calliu);

CollectFlasfaidie reproceisedi prof ileld, suvenceld, collector, meStorage[prof ileld][esvenceld]. rec ipisnt, cur rency, sssunt

Jontadiratd) (CollectFleafaidm. volenes 081
Refurence: hitps i) /github conforytic/al ither fwik L /0etec tor -Docusentat tondresnt ranc iy -vulnersbil it iss -3

Addrasy . ver ifyCal lResul tibeel bytes atring) (CollectFleaPaidbe, anl®48T-28%) unes assesbly
- TNLINE AYM [CollectFlaviaides, salserr-4n0)
RAefarence: hitps:/igithul . comicryt losslitherfwik uDetector -Docosentat Londassanb Ly - usage

Pragea vers ionk. 0. 18 (CollectFlePaim . solol) alloen old wersiom
poliz-0.0. 04 1 mat recommerded for deployssn
Mafarence: hotps://github., conforyt o/l ither fwiki/Optector -Docimentat iondincor rect -wers ooy -of sl idity

Low Level call in Addraas.sendvalim| sddrees , oint256) (CollectFleaPaidne, volsa09-a34)
- {rvuecmsn ) = recipimnt.call{value: ameunt b1 (CollectFlesPaidie. noledld)
Low lavel call in Address. functsonCallnthivalus| addrass bytes w288 wirung ) (el LesctFleaPaidme . sal madf-447 ) :
- fsupccmn, returndata) = target. call{value: value}(data) (CollectFlexha il volwaas)
Low Tevel coll in Address. funcitionSuat toCallladdress bytez atring) [EollectFlesPaid . sol RaT-087):
(swccess, returndata) = target.atatuccall|dota) [CallectFlesfaide. solbass)
Neference: hittps)//github. comicrytic /el (thar fwik LDetec tor -Decummntat toneloe-Level -calls

Variable Feeds. TREASIALY [CollectflesPsidie, sal®lB?) v not in mlaedCase

wariable CellectilonbusiMe. mestorage (Collsctflectaidme sol®sil) tn net tn misedCate

war Lable CollectilenPiuiMe. nesespate |Collsctfleotaidie. saledlo) s net ) eiesdCase

e feramce: hrepe//gtthob, comperyt vosal it e futh L /DR Ted Lo -Decusen et Lonmeon formes s - 1a-sal Ld Lty -Aesing - convent o

CollectFleuidie, _nassapace (CollectFlenPaidie, solmsll) should be tmmutsble
netarence: httpe:/fgithub . comferytic/al ither feik LiDatector -Document et LonAvtate- var ibbles - that -could -be -dec Lared - iemstable
CollectFlesPaidm. sol analyzed (18 contracts with 84 detectors), 24 resultis) found
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Slither Log >> CollectLimitedTimePaidMw.sol

Collecty umited? ueePa idMe, comut rue tar sddrass , addrwis ) nasespece (Collecti umitedT imePa idme voleisea ) Tecks # pere-check on o
_Pl-l-lhugﬂl = naneipace {CollectlinitedT imefaidie . solriaas )
Hefarence: https:/igithub.conferytic /ol ither fuik L/00tec tor -Documentat innimise ing - Lero - sddresa - val idat won

Collacty initedT useP s idMe. prebrocess | uint 298, uint2hs , addeess  address bytes | (Collectl imited T isePa 1d™e . sl P18 - 24840 ) wses timesta
mp far compar isens

Dangerous © T ANgn

= raquirslbool vtring ) iblock, timaatenp == _datalprofileld][sssmnceld] . startT uses tang MOT_STARTED ) (Collectl umitedT unsePat
. dal F1Tas . 1390 )

raquirsl ool atr ungd(klock. s tenp = dotalprofilald][eousnceld]. endT i ey ENOED ) | Collectl imited] ieePa idke . sole

14881483 )
Refarence: MEtps )/ githob. comsoryt /sl othas ik LOst e tar Do usentat Lot Lock -t Lses Lanp

address.yar i fyCal IReultibool ;bytes atring) [Collectl imitedT umaPa i sol@1138- 1156) uses assembly
TMLINE ARM (Collecti imited? usePaidse . solotlan- 11810
Rafarence: httpa:/fgithub,comicryticsel ither fwih uDetector -Dotussntat wondes senk]y- Usage

collecty tnined? tnaleidMe, prefroceas (uint 298, Gt 2os, address  address bytes ) (Collectl taited? Lnepyidee, sol#1101-1440) compares Lo
a boelesn constent:

- datalprofileld][sssanceld], profileRequired == true {Collectl taitedT tnePaidae. soletdld)
Callacil tmitodT imedu (dMe . profrocess [uint 250, 0 int258 , addeens  addrens bytea ) (Collpetl mitedT imePardiw. anlellil- 1440 ) compares ta
i boolean conztant:

- datalprof ileld j[essanceld] aubscr ibellegquired == true (Collecth v tedT umeatdde . solatdns )
Mefarence: hitpa;srgithub. comserytic/al ither Aol LDetector -Documsntat Londboo Lean-sgual 11y

Slither Log >> CollectMerkleDropMw.sol

Merklaproof. _efficientsashibytes 37 bytesd2) (CollectMarklelropme. solmrss-262) uvaes sssembly
INLINE ASM |CollectMerkisdr JalsT- 281 )
Meference: https://github, conferyt i/l ither fuil i /Oetector Dot usentat ubneas senh] y - Usage

Merklofroaf sultiFroofver ifylbytea 320 ] booll [ ), byres 22 bytes32[ 1) {Collectmerkletropms. sol#io% . 132) W never used mivd shoyld be ¢
wmawedd

H;;i::?runtmll irroofverifyCalldats|bytes 22| } bool{ ] bytwad2 bytes 320 1) [CollectMerklofropie sol@118-426] 8 never uvaed and sho
u 1 Emay

lhﬁhﬂrml.pfotnuhhwtouﬂnrrnutj.b-unl[},u raaEd[ J) (CollectMerkletiropMe. vol#138-187) v never used and should be resoved
marklofroof processmult iProofcal Tdatalbytea 2] | bool [ ). byten2d[ 1) (CollectmerkleDropite. sal difd. 245 ) w never uawd and should be
remyed

Mecklittrool procesufroofCal ldatelbytea 320 ), bytesd2) (ColloctmerklebropMe . sol®9l-07) (4 never uaed and should be resoved
Hnihlrul.'rﬂ\fﬁilidntllbytlﬂ}r], tesdd bytesdd) (CollectMerklebropme. snle?8-72) ta mever uned and should be resoved
Rafarence: https:/iguthub, comicryticsal ither feill yDetec tor -Documen tat uenfde nd - code

ragma warntond, 0.1 {:nl'l.utrhrhhﬁ-ufu.mhn allows old wersismns
selc-0.0,14 s nut recomsssndsd for ayment

Meference: https://github, comreryptic/ul Lbher fwih 1 /Detector -Docusentat Loneincor rect - wers tans -of sl idity
collectierklsbr 9ol shalyred (3 contracts with 88 detectors), % resultis) found

ERCIZL. _ERCT2: Inttistring,string) {CollectOnlySubscr thodMe. solees-101) s never wsed anvd shoulid be ressved
ERCT2Y. Burn{uint2s6) U:nwulﬂnl S0 ihodM 50l #213-228) s newer used and should be resoved
ERCT21._mintiaddrass ,0unt250) (CollectOnlySubecr ibede. sol@iag-241) 1 pever ured and should be removed
ERCT2L._safadtunti sddrman  wint256) (CollsctonlySobueribedie, solede-203] 1\ never uded and should bi resaved
ERCTIL. _wafeMint|addresy ,uint?58 byt ) [Callactial pc i ihedie sol@7as- 298] s never uied snd should be resyved
Initializable. disshlelmivialwemmi] (CollectOnlySubser ibedme, 1ole3t-17) i never used and should be cemaved
Mafermnce: hitps:/ github.comicryt /sl ither fuik LDeter tor -Documsttat inndde ad - ¢ ode

Pragms version==8.8.0 (CollectonlyScbscr ibedme. s0led) allows old verniom
salz-0.0.14 W not recomsended Tor deplaymint
Raforence: httpe://githeb comfcrytie ol ither fwik UDetector Documentat Lol incar ract - wern 1one-of -saludity

Functtan ERCTIL. ERCIZL Imitistringstring) (CollectonlySubscribedme. sol®gd-101) (s mot in sleedCie

Parasster ERCTIY. ERCTII_Init{string.string). name {CollactiOnlylubscribedde sol®gs) iy not 10 mixsdiae

Parametes EACT2L.__ERCTZE_Imit(strug.string). sywbol (Collsctonlyfubscribediu aalets) W nat 10 mizedCase
Variablie ERCTIL. awnerOf $ﬁlhctm1ﬁuhnnb¢h.wlm1 is net un minedCise

variable ERCT2E. balanceOt (Collectin] cribadMe. 50TrTl]) 4 net in siscdCose

Rafarence: httpa:)/giihuh.con/orytto il ithear fuihiifDetec tar - Docunentat ionec onformence - to-yol 1dity -nasing -convent Lans

EACTIL (CollectDnlySubscr Wndte. sal#44-248) dors not implessnt functions:

< ERCTEL . tokendnT{uint2se) {Callectonlyfubacr hedie, saleal)
Raference: https://github.comfoeyticinl ither fwiki/Tetector -Docussntal | oridun Lep | ssanted - furs tiom
tollectonlySubscribedie. sol analyred (@ contracts with 84 detectors), 14 resultis) found
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Slither Log >> CollectPaidMw.sol

Rttt setOwner| address b newdwner {Collectiaidme, sol®did] lacks a sero-check on :
- ownat = pantermr | CellectPaudie, soledid )

CollectPaidMe . comtructor|addrovs  address | -nanesipace (CollectPaidMe . sol@2i77) lacks & rero-check an :
- ace = namespace (Collectraide, solez17a)

Refwrence: hitps: Hg'l.lm.tm: rrtic /el ither fw ik i /Detec tor -Dacusentat Lonieiss wg- 2efo-addrass - val tdat 1on

Varisbls "ERCTIL, ¢heckOnERCT2 1Asce ived] address , sddress uwntdS8 bytes ). retval (CollectPaidme.sole2ing)’ in ERCTZL._checkOnERCTZI
Mecw \ved] sddress , sddress uint256, bytes | (CollectPaidMe. s0le2102-7110) potentially used befors declaration: retval T= TERCT21Mece
Lwer . onERCT} IRsce Lved . uslector !l.'n?'l-ﬂ!uh.w'ln 18]

Varisble "ERCT2L._theckOnERCT2 Rece1ved] address  address ,unt256 bytee . reason (CollectPaidMe. sale2108)° in ERCT21. checkOnERCTI
Received| address , address ,uint256, bytoa ) (CollectPaidie.sol#2102-2110) potentially used before declaration: resson.Tength = 0 (C
allectPaidie. scler109)

Varwsble 'ERCT2L._checkOnERCTY 1Roce \ved( address  addrens ,uint256 bytes ). raason (CollectPaidMe.sole2108)" in ERETZ1._checkOnERCTZY
Rece ived| address address .uint2%8 bytes) (CollectPaidme. solazit2-2110) potentially wied befors declaration: revert{uintISe uint2s
Gl « unm,liwd{umum:rlrmmn fCollectPaidi, sol@edila)

Reference: https://github. comscrytic /sl ither fwik1/Dotector -Docusentat onfpre-declaration -ussge-of - locel -varwables

Address . tslontractaddress ) (CollectPaidMe sol@idsd.1087) uses assesbly
» UNLINE ASM {CollectPaidie. sol@®istl-L465)

fddrasa . _functionCallwithvalue address bytes .uintdS6, string) (CollectPeidMe. sol®1566-150) uves ausembly
« IMLINE ASH (CollectPaidew . solwisan-1523)

EACT1. _chechOnERCTZ 1Ance Lyed{ address , address  uint 250 bytes ) (CollectPaidme, solez102-2119) uses ssseshly
« INLINE a5M {CollectPaidee 4nl@iitis-2115)

Reference: hitps://github con/erytic/slither fwiki/Detector -Dacumentat Lonsassently-usagn

sole-0.8. 14 iz not recomsanded for deployment
Reference: https://github. com/orytic/sl ither fuik 1 /Detactor -Docusentat ondincarrect-versions -of -solidity

Low Level call in Addrens .sendvalue] sddress uint296) (CollectPaidMe. solotahd-1474):
= (wutcess) = reciplent . call{valus: amountM ) (CollectPaidme sol@iaT2)

Lowe Lewel call in Address. functisnCallwithVelue|sddress  bytes uint298, strung] (Collectiaidee . soleisss. 1520
- [sutcess , returndatal = tarpet. callivalue: weiValueHdata) (ColluctPaidme sol@isia)

Mefwrence: hitps://fgithub, comferytic/al ither fvik i/ Detec tor-Documentat Lonelow: Level -cal ls

varishle FeoMe. TREASURY (CollectPaidMe.scle2d?) ia not in mizedCase

Fumction Auth. Auth Init|addreas  Autherity) (CollectMaidie solF28i-207) WU not in sieedCase

|raremeter suth. __Auth Init{sddress,suthority)._ocwner (CallectPoidMe.seleni) ta not in sueedCase

Paraneter I.:}Ih._lutfl_!h'l.tl-dﬂrﬂ'l..lu'lhirﬂ;‘l._mthnrltr [CollectPatdms. soleini] s rat 0 mixedCase

Vartable CollectPaidMw. patdEnsencebats (CollectPaidme, sol®dlos-2178] w not in wledCase

variable CollectPaidme. _nassspace (CollectPaidie, sol#7171) W not o sissdiass

Maference: https://github. con/erytic /ol itherwih L/Detectar -Decumentat ioncon formance - to-sol id Lty - nasing - convent iomns

Redundant expression “this (CollectPaidse, snl@isds)~ inContest |CollectPsidMs, saloiado-10ad)
Reference: https://pithub. comforyt w/slither fwiki/Detectar -Docosentat endredundant - s tatements

CallectPaidMe. namswpacs [ColloctPaidMe. sal®di71) should be (mmutebla

ERCTI. _nase (Collectfaidme. solmiosn) shruld be temutahle

ERCTZL. _sywbol (CollectPsidda, soleisnd) should be immutasble

Aefwrence: https://github. com/crytic/sl ither fwik i/Detec tor-Decumsentat Lonestate-var Lables - thit -could-bw-diclared . (mmutable
CollectPaid.sol analyzed (28 contracts with B4 detectors), 48 result{s)

Slither Log >> CollectPermissionMw.sol

variasble "ERCTZL. checkOnERCTY IRece \vedladdress, address uint25h bytes ). retval (CollectPermiss ionMe.sol@mdl)’ in ERCTZL. cheching
RCT21Reg e Lved| addresy , sddress , uint258 bytes | (CollectPermisyionMe. 5ol #929-844) potentislly used before declaration: retval l= IE
ACTiRece Lver . onERCT2 1Rece ived. selector (CollectPermiss fonMe. snleeaz)

variable "ERCT2L. checkOrERCTZ IRece wwed{ addresy , address ,uunt2S, bytes ). reason {CollectPermisstonMe. sol®ds ]’ in ERCIZL. checking
RC72iRece vwed| addross ,address ,unt 256, bytes | (ColloctPermiss lonMe, solweld-385) potentially used befare declarstion: resson.lengt
h o= 0 (CollectPormiss tonk. solmgsa )

variable "ERCT21. checkOrERCTI IRace tved| sddress  address ,uint 258 bytes ), resson [CollectParniss tonMe. s0l#93% )" in BACT2L. checkOnE
RC7IiRaceiwed{ address  address ,uint256, bytes | (CollectPermiss lonke, 5ol #525-946 ) potentially used befare declaration: revert{utntz
56,utntI56 1137 « reason,slosd{uint256 }{reason) ] [CollectPermiss wonke. solegel )

Raference: httpe://github, com/ergtic/al ither fvik i/Detector -Documentat Londpre - declarat ion-ulage -uf - Local -var isbLes

EIFFLZ. _requirestEapectedSigner | bytess?, addrass ulnts bytesid bytes32 uint298) (CollsctPurmiss LopMe. sal@iTe-199) utas tumestanp f
or ComparLaens

DaRgArous cOmparivons

- requirelbool  string M deadline == block.timestamp OEADLINE EXCEEDED) (CollesctPermiss ionMe.soleriis )
Meferaece: hteps://fgithub, comsoryt te /el ither fuik betector -Docusontat Lonsblock - ¢ Ly tasg

Addreas. isContractiaddress) (CollectPermiss tonMe. vol@2an-200] uies sisesbly
- IMLTNE ASH {CollsctPsrmins ionMe.sola2ie-291 )

Addreas. _functionCallwithvelue|address bytes ,uint258, string] (CollectPormiss lonMe aol)5i-354) uaes assenbly
- IMLINE ASH (CollectPermiss ionMe.sole3es- 340)

ERCTI1. chachOnERC T 1Rece ived] sddress , address ,wint256 bytes | {Col lectPormiss torte, nollede- 806 ) uies assesbly
- TMLINE ASM {CollectPermissionMe.nolesdo-9a2)

Reference: hitps!s/fgithub. con/oryticssl ither fuiki/Dotector :Docusant ot Lon®asseebly - usage
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Pragea versiond. §.14 [CollectParmiss tonMe. solei) allows old versions
wole-0.8.14 18 not recomssnded far deployment
Aeferance: httpe://github. com/erytic/slither futhi/Detac tor-Oocunentat iond incorract - versions -af-sal idity

Low level call tn Address.sendValie|sddress uint?38) (CollectPermiss lonMe. sol#294-306 ) :
- [swccess) = recipiont call{valus: ssoumt}i ) (CollectPermiss Lonks sol#ion)

Low Tavel cull in Address._ FunctionCallwithvaliue! sddress  bytes uint2%8, atring) (CollectPersinsionmd, sol@3iy-a%4):
- (success returndata) = target . callivalue: weiValue}idata) (CollectPermiss lonMe, soledda)

Hefarence: https:/fgithub, comferytic /slathar fwikiDetector-Documentat (on¥low-Tevel -calls

Function ETIPTL12.D0MATM_SEFARATOR( } (CollsctPermiay ionMe. sol®183-172]1 w nat in wieedCane
War Lable Lnliﬁmrnuiinﬂ&._imrsur-g- [CallectParmiss tonM. sol@adl-902) s not in sisedlase
Beforence: https://github. cosforytic/sl ither fuikiDetec tor -Documsentat Lonwconformance - to-sol Ldity - nusing -convent Lans

Redundant exprass on “this (CollectPormiss tonde 5ol M721" inContaxt {CollectPermiss wonwme. soleaps-—475)
Referance: https://github. com/crytic/al ither fwik LDetec tor -Docunentat ionfredundant -statemants

ERCTIL. _nawe (CollectPerwiss tonde, solrdd? ) should be tweutable

ERCTI1. _symbol (CollectPermissionte soleddd) should be tssutable

Meforence: https://gtthub.com/crytic /sl ither fwiki/Detector -Documentat Lonfstate -var tables - that - could-be-declared- immutable
hllﬂ:ﬂ’cnhﬂ.nﬁ.ul analyzed (16 contracts il‘t_h‘_!l *t!l.:'l.'ﬁl'l-]. I8 mu'l.tl‘!._;l fﬂ;ﬂl

Slither Log >> CollectPermissionPaidMw.sol

collectPeraiss onPa tdi. comstructor| address , addrass }onamespace (CollectParmissionFaid®e . sole725) lacks a gero-check on ¢
- _nasespace = nameipace (CollectPermissionPaidMe. solerde)
Reference: hitps://github.conscrytic/s] vther fwik L/Detector -Docummtat Londmiss ing - 2oro-address -val idat ion

[ETPTL2. reguirsstapectads igrer bytes 32, address ,uintd, bytes 32 bytes 32, uint2se ) (CollectPermiss tonPatave, sole74-201) oeas timests
mp for compar isons

Dangerous Compar inons |

- requirsibos) string){deadline == block.{imestonp  DEADLINE EXCEEDED) (CollectPermisy iondsidee, soleznd)
|feferance: hitps://github.com/erytic/sl ither fuik UiBntector Documentat ipniblock - t imes tamp

Address  ver Lfycal IResule{bool ,bytes string) (CollectPermiss tonPFaidMe, sol@sse-577) uses asnssbly
IMLINE ASM [CollectPermiss ionPetdie. solesss 572}
Referance: https://github, canforytic /sl tther fuik L Detector -Docusentat Lontansenbly -undge

Fragea verstond. .14 [(CollsctParmissionPatdme.soied] allows old wersuons
solc-0.8.14 iy not recomsended for deployment
Reference: https://fgithub casforytic/slitherfuih i Detector -Documentat Lon® incarrect -vars tons -of -sal Ldity

Low Lewel call wn Addrows.vendvalue|sddreus ,uint256) (CollectPermissionPedie, 2ol @501 -506
- {nuccess ) = reocipient.call{value: smount){) (CollectPermissionPsidMe.solesod)
Low level call wn Addresy. functionCallMithvalus| sddress bytes ,uint258 string) (CollectPermise tonPsidMe, soleiin-530):
{success, returndatal = target.call{value: value} dats} 1:al{u:Pnuunwnﬂ-.snlnaﬂ
Low Level call n Address. finctienstaticCall{address byted string) (ColloctPermise tonPai e, sol@sas-554:
= (wuccess, raturndatal = target.atatwcall{data) (ColleciPermiss ionPaidhy, sel#ssd )
Aeferance: https://github. com/orytic/slithar fuik t/Detoctor -Bocumentat Londlow- Level -calls

Variable Festa. TREASURY [CollectPermiasionPaidie. aolmdl?) s not n eizedCase

Function EIP717.DOMATN SEPARATORD } (CollectPermiss lonPaioMe, sol#257-268) 1 not in minedlase

Varisble CollectPermiss lonPaidae, signerStorage [CollectPermisstonPa udie. sol@Ti7-710) s not in siuedCass

Var uable CollectPermiss lonBaidde. nessspace (CollectPermiss tonPaidM, sal®?19) s not in siwedCane

Raference: https:/fgithub.ooayeryt /sl tther fuik e tector -Docossntat tendcanforsance - £o- 1ol id 1ty -naning -convent (ons

GollectPermiss ionPaidey, nassspace (CollsctPerming jonPaudMe . sol#719) should be 1mmorable
Aefurence: hitps:/fgithol.com/crytic/slither fwik Do tec tor-Discumentat (onds tate-var Lililes- that -could-be - declared- immutable
CollectPermiss lonPaidme.sol analyzed (11 contracts with 54 detectors), 20 resultis) found

inspector.lovelu.finance Audited by INSPECTOR LOVELY




INSPECTOR
LOVELY

Slither Log >> FeeCreationMw.sol

Ruth_setiwner| sddress |, newOwner | FeelreationMe_ 3ol#84) lacks s rero.check an :
- gwmEr = newosmer | FeeCreat wonMe, solels )
Reference: https://github.com/crytic/alither wik 1/Detector -Docunentat Londmias ing- zero-address -val vdat ton

Addrens . var ifyCal lTResult(boal bytes string) (FeelroationMe solsml1z.830) usen suvashly
- IMLINE ASM {FeelrestionMe.soldmdz-a23)
Reference: https://github.com/orytic/sl ither funk i/Datactar-Oocusentat Londassenbl y-usage

fddress. functionCalll address bytes] (FeelreationMe. solo7al-783) w mever used and should be remsoved

Address . functionCalll address bytes string) (Festreat ionde sole?ds-771) 1 never used and should be resoved

addrass  functionCal Iwithivalusf sddress bytes uint?Sa ) (Feelreat lonMe sol@T73-7T19] s rever used and should be remeved
Address  functronCal IWithvaloe] address bytey ,uintd%s string) (FerCreat ionMe. sal#?81-202) is never used and should be resaved
Addresa . functionfitat icCall{ sddress bytes ) [FesCreationss. soleTid-794) s never uied and whould be remsved

Addrean, functionStaticCall{address bytes string) (FeeCrnat ionMe, sold8-007) s never vied snd should be resoved

Address , iaContract{address ) [FesCreat iohie, sol®#749-7592) is newar used and should be removed

Address ver ifyCal lResultfbool bytes string) (FeeCrealionMe. sol EB12-836) s never uned and should be resoved

Inieial tzable. diseblelnttial trersl ) (FesCreationte. sol#33-39) ts never uied and sheuld be resoved

Beference: httpa://github. com/crytuc/alither /wiki/Detes tor-Documentat (onddead - code

Pragea wors ibresd 8,0 (Feslraationde . selel) allosa old versions
wolc-8.6.14 13 not recomsendsd for deployment
Reference: https://github.con/crytic/slither fwik L/Dotector -Docusentat ionfincorrect vars wons -of-sol idity

Low Llewvel call in Address.sendvilus|sddreis ,uint2%) (FesCreationMe. soleTie-759):
= [success ) = racipient.call{valus: ssount}{) (FesCreaticnMe.sal@?aT)

Low Level call un Address . functionCallwithvaluef sddress bytes uintdS6 string) (FeeCreatone.salrrel-T92 )1
- {success,returndata) = target.call{value: value){data) |FeelreationMs.soleren)

Low level call in Address. functionStaticCallliaddress bytes string) (FesCrestionte, soleras-007):
= {success  returndsta) = target.staticcallidata) (FeeCreationte. soleses)

Reference: https://github. comforytic/al ither ik i/Detector -Dpcumentat tonslow-Level -calls

Function Auth.  Auth Init|address,suthar ity ) | FesCreat ionMe. solird2-38) is nat in sisedCase

|Paraseter Auth._ auth_Initiaddress, Author ity ). _owner |FesCreationds.solesz) s not in mixedCene

Parssster suth, _suth_Init{address duthority)._sutharity {FeeCreast lonte, sol#587) is not in sidedCase

Wariable Persisslonsdie, ENGTME | FesCreat lonMe. aol@i98) 1 not in sixedCase

Var isble FesCraationds, seCataslyMessspace |FeeCreationt. sol#86%) (s nat in sixediase

Raference: https:s/guthub. comfcrytic /sl ither fwith y/Detec tor -Bocumentat Londconformance - to-sol Wity -naming-convent Lons
FeaCreat lonMe.sol snalyzed (13 contracts with B4 detectors]). 21 resultis) found

Slither Log >> PermissionedFeeCreationMw.sol

Aisth, setOuner | address | newbener [Permiss lonedFeeCreat onMe. sole113) Lacks & rero-chack on :
- gumer & newOwner (Perelas tonedFesCreat tonie, sel#iie)
Aeference: https://github.com/crytic/al ither /wik i/Detector -Documantat tontmias ing-zero-address - val wdat won

EIRTLY. requiresEspor tedSigner{bytes32, sddreds  uinto, bytes 33, byt 62, uint256) (Parmiis ionedFesCrant tonde snlFTsd-771) s tlees
T @ fnr EapRaErLsent
ﬁ'wrﬂki COEparisone |
reguire{bool  string)(desdl ine > block v isestang OEAD INE_EXCEEDED ) (Permiss wonadFestreat ionMe. sal el
|Refersnce: https://github.com/erytic/ul itherfuiki/Datector -Documentat tonfblock - 1 1ment aep

address . ver ifyCal Lesul ] boal bytes atring) (Parmiss toredFoslreat (ont, sal@i00]- 1019 ) uses assesbly
= INCINE ASM {Pormiss wonedFesCroat tonMe. nolelol1-4014)
|Refurence: https://github. comferytic/slither fwik | /Detector -Documentat Lonfasyeshly -ussge

sddress, functionCalll address bytes | (Permiss janedresCreat tonde, solrso-952) s never used and should be removed

Address . FunctionCal Ll address . bytes string] (Permiss innedFestreat LonMe, sol#3%34-088) 15 never wssd and should be resoved

Address. funct tonCallwithvalus{ sddress bytes uint?38) (Permissonedfeetraat LonMe, solo9a2-900) v rever wed and should be resaved
Addrass . funct ionCaliwithvaloel dddrevs bytes .uint236. string) (Parmiss lonedFeeCreat tonk . solegTd-801) (s never used and whould he
¥ emoyed

address . functionStaticCal Ll address bytes | [ Permiss ionedFeatreat tonMe, solrgda-985 ) 1 never used and should be rescved
pddress , funct ionStaticCall{address hytes string) (PearmissionedFeeCreat ionMe, solegaT-998) is pever used and should be rescved
Address . isContractiaddreas ) [Pormiss ionpdFesCreal wonMe. solPe3n-54t) s never used and should be removed

Address  ver VEpCallResultibool bytes string) (Persias lonedFeslroat \onke, sol#l001-1013) s never used and should be removed
EIRTI2. requiresEapectedSigner{bytes)Z, sdiress DutaTypes EIPTIZS1gnature ] (PereissionedFestreat ionMe. sol#773-780] s naver used
ardd should be resoved

Feem, curtencydllowed|address ) (Permiss ionedFesCreat tonMe. solr222-224) 1 never used and whauld be removed

Initwalizable. disableInitislizers|) (Permizs ionedFeelrast uont. sol#262-268) s never used and should be resaved

|Reforence: https://guthub.comferytic/alither /wiki/Detector-Docusentat Lonfdead -code
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Ith level call wn Address.vendvaluel sddress , uint238) (Permins ionedFeel reat Londhe . volegdl- g4 ) :
- {saccass) = reciplent.call{value: amount}{ | [Permise lonedFeet reat wonMy. soligds )
Low Level call in address. fumctionCallwrithvalue| address bytes ,utnt256 string) [PermissionedFeslroat tonMe . salrgro-901 ):
(succens, returndatal = target.call{valie: wvalue}l{data) (PermissionedFaelreat innMe,. sol#aTa)
Low lewel call in address. functionStaticCalL{address bytes string) (Permissionedfeel reat Lonks sol@any-904 |
- (success, returpdatal = target. staticcallidata) (Peraiss LonsdFestraat ionMe, solegod)
Raference: https:s/github.con/trytic/sl ither fwikifDetector -Docusentat ionklow-Tavel -calls

Warlable Fosde. TREASURY [Perwmiss iomnedfesCreat ionMe. sal®207) 1 not in munedCans

Funet Lon dath,  duth Initladdress  Authar ity ) (Pereiss ionedfeed rest lonke, sole281-207) (s ot in sizedCase

Faramstar Auth,  suth Initfaddress,author ity ). owsar (Pereiss ionedFeed reat tonMe. sol#3811 s not in sixedCase
Parameter duth.  Auth_Tnitiaddress, Authority). auther ity {Persias ionedFest reat ok, sol@2ni ] ts net in mixedCane
war able Permiss oneda ENGINE wqrnuwhudrﬂfrut LonMu, 1ol 8ERS] s notl un mixedCese

Funct Lon ETF712, DOMAIN_SEPARATOR] | [PermissionedFeslreat tonMe . sol®#737-740) s not in sixedCase

Warlable Permiss loredFesCreat Lonk. mOatafiyNanespace (Permiss ionedFaelreat tonMe, sol#1861) 5 not in aisedCase
Rafarence: https://github.con/crytic/elither fwiky/Detoctor -Documentat ioneconformance- to-sol ud ity -neming- convent (o
|Permiss ionedFesCroat ionM.sol analyzed (17 contracts with 04 detectors), 26 resultis) found

Slither Log >> StableFeeCreationMw.sol

Auth . setOwner| addrens | .nowlwner [StableFeelreat ionde. soleal) lacks & rero-check on :
- twriel = neslener {StableFfeet reat ionMe. 1ol@gd )
Reference: httpu://github. con/crytic/sl ither /eik 4/Batector-Documentat Lenewise ing-Taro-address-val idat 1on

EIRINZ, _requiresEapactediigneribytes X7, address ,uintf, bytesdZ bytesI2 wintIS80) | StableFeel reatl (oo, a0 10630 -675) uses tinedtenn
0F Comparisons

Danger cun compar Lsons -

- réequire{bool atring )i deadl ine == block. tumes Cemp  OEADLINE EXCEEDED ) | Stablefael reat bonke, sol #6068 |
StablerseCreat ionie, _checkEapes tedSigner (bytesd? address uintl, bytes iz bytes 32, uint256) [StableFesCreationMe . sol®i251-1271) wen
tissatasp for comparivons

Dangerous ¢ [RUT.T TS

- deadline < block. timestamg (StableFesCreat tond. snl@iz39)
Reference: httpe://grthub.comforytic/ul tther/wiki/Detector -Documantat wonetlock - ¢ Lnes tanp

Addrens verifyCallBeault|bool bytes  atring) [StableFselreat ionde. sol P23 041 ) uses sssembly
- IMLIME ASM [StableFeeCreation®e.solsell-924)
Raference: httpe:/rgithub.conferytic /el \ther ek /Detector -Documentat torfasseably - un age

Pragma versiond. 2,14 {5tableFeelraat tonMe.aolifl) allows old verstions
solc-0.0.14 s not recommended far deployment
Reference: https:/rgithub.conseryt Lo/l 1ther ik i/Detector -Documentst oo incor ract-vars ions -of -salidity

bow Lewel call tn addresy, sendValuslsddress uint2se) (StableFeelraat ionMe. solegas-gro);
= {auceess) & recipient call{ivaluos: asount} | {StsbleFasCreat Lonte, solrsss )
Low Teval call in Address.fuectianCallwithvalis|sddrans bytes uint258, string) [ Steblefeslreat toni, sol#2ad-903):
= (muccess returndata) = target.callivalue: valus}|data) (StableFesCreationMe. volwsol)
Low Level call in Addres:. functionSteticColliesddress bytes atring) (StableFesCroationMe.voleton-#in):
(success, returndstal = target.statweall{datal (StableFeelrest ondy. solsdin)
R-flrmu https: .-'.n'nﬂhub cam/crytic/ulithar fwik L/Detector -Oocumentat 1on#low: Level-calls

Fumction Auth.,  Auth Ieit{address  dothority) (StableFeeCreationM. sol#Sl-57) i not in minedCase

Parameter Msth. _ duth_Init{ address, duthor ity ). _owner [StableFeeCreationMd, wol®il) 1 net in mixedCose

Parameter buth._ Auth Init|address Authority)._sutherity (StableFesCreat ionMe . solfsl) s not in eiesdiate

Wariable PermissionsdMy  ERGINE |{StablefesCraat ionMe. sol®0s) is nat in wiusdCase

Function EIFTI2 . COMATN_SEFARATOR( | [StablefseCreat ionMe, sol@dl-852) L it in mixedCase

variable sStablefeeCreal ionMe. seDatsSyiametjraca [StablefesCront oo, sol®#0u2) {3 not in mizedCane

Reference: https://github . comforyt Lo/l Ather fuik | /Detec tor -Documantat Lonecon Formance -to-sol 1d Lty -naming -convent Lons
StableFeeCreationMu.sol analyzed (13 contracts with 84 detectors), 28 result{s) found

Slither Log >> SubscribeDisallowedMw.sol

Pragea vers iond. 8. 34 [Subscribelusal lowedds. sole3) allows old versions
wolc-0.0.54 is not recosmended for deploymant

[ htlg-;.f;gutlmb.mq};rgtuuﬂ:th-rjmhun-ﬂr:mr-nm,-.ml.t{wl.mmrnt-urnnﬂpuf-mhdur
SubscribeDisallowedMs.sol analyred (2 contracts with B4 detectors), 2 resultis] found
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Slither Log >> SubscribeOnlyOnceMw.sol

Pragms wversionG. 0. 14 [SubscribeOnlyonceMw. sol@l] allows old versions
sole-8,0.14 in mat recommended for deploysest
Refurence: https://github. conferytic il ither Awiki/Detector {Docusentat LonFincor rect - vars wans-of-sol idity

Low Level eall in address.ssndvalus|sddrass,ointdss) I'!n.i:"rtbmnlrh-urh.inlﬂ:l'-ul:
» (Gucowss ) = reciwpient.call{value; ssownthi) (Subscribeonlyonceie. soless)

Low Vevel call in dddress. functvonCallwithvelue{sddress bytes wint?36,string] |Subscr itheOn]yOnceie, solesd-116):
- {wuccess  returndata) = terget.call{value: weivalue}(data) (Subscribednl M 30l F102 )

Reforence: https:/s/guthub. comferytic/ul ither fwik 4 Detector -Docusentat Lon®low-Level-calls

Redundant sxpression *this (SubscribeOnlyOnceMe.sol®2%0)* wnlontext [SubscribeOnlyncede. solegea-253)
Heference: https://github. com/orytic/alither fwik {/Detector -Docusentat Lonsr edundant -y tatements

ERCTIL. _noms ih#unmlmm.salﬂuﬂ shauld be tmeutable

ERCYZL. _symbol {Subscribeinlytncems. soledas) should be 1mmutable

Refarence: htips:7rgithub, com/oryt Lo/l tther /wili i/ Detes tor -Docusentat \on®s tate- var usbiles- that -could-be - declared- 1nmutable
SubscribetnlyinceMs, sol analyzed (14 contracts with 84 detectors), 35 resultis) found

Slither Log >> SubscribePaidMw.sol

Ayth, setOunar sddresy ). newtwner [ SubscribaPaidd soleitd) Lacks & rero-check an :
- gwmelr = pewlwner | SubscribePaidse, sol@dis)

Subser ibePaidy, comitructon] address  addeess | namespace [ Subscr ibePaidMv. soloissd) lacks & rero-check on -
= _massspace = nesespace |SubscribePaidme, soleisss)

Raference: https://github, comorytic/slither fwik /Do tector-Docunentat Lonte ins ing-tero-address - val udat Lon

ver iable "ERCT21. _checkORERC T2 IRece \wed| addresn, address  utrt 25 bytes | retval (Subscribataidie. sol®1588)° bn ERCT2Y. checkDnERDT
21Amce ived| address , address  uint296, bytes )| {Subvcr ibaPaidMe. ol #1584-1641 ) potentially used before declaratien: retval Is IERCTZY
Receiver . onERCTI IRece ived . selector |SubscribePaidde. soleisa7)

Variable "ERCT21. checkOnERCT? {Rece ved| address  address ,uint258 bytes ), resson | SubscribePaidie. 1olri390)° in ERCT21. checkOnERC?
21Received] sddress  address  uint258 bytes | {SubscribePatdMe. sol@1584-1801) potentially used befare declarstion: resson.length ==
0 {SubscribePaidie. salri51]

Variable 'ERCT2L. checkOnERCTZ 1Rece \ved sddresy  addross ,uwmt2Sh bytes ). reason [SubscribePaid®e. sol#1%60)° n ERCT21. checkOnERCT
2tRece ived| address , address ,uint236, bytes ) [SubscribePaidMe . solrisdd-1081) potentially used before declaration: revert{uint2$d ui
nt2581(32 + reason, mload{uint258 ) reason) ) (SubscribePaode, soleisss)

Aaference: https: Sfgithub. com/erytic /al ither fwik LiDntec tar -Document ot Lonepre-dec Larat ion-usage - o f -local -var tables

Address  ver tfyCal IResult(bool bytes string) {Submcr ibelsidMe. soletol-62%) uvses sssenbly
= INLIME ASM [SubscribePatidee. sol@oin-921)

ERCTY . checkOnERCTZ 1Race ived| sddress  addrecs  utnt 258 bytes | [Subscribeiaidse, sol#15ne- 1801 ) wies snvenbly
= INLTWE ASM {SubmcribefaidMe . sol#15e%-1597)

Raference: https://githuh, com/orytic/sl ithar fwik i/Detectar -Documantat LonFassesh Ly -usage

Pragna wversion® 8. 14 (SubscribePaidee, soled) allows eld wersions
solc-0.8,14 15 not recomssndad for deploymsent
Reference: https://github. comfcrytic/ul ither vk L/Detector -Bocunentat oo incorrect -vers wons -of -sal wdity

Low Lewvel call in address . sendvaluel address ,uintI58) [Subscr thePaidMe. solrBso- 055 ) :
= [uuecess) = reciplont. callivalue; seocunt)(} (ScbecribePuide, soleesd)

Low Level call in address functionCallsnthvaloe] address bytes uint2%8 string) [SobscribePaidde. soleg??-nee):
« {success,returndata) = target.call{value: vlhﬂhﬂ:[ll [ Gubacr thePaidi . volrsds )

tow lewel call in address. functianStaticCallisddress bytes atring) [SubscribePsidde. volomoe-903):
= [success, roturndata) = target.staticcall{deta) [SubscribePaidMe. seleodl)

Refarence: https://github. conforytbofslither fwik v/Detector -Docunent st 1on®los- Level -calls

Variable Feed. TREASURY | SobscribePardMe . sal®fT) w not in sunedCase

Function Auth. _Auth Tnitiaddress,authority) (SubscribsPaidie. soleid-208) is not 10 mixedCade

Parameter Auth.  Auth Initlsddress, suthority). owner (Subscribe®sids sole2i2) s not n sizedCass

Parametar faith. &uth_ Invefsddress duthority ). _suthority | SubscribePaidde. sol# 202 ) s not in elesdCase

warisble SubscribePaidme. paidsvbscribeDats [SubscribafatdMe, sal®1647) 12 nat i wizedCase

Varishle Subscribolaidme, nasespace {Subneribelatdie, soleiS4n) s nat th misadCane

Refarence: https://github com/cryticsslither /uik L/Detec tor -Documentat ionkcon orasnce-to-sol idity-nasing -convent Lon

Redundant sxpression “this [SubscribePeidde.sol®iid?)* tnContext |SsbworibePaidde. sol@1121-1138)
Refarence: https://githuly, conserytic/al ithar fwik UDatec tor -Docunentat Lomeredurdant - 3 taTemsnty

ERCTIL. _niss [ SubscribePoidie. soleiidl) should be tssuteble

ERCIZL. symbol {Subscribefaide, soleildas) should be ismitable

GubscribePaidme, namespace [SubscribePatdie, soleisds) should be ussatabls

Reforence: htips://q Llﬁ:b.tu‘lfi-f"t fe/slither vk 1 /Detector -Documentat ionstate - var tables -that -could-ba -declarnd - immutable
Subscribefaidie. sol analyred (28 contracts with 84 devectors), 47 result{s) found

inspector.lovelu.finance Audited by INSPECTOR LOVELY
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Slither Log >> CyberBoxNFT.sol

CybarBoadFT . tnit tal t2e| addresn , address atring, atring ) owner [CyberBoadFT, aolel2os ) shadow :
- Dwnnd, owner [ CyberBoxNFT . sol@780) (state variabile)
CybarBoxNFT. tnitial ize| pddress ,address atring, atring).name {CyberBoxtFT. wolei2ed) shadows:
« ERCTIY.noss [ CyborBoshFT.soleedd) (state wvarisbls)
CybarBashFT. initial weel address , addreas atr Jtringl aymbal [ CybarBosNFT. ael®i?ee) shedows:
- EHCTYL aynbol (CyberBoamFT.solesds ) (state variable)
Refarence: https: s/ githul. comforytic/slcther ik i/ Detector  Documentat ionelocal -varwable-shadowing

CybarBomiFT. init sl ire|oddress , addresy . atring, atring ). o igher [ CybartoodiFT.sclei2eT) lacks a rero-check on :
= _aigner = signer (CyberBoxNFT. woleidel)
Reforence’ hitps: /fgithub, comferytic/el itharwik /Dotector Dosumentat Longmiss tng: sara-sddress - val udat ton

varisble "ERCL96TUpgradeupgradeable, upgradeToandCal Tuues| sddresy bytes bool joslet [CyberfaoeT . wol®i161)" 1n ERC 1M TURgrad
adeable. upgredeTosndCallUUPs| addrews bytes bocl ) (CyberBostiFT.9ole1153-1168) potentially used bhafore declaration: requireibes
stringlisiot == _IMPUEMENTATION SL0T,ERC1987Upgrade: unsigported proxiableliiin) (CyberBomd# T, anle1taz)

Reference: https://github. con/crytic /el ither fwik 4 /Dotec tor -Docunentat Lonspre-dec Larat ton-usage-of - Local - var tables

ragma wersong.§. i [CybRrBosNFT.sals3] allows olf varsiens
salc-0.0,. 14 s not recommended for deployment
ferance: httpe://github. comferytie/sl tthar iwik i /Detactor -Documentat tonFincor rect -vors tons-af -sal udity

Low level call n addresstpgradesble. vendvalue|address uinti4a) [ CyberBoshry.solewie-Gd):
- {succeas § o= reciplont. call{valus: amount)i] {CyberBoxiiT.solesn?)

Low level call in AddressUpgradeable. functtonCal lWithvalue address bytes .uintdSs, string) [CybwrBoxhFT.sol@lo08-104%);
= [success,returndsta) = target call{value: value} deta) t:yhummﬂ.minn:n

Low lavel call in Addresstpgradeable. functionStet wcCallloddraas bytes atring) (CybarBoxNFT sol@in21-1620):
« [success, returndata) = target.steticeallidata) (CyberBoxtiFT, solrios )

Low lewel call in ERC106TUpgradetpgradeable. functionbDelegateCall{addresa bytes) [(CybarBoakFT soleii?-1222):

{wuccess, raturndata) = target.delogatecallidora) (CyberfoanFT.aoletz2o)
l.-hrm::- https s/ /github, comrorytic/slathar /wikuDetector -Docunentat Lon®low-level -calls

varisble CyberBoaiTStorage. aigner {CyberBoadiFT. scleil] (s et in misedCase
Function EIPT12. 0OMAIN_SEFARATOA] | (CyberSowiFT . solea%s. 386) 15 not in mumedCass
Function ERC72Y. EACTII_Init{string,string) (CyberBomifT. solsdgi-488) is not in mixedCane
[Parameter ERCT2Y._ ERCTZE_Inatistring.atring)._name [CybarBowiFT.solmdd) is net in mixedCase
Parsmster ERCTZL, EACTIL Init{string,string). symbel {CyberfoxNiT. soledfd} 15 not i mixsdCaue
varishle ERCTZL, _owrr0f [CyberBodtfT.sol®is4) (s not n sixedCare
Warishle ERCTI1. balancedf (CybarBoxiFT. salsd58) 15 not 0 missdCaue
Wariable CyberhiFTRas®. currentindan (CyberBonMFT.aol#E6%] v not in midedCase
Variable CybertiFTHase. burnCount (CybertiomdEY . solei?i) 15 not in eissdase
Function Owned. Owred Initisddress ) (CyberBoaieT solemie-ai%) ts not in siomiCese
[Parsmeter Ownad,  Owned Initi address). owmer (CyberBanNFT.ecl#8id) s not wn wisedCase
Function EMCIMTUpgradetipgradesble,  EACISGTUpgrade initi] (Cyberdosnet,sal#1127-1110) W mot in mixedCase
Functioh ERC106TURGradetpgradeable. —ERCI08Tupgrade_init unchained( ) | CyberBoad®Y. sol@ii20-1121) (s et in mizsdCase
VarLable ERCIGS radelipgradesble. (CyberBostFT.90T#1224) 13 not in miedCare
Funttion UUPSUpgradesble,  UUPSUpgrads “z'l.q- it} (CybertioxNET. sal@1227-1228) s pot in sizedCane
Function WWPSUpgradesbly. _ UPSipgradesble_intt_unchatned] ) {CyberBoanfT.sol#1230-1731) ia nat \n mieedCase
Varisble UUPSUpgradeshln. self | CyberBoaFT.sol#i232) s net in smidedCase
ferance: https: ;r?uhuh ccomferytiefal ither fuik 1/Detec tor -Docusantat Londconformence - to-sal (dity -naming - convent Lons
CyberBoxNFT.sal yred (21 contracts with B4 detectors), 59 result(s) found

Slither Log >> CyberGrandNFT.sol

mrnrmm trrtial Lred address  addrens  atring, string, string ). oener |CyberGrandhFT . soleiiad) shadows
Damad . cuwner l[l'.,hfr{-r-lﬂll-'l' aol#g8o) (arate wariable)
CybarGrandhFT . it ial wrel addreas, pddresy  atring string, atring) nams {CyberGrandiiT. sol®1298) shadows !
- ERCTIY, name t:,bunrmrlr.whusr (state variable)
CybarorandiFT  anitial reladdress  address atring string.string) symbel (CybertrandifT solei2a) shadoe
- ERCT21 . aymbal (CyberGrandwiT . colmas?) (state varisble)
Referance: https://github.comocrytic/s] vther fwik LiDetec tor-Documentat tonelocal - variable-shadowing

CybarGrendn®T . initial urel sddress addross  str ing, string,string) s igner (CybertrandiFT . soleizoT) Lacks & rero-check on :
« _nigner = signer (CyberGrendiFT. soletdor)
Aufermce: https: /fgithub. comferytic /vl ither fa ik L fDetec tor -Document ot torsderiss ing - zara- address -val Ldat tom

variable "ERCIDETURgra radesble. upgradeTssndCal lULes] addreass bytas beol ) .alot |CyberGrandurT scl®1168)° El:c‘in'.l'l.rpgudﬂx
gradeable. wTrlleulhdti UUPS] address bytes boal)] |CyberGrondNFT. sole1is2-1167) potentially used before decloration: reguirel
ool string ot == IMPLEMENTATION SLOT Eltr_tl&'.l'upqrm unsupparted proxisblevtiin) {CybarGrandwrT saletia)

Hlf-rln" Pettps : frgithub . comferytic el tthar fwib Detes tar - Documentat ienmpre -dec Larat ien-usage-of - local -var waliles

inspector.lovely.finance Audited by INSPECTOR LOVELY
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Proges versiond. B, 54 [CyberGrandn®? soled] allows ald versions
solc-8.0.14 v nat recommended far deployssnt
Reference: https://githul. comferytic /sl ither fwiki/Detector -Documntat isnfincor rect-vers tons -of -sel udity

Low level call in addressupgradesble sendialue|sddress uint298) [CyberGrandyFT. soles7e-o84):
- {success ) = recipiumnt.call{valive: sssunt}| } (CyberGrandNrFT,soleoal)
Low level call in AddresaUpgradeable. functionCallWithValuel address  bytes ,uint2%8, . string) (CyberGranihFT vol@ioos- 1015}
« [succmss,returndata] = target.call{vilue: value)idata) (CyberGrandNiT.soleinll)
Low Llevel call in Addressupgradeable. functionStaticCall{addrons bytes string) (CyberGrandieT . sol#i0rl-1078):
= (wuccess, raturndata) = target.stabiccallidata) (CybarGrandnwrT, solsioze)
Low level call in ERC198TUpgradetipgradeable. functionbelegateCall sddress bytes) [CybarGrandirT . soleizte-1221):
= [wucoesy, returndatal = target.delegotecall{data) (CyberGrandhrT soleiz19)
Reoferance: https:s/githul. conferytic/sl ither fwik /Dotec tor -Documentat iorrlow-level-calls

var table CyberGrandiFTSterage. signer (CyberOrandNET. soleid] ts nat in sissdCase

Varishle CyberGrandFTStorage. tokenURI (CyberGrandMfl . soleill is not 0 mizedCane

Functlon EIPTLY.COMAIN_SEPARATOR] | (CyborGrandsfT scledSs-3T] 1 not un siasdCans

Finction ERCTXY. ERCTIL Imitistring,stringl (CyberGrandNFT. solsasi-487) s not in mizsedCase

Parssstlor ERCT21._ ERCTZL_Initistring,string)._name {(-pberﬁum.mlﬂll:l 1\ onot v minedCase

Parsster ERCTZY. _FRCT2L Inttistring,string). s [CybarGrandnrT . soleddl) s net in sixsdCase

Varisble CRCTZL. pwner0f [CyburGrandWiT.soledsS) i not i wizedCane

Varishle EACT2L. balsncedt |CyberGranddFT. solmas7) i3 not in mixedCase

Varisble CybornFTBase. currentindex [CyberGrandiFT. sol®d70) (s not in wi=edCase

Variable CyborNFTRase. burnCount (CyberDrandNFT.scled7l) is not in wizedCase

Function Qwond.  Owned Init{sddress) (CybecGrandifT.solmdil-297) 13 nat in mizedCase

Paramster qu._mriﬂmuuﬁrnn._mr (CyberGranduFT. saleda2 ) 12 not v mizedCase

Function ERC1GGMUpgradelpgradesble. ERC19&TUpgrade tniti) (CyberGrandifT. scl@éilis-1117) is not in muxsdCase
Function ERCI9GTUpgradelngradasble. ERCISATUpgrade init_unchained( ) (CyberGranddFT. soleillf 1120} 1 not in wisedCass
variable EAC196 radetppradeshle. _ gap [CybarGrandhiFT, sol@1223} iz not i misvdCane

Function UUPSUpgrodeable.  UUPSUpgradessle initl) (CyberGrandweT sol@i2l6-12271 18 not in wisedCase

Fanc tion LUPSlipgradeshle.  DUPSUpgradeable_init_uncheined] | (CyberGranduFT, eol#1729-1230) 18 not in musedCase
variable UUPSUpgrodestle. self (CybarGrandsFT.salei201) v not in wisedCave

Varisble UUPSUngradeshle. gap (CyberGrandWfT.scleidés) is pot in sisedCose

Hefarence: hitps://rgithul, com/eryticfal ither fuik /D tec tar - Documentat Londconformance - ta-sol sd ity -naming -convent Lons
CyberGrandifT. sol analyzed (21 contracts with B4 detectors), 81 resultis) found

Slither Log >> CyberVault.sol

ICybe riault comtructnraddress | mwner | Cyborvault.coleons | shadow :
- Dwned, owrer ([ Cylrvault salees) (stats wvarisble)
Meference: https:/igit coomferytic /e Lither fwih L Detec tor -Decunent st Lond Local - ver Lable - shadow ung

[Eybarveul . commtructor| addeass |, ower  { Cybsrault. soleoesd ] latks & saro-check an
o _wigrer = awnar | Cyberveult, solegos )
Paference: htepe:/fgrthub. comforyt o/l ithar fwik Dot e tor -Dacusentat (onfeias ng - rero- sddress - val idat won

fimentrancy in t.{laur'l.rlu'l.'l..dq:mzﬂl.trmq..ddrni_umlﬂ'!rli ltrh.rlwlt.:nii‘t].‘l.‘l-nlﬁi:
External calls:
« TERCIO{currency |.oafeTrans farf rondmeg. sender , sddreas | this ), semnt ) | Cybervault salotiar)
State wvarisbles written after the callis):
. _halenceliyProf ileftyCurrencylprofilald}{currency] += assount |Cybervault. soleiiad)
Peentrancy in rr?ult.mnlumﬂr1m.lﬂrnhu1ntm.:lint?“I (Cybervault . solaii70-1206):
External calls:
- JERCLLSS[ currency ). nafeTrans farf romi sy, sender  address | this | tokeonid, esount ;) (Cybervault. voleiian-1154)
drate varisbles written after tha cal “‘T:
_balancetyrof 1lefiyCur rencyly TokenlD[profilald ][ cur vency ][ takenId] «= asownt |CyberVault.woleliod. 1188)
Pesntrancy \n CybarsVeult.depes it221(str ing, address ,uint258 ) (Cybervaul €. sol@i 155 .1088):
Extarnal calls:
» TERCTXcurrency | safeTranafarFrosdimg. vender  sddress(thus ), tokenTd) (Cyberveult soleiing)
Stute varisbles written after the call{s}:
- _balancebytrof i le@yCurrencyByTokenID[profileld [currency J[ tokenid] = 1 (Cybervault. snleting)
Mafarence: https:s/github . comicryt 1:J|r1tl'.r_|fulh1.rhltﬂ tor-focusent at ion®resnt rancy -vilnerab il it ies -2

Prages wersyort B 04 (Cyberveule. sol®ed) sllows ald sersions
wolc-@,8.14 11 nat recommended for deployment
Aaferance: https:/foithub, comseryt /vl ither fwik 1 /Detector -Documentat Lon® incorrect - vers tons -uf -sal idity

Liow level call wn dddress . sendvelus] sddress , uint2% ) (Cybervault . solLm - oo )

= juucnsd) = recipient.call{value: smount)i) [(Ejl??ﬂlt.ﬂﬂlﬁwi

bow Level call in Address . functionCal inithvalue| sddress bytes  uint250, strlng) [ Cybierveult solerzo-731):
- | sugcwun, Feturndate) = target . collivalue: Ul]m{‘dlfl] {c riault . aoler2n)

Low level call in Address . functisnStaticCall{sddress bytes string) (Cyberveult.sol@?aT-ras)

- (succeas, returpdate) = target. staticcallidita)l [Cyberyailt.soleaaa)

Rislararce: https://github. conderytic/sl ither ik 4 /Detec tor - Docunentat tonslos- Lavel -calls

Fanct ion Hlmtrlﬂrrﬁ.llrd-._lilmtrlm; yluard_snitil ['E'f.lr"llut'l..'lﬂ'lﬁﬂ 0] w mat n mimedCanw

Function Owiied.  Owned 1RG0 addreus ) (Cybervauln.anlsion-113) is nat s misedass

Parameter Owned,  Owned_Init{sddress |, _ownar (Cybervault.aol®188) (s net in eizedCase

Funct ion EIPTL2 . DOMATN_SEPARATONL | (Cybervault.soleZaz-299) s mot in wisedCase

Varisble Cybarveult. signer (Cyburveult.selewss) (s net in sioedCate

variable Cyborvault. balanceyraf1lafiyCurrency (Cybarvault.solridd) 1 not Un elmdlase

variable Cybervault. balancebyirof lld{(urrm:ylf'fﬁinl.h (Cyberyault solesii] s net in misediase

Aeference: https://github, converytic/sl tther fwik LBetes tor - Documentat Londcon! ormence - 1o -sal Wity - nasing - conwent lon
Cyboarvault.sol snalyred {10 contracts with B4 detectors), 28 resultis) found
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Slither Log >> FrameNFT.sol

FromoWFT . constructor|string, address j.ury (FrasehfT. aol@isas) shadows :
« FromeMFT. uri{uilnt298) (FromeWFT.solelisdt-1842) (function)
« ERCIISS. Uri{uint2S%8) (FramebrT. soleio7e- 1000) | function)
= JERC1TSSMe tadatetl . or \{utntZs6 ) {FromebFT. saleinio) [ functuien)
Refarence: https://github, con/cryt ie /ol Lthwr fwikod /e tec tor -Documentat ien®local - var wable-shadowing

Varishble "ERC1155._doSafeTram ferbcceptanceCheck| sddress  address  address uintZS8 uint 238 bytes ). re ae | FrosehiT sole13ga)” in
ERC1155. doSafeTransFerdcceptonceChecki nddress  address , addrean, uint2S8 utntI%8 hytes ) {FrosedFT. sol#l3689-1415) potentially used
befors declaration: responue = TERCY15SRece iver.onERCLISSAsce ived.selector (FrameNFT.sal®1306)

Varisble 'ERC1ISS._doSafeTrans farAcceptonceCheck| address  address, addross .uint256, uint258, bytes ). roasan (FramoWFT . soleisa3d)" 0 E

llcu:b'l.._mmfﬂrm;fﬂuugun:ﬂh-cu addroay , addresy  addreus ,uint?Ss, U inT2%0 bytes ) | FraoseMFT . aole1is0. 141%) potentially vaed b

afore declaration: reason.length = & (FraseWrFT. solelapa}

variable ‘ERCI15S._dosafeTrans fardcceptancetheck| sddress , address  address ,uint 298, utnt 238, bytes ). reason | FraselFT. sol@lasl)” in

HE:I.I!H-._dn-S-ll'lTrmhrl.:up'l:mr(Mcl#iddrnl.iddrnl,lddrnu.ul.nthl!numi 256 bytes ) [FramehF].eoleized-1215%) porentislly used b

|letars ﬂll"lllﬂ‘ '!‘.!!'II!EHH.HLHHHI! H & _reEion !!M!Hm“ HII'!!!E] Hrm! Iglllligl

variable "ERC115%. doSafeTram faratceptanceCheck | address , sddrass , address il 258, uint 258 bytes ), reason | FrasehFT solelddd)’ 0 E
C115%. doSafeTrans feracceptanceCheck( address , address , address ,uint288, uint 258 bytes | [FromelFT woleiaee. 141%) potentially uned b

afore declaration: revert{uint25S6,aint256)(12 » reason,aload{uwntIS0)(reaaon)) {FrameNFT sol@ldin)

Varisbls “ERC11%%. doSafsfstchlrams ferdcoeptanceChech | sddresy , sddress  address ,uint3Sa( |, uint2Saf |, byted ). respomue (FrammhifT.sale

1431)° . ERC11SS. desasfeBatchTransferAcceptanceCheck|address  addewss , address uintIS6] | utnt 258 ] bytes ) | FraneshFT soleiddy-1a40
) potentially weed before declaration: responss 1= IERCTISSAece twer  onERC11558atchitece ired. selacton [FrameET, solridas)

Variable ‘ERC115%. dotafeBatchTraos feracceptancelheck|address, sddrens, sddresy ,uint256] |, uint2Se[ ] bytes ). reason | FramshFT. saleig

370 in ERC11MS. dosafeRatchTransferacceptancelhock|sddross  addrass , address  uint240] ], uintd%0] ] . bytes | [ErasehfT olote2i-1449)

tentlally used before declaration: reavon length = 0 (FraseWFT.apleiads)

Varieble ERC115%. dotafematchlrsns FerAcceptanceCheck| address  address , address  uint 256 1, utnt258] 1, bytes ) ressan | FramshrT. solels
370" in ERCE155. doSafelatchTrans FaraceaptanceCheck| address  addrasy, address uint296[ Juint256] 1. bytes ) (FraneWFT. soleial]-1449)

potentinlly used before declaration: revert{uint?Se, uintIs6 H A2 + reason, elowd{uint258){ reason)) | FreseirT sol #1444

Refarence: hitps://github. conferyt ic/slitheriwik i/Detec tor -Docusentat Lorepre-dec larat 1on -usage-of -locel - var iables

Pragea verslon 8. 8.0 (FramedFT, solet) allows old wersions
#0lc-0.0.14 in pot recomminded for deployment
Asferance: https://github. comferytic /sl ither ik L/Detector -Docusentat Lond incorrec t -vers tona-af-sol idity

Low Lewel call in Address.sendvalue! address ,wint258 ) (FromslFT.sol®915-928):
« (succesa) = recipiemt. call{valuw: wmounti( ) (FromsNFT solegin)

Low Llevel call in Addrsss._functionCallwithvelue{eddress bytes uint238 string) (FranaNFT, solegs2-974):
= {success, returndata) = target.cell{value: weivalue}{data) (FrameNFT.solroen)

Aaferemce: hitps://githib. comferyt to /sl tthar Ak L/ Cetector-Docunentat tondlow- Level -calls

FrameNFT.sol analyzed (20 contracts with 84 detectors), 58 result{s] found

Slither Log >> Link3ProfileDescriptor.sol

Praoges versichd, 8.14 (Link¥Wrofilebescriptor.soldd) allows old versions
selc-0.8,14 1 not recomsonded For deployeent
Reference: https://github, com/crytic /il ither fwiki/Detector-Documsnt at tondincorrect -vers wone -of -sol udity

Low level call in AddreasUpgradeable.sendvalisladdress uint29a) (LinkProfilebescriptor solsrienl-1028):
- {success ] = recipient callivalus: amount}{} (L inkdProfileDescriptor soleiods)
Low lewel call in Addressipgradeable. functionCallwithvalue| address bytes uint2%8 stringl (Link3Prof{leescriptor . solFiBee- 1069
« (wuccess returndatal = target.call{value: value}idata] (tinkiProfileDescriptor.soleios?)
Low Tevel call in addressupgradestle, functionStaticCall (sddress bytes atring) (L ink3preofilebescr iptor, sol#i07Ts-1082 ) :
- [success . returndata) = target.staticcallideta) (Link3Pro¥iletescriptor, soloinnn)
Low level call in ERCIDSTURgradetpgradesble. functionbwlegateCallladdress bytes ) (Luk3Profilebescriptor. sol#1778-237%)!
- (auccess, roturndate) = target.delegatecall{deta) (LinkIProf ileDescr iptor.sol®1a73)
Reference: https://githob. com/orytic/slither iwik i/Detector-Documentat ton®low - Level -calls

Function Owsed, Owned Init{isddress) (Link¥nrofileDescriptor. velidl-B8) 1w not n mizedCasn

Paranoetier umrd._mﬂnrmt{-ddr-n:l.._m.r (LwnkIprofilebescr iptar .aol®l) 1w not in misedCana

Functipn ERC196TUpgradelipgradeshle.  ERC198TUpgrade tnit() (LinkiProf1IeDescriptor.sol?1178-1171) 13 not n mizsedCane
Function ERC1GS Upgradelpgradestle.  ERC 196 rade_init_unchained| ) (LinkiProfilsbescriptor.aoleiri-1174) is not in mizedCase
Var Lable ERC1887Upgradetpgradeable. q:: [Link3Prof Llebescriptor . sol@i277) W ot in mixedCane

Functioh UUPSURgr -.ﬂih.mllmqrﬂl le_tnit( ) (Link¥rofileDescriptor,sol@1280-1251) is not in sisedCase

function UuRstipgradeskls. tuRsUpgradeable tnit_unchamed( ) (Uink3rofilsbescriptor, sol®i263- 1384) U nat in eiwedCase
Vortwable DUPSUpgradeable. solf (LinkiProfileDescriptor.sol#i288) s not i wmixedCase

variable UURSUpgradeable. gap (LinkiProfileDescriptor.sol®i3id) w nait tn misediase

Haferance: hteps://githul, com/erytic/sl Lther ik UDatector -Bocusentat Lon®conformence-ta:sel Ldity - nesing - convent Lans
Linkieraf ilebescriptor.sol analyzed (18 contracts with 84 detectors), &3 resultis) found
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Slither Log >> MBNFT.sol

MENFT . init el el address  addcess utring, string,string) owner (MBNFT.2olr1529) shadows:
- Ound. pwner (MENFT . solel042) [state variable)
MEIRET Anitial trel address  address string. string, string) name (MENFT.sol@18d1) vhodows -
- ERCTIL,mame (MENFT.soleang) (state varisble)
MENRET. it tal tred address  address String, strng.string). sysbol (MANFT . sol#1632 ) shodows
- ERCTZ1.aymbol (MBNFT.sclmdGn) (state varisble)
Raference: httpe://pithub, conderytic/nl ither feik /D tector -Documentat Lonitlocal -var Lable-shadowing

MENFT. initial Lewl address  address string, string, string), beutddr (MENFT. spl#1830) Lacks & zero-check on &
- boxkddr = boxsddr {HMINFT.so0lelais)

MENFT , yetBasAddr| sddress | boxaddr (MBNET . a0l#1699) lacks & zern-chech on :
« _boxkddr = bowkddr (MONFT.sol@1700)

Relerence: hteps://github, comferytic/sl ither fuik LD tes tor -Decusent ot Lontmisg ing-rere-address -val tdat ton

variwable "ERCL96 ruﬁmrmﬂtl._ gradeToandCal LUuPssddrens bytes .bool ).alot [MBNFT.sol®1402)° in ERCLOSTUpgradetpgrodeabl
#._upgradeTeindCal LUUPS] address bytes bool ) (MBNFT. soleidnd-1400) potentinlly used befors declaration: reguire(bool.stringlislot
ww  IMPLEMENTATION SLOT ERCISATUpgrade: unsupported proxiableUuUin) (MONFT scleisqd)

Reference: hitps 7/ github, cosferyt i fal ither fwid L/Detector -Docomsentat tonfpre-decLarat ton-usege-of -Local -varables

Aosntrancy tn CyberNFTBaseflex. _mintTol address ,uint256) (MENFT. soleid-02a):

External calls:

< super, safeMint] te, (4] [(MBNFT. saleedd)

- raguiire{Bool s tr ing )l ERCT2 1 Tokenttecs tvar| to ). onERC 72 18ace Livnd | mug, vandar  address(0),14, ) == ERCT21Tokerfsceive

r.onkRC 72 \Rece ived. selector UNSAFE_RECTRIENT ) (MENFT.xolee67-671)

State vartables written after the callis):

- #4 _mintCount [MBNFT. wol@gls)
Beference: hitps://github, coayferyt o el ither fwik L/ Detec tor -Document ot Lonsresnt rancy-vulnersbil it tes-2

Progea versiond. 8. 14 (MBNFT sol®d) allows old versions
solc-0.8.04 is not recossended for deployment
Meferance: hitps:s/github comrorytic/slither fwlh LDeteactor -Docusentat lonfincor rect -vars lons-of -sol Ldity

Low level call in Addresstpgradeshls. sendvalueisddress .uintZs8] (MFT . sole1311-1318):
« (wwstessn ) = recipisnt.call{value: amownt}{) (MEMFT.soleiize)

Low Level call in AddressUpgredeable. functionCal Twithvaluel addross bytes uint258 string) (MENFT.scl@i338-1347):
« (wutcess  returndsta) = target.call{value: value}|data) [MENFT. soleiday)

Low lewel call in Addressupgradeshle. funcrionStaricCall{address bytes string) [MEWFT_ sol@1353-13480);
- (wotcess, returndsta) = target. staticcall (duta) (HENFT.scleiise)

Lew level call in ERCISH7UpgrodeUpgradesble. functionDelegatecall(address bytes) (MONFT.sol#1548-1553):

(wutcess  returndata) = target.delegatecall{data) (MANFT . solrissl)
|Reference: https://github. comferytic/slither /wiki/Detector-Dacusentat Londlow- Lavel -calls

Varisble FENFTStorage. tokenURT (MENFT . scl’sd) s not 1o misedCase

Var lable MENFTStarage. _boxAddr (MENFT.aol#84) i not in minedCase

Functinn EIRTLY.DOMAIN_SEPARATOR{ ) [MENFT.uol@d99-2410) 1 not in mixedCase

Fisetion BRCTZ1. _ERCIZL_Init{string.string) (HRNFT. sol#s24-530) 1% nat in sissdCass

Parasstor ERCTIT. _ ERCTH _Initistring,string). _nems {PHH.HGHHJ is not in mizedCase

|Parameter ERCTZL. ERCTZ Init{string,atring)._sysbol (MENFT.sol#s24] s not W wiedCane

variable ERCT21. owner0f [MERFT.aol®d88) (s not in mixedCane

varishle ERC721._halanceo! [MENFT solesad) s not ih mizedCase

Varable CybarNFTRase. currentIndex (MBNFT. s0l®713) s not n sinedCase

variable CybarNFTBase. burnCount (MENFT.sole7id) s not in stxedCane

Var isbile CyberNFTOaieFlox. _wintCount (MBMFT.xol#B22) is not in miwdCase

varLable CybernFTRaseFlon. burnCount |MEMFT.solewdl) s not in siuedCise

Function Owned.  Owned Init|address) (MENFT. soleiofid- 10531 8 net in misedCase

Parss=ter Owned.  Owned Init{sddress ), owner [MENFT.s0l#1854) 13 pot in sisedCase

Funct ion ERC IS8 TUpgradelpgradeable.  ERCISTUpgrade_ tnitl) (MANFT.sol#1440-1449) 1 not in missdCade
Function ERAC1G6TUpgradelpgradeable. ERCISOTUpgrade_init_unchaired() (MONFT. sol@issl-14%2) s mot in sixedCase
Variable Entimmgx-d-muudnhh._ gap (MBNFT.sol#1555) s not in minedCase

Funet 1on UUPSUpgr -d.nh,__urmuinﬂh_lmu.{i [MBNFT .20l @1558-1550) is not n wixedCass

Function (UPSUpgradeable.  PStupgradeable tmit unchatned| | (MENFT.aol#156]1-1%827) w not tn sixedCase
Varisble UUPSUpgradeshle. self (MBNFT.sol®1583) ‘is not in sizedCase

Variable UUPSUpgradeable. gop (MINFT.sole1%92) ta net in mixedCase

Aefarance: https:/fgithub, comforytic/el ither fuiki/Oetector -Documentat toncon formence - to-sel 1dity-naning-canvent Lons

CybherkF THase (MINFT. 2ol #T09-026) does not lesent functicns:

- ERCIZL, tokenlMI{uint2S8 ) (MENFT.soleas? )
Aeferance: https://guthub.comforytic/s] ither ik L/ Detac tor -Documentat Lonun isp Lesented - functions
|IIIF‘I.W‘. m‘lrl# 23 contracts with 84 d-tuta-rﬂhﬂ ruu‘l!lﬂ_ _;Fu'ld‘
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Slither Log >> MiniShardNFT.sol

MiniShardNFT . constructor|string, sddress §urt [MiniShardiF T, scleoiiss | shadows:
< ERCYASS uri(uint?ss) (MiniShardirT, sale1de7-1209) {function}
TERC 11%5Me tadaralRl uriuint254) [MiniShardFT . sol@ 125 ) | function)
Beferance: https://github.com/erytic/slither fwiki/Detector-Docusmntat Londlocal -variable-shadowing

MinishardWFT . constructor{atring,address ) .owmer {MiniShardiFT. sol®ins8) lacks a rero-chack an :
_aigner = owner [MinAShardFT . sol@rlgsy)
Refarence: https://github con/erytic/slither fuibi/Detector -Documentat Londmins ng -7ero - address -val Ldet ion
Fragea versond, 8. 04 (M ShardiFT sole3] allews old wersions
solc-0.8.14 s not recomssnded for deployment
Raferenca: https://guthub.camseryt wislither fuik UDatector-Documentat Lon# incar rect -wers Lons -of-salidity

tow level call in Address.vendimlue| address  uint2S8) (Min ShardNFT. soleil140-1148):
(success ) = recipient.callivalue: smoumt} ) (MiniShordNFT soleilas)

Low level call in sddress. FunctionCallWithvalueladdress bytes,uint2ss,string) (MiniShardnFT. sol#1109-1202):
(succoss, returndata) = target.cali{value: weiVelue}| data) {MuniShardNFT.soleliion)

Rafarence: https: /fgithob.comferytic/nl itharfwik L /Detector -Documantat ionelow- level -calls

Fursction EIP?L12.00MAIN_ SEPARATOR( ) (MiniShacrdNFT.sol@i61-172) 18 not in mixedCase

Varisble MiniSharduFT._signer (MuniShardNFT.sol@lB39) s not in misedfane

variable MiniShardhnfT. nonces (MiniBhardiFT.sol@inag} is not in eissdCae

Refwrance: htrps:/fgithub. comferytic /el tthar fw ik Lbetector -Socumsntat Longconf ormance - to- 5ol id Lty -naming -convent Loms

MiniShardneT. signer (HiniShardwfT.solris19) should be issutable
Raference: https:/fgithub. comseryt /sl ither fwilk L/ Detector -Documentat tondy tate - var Lables - that-could-be - declared- tmmutable
MiniShardnFT.sol analyzed (23 contracts with 54 d!‘tlftnri b, o7 r'l'il-ill_lli‘ fu.nd‘

Slither Log >> RelationshipChecker.sol

Relat onshipChacker.congtructor address ) . namespace (RelationhipChecker volon20) lacks & zero-check on :
+ _nameipace = naseapace (Relat ionshipChecker . solenat)
Reference: https://github . cos/oryt sl ither fwih L /Detec tor -Documen ot Londeiss Lng-2ers - sddress -val Ldat ton

Pragma versiond. 8. 14 (RelatwonshipChechor.vole?) allows old versions
solc-0.8.34 (s not recomssnded for deploysent
Raference: hitps://gtthub comferytic/slither fwik y/Detector-Documentat Lond incorrect-vera ions -of -sol Ldity

varisble RelationshipChecker. nesespace |RalationehipChecker solsBid] is not in mimedCase
Reference: hitps://github. com/orytic/al tther fwiki i/ Detectar -Decumentat iondconformance- to-sol L ULy - naming - convent Lons

Relatienshipthecker,. nomsspace [RelationshipChecker solenia) should be imeutable
Aeference: httes://girthob.comferytic/al ither fwik i /Detector -Documentat Londs tate - var 1sbles - that - could-be-declared - 1mmutable
RelationshipChecker.sol analyzed (6 contracts with 84 detectors), 5 resultis) Found

Slither Log >> CyberBoxNFTStorage.sol

Pragea versiond,@.14 l{rborﬂ-u.-ﬂr'r?-tnr)in soled) allows old versians
wolc-0.0. 14 s not recommended for deploymemt
Referonce: httpa://github.comferytic/slither fwiki/ODetector -Docusental lonFincorrect -vers lons -af-sol idity

Varisble CybarBosNFTStorage. signar Ic{barl-uﬂ'ﬂ-T‘i'l:l.!rw.u'll:ﬂJ s nat in misedCase
Referance: https:/rgithub. comforytic/sl tther/uik Detec tor -Docunentat Lonkconformance - te-sol dity-naming -convent ons

CyberBoxMFTStarage. _signer (CybearBosNFTStorage.solei0) should be constant
Aeference: hitps://guthud. comrerytio/al Liher fwih L Matec tor -Dacumen et Lonms Tate - var tables - that - could-be . decLared-constant
CyberBoxMFTStarage.sol analyzed (1 contracts with B4 detectors), 4 reault(s) found

Slither Log >> CyberEngineStorage.sol

Pragea versiand, i, 14 ityhlrt-nmm{-tn-ra?l.wllal #llows old versiam
salc-8. 0. 14 10 not recomsended for deploymant
Refarence: hitps://github, comrerytie /al ither Sk /Detec ter Documen ot Lon@ indarret -wars lons -of -soludity

Varusble CyberEnginestocage. profilemtllowl ist (CyberEnglnestorage.soleids) (s not in missdCase

Vartable CyberengineStorege. essencetbedlion]ist (CyberEnginaStarage.sol®ia?) (s not in mizsdCase

Vartable CybsrEngineStorsge._wsubscr ibeMudllowl st (CyberEngineStorsge . sol@idl] s not i mixedCase

Var b e CybarEngineStoragn. _nessspacsiyiass | CybarEngineStorage. soldldi) v not in mizedlass

var lable CyberEngineStorege. namespacelnfo (CyberEngineStorage.soleiso) 3 not in mixedCase

feference: https://github.comscrytic/elither fwik LiDetec tor Documentat ton®tonformence - to-sol td ity -naming - convent Loms
CyberEnginastorage.sol analyzed (2 contracts with 84 detectors), 7 result(s) imlm
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Slither Log >> CyberGrandNFTStorage.sol

Pragea vers lond. B, 14 (CyberGrandiFTStorage.sales) allows old versions
sole-0.0.14 1a not recossended Tor deploymsent
Refarence: hitps://fgithub.comsoryticalither fwik y/Detoctor -Documentat LonFincorrect <vervione-of-solidity

varishle CyberdrandnFistarage. sigoer (CyberorandMFTstorage. soloid) w aot in micedCase
Varwusble CyberGrandNFTStorage. tokerURl {CyberGrandiFTStorage.sol®il) i not th mixedlase
Reference: hitps://github.com/crytic/s1 i ther/wik L/Detec tar -Dacumentat Lonecon fornente - 1o 4ol LAV Ly -naming-convent Lons

CyberGrandnFiStorege. _signer (CyberGrandMFTStorage . soleld) should be comstant

CyberGrandhNFTStorage. _tokertI {CyberGrandnFiStaorage. aol®il) sheuld be constant

Reference: https:/fgithub, com/eryt to/al ither fwiki/Detector -Documentat tondstate - var tables - thet-could -be-declared . comtant
cw-rﬁrm!-fbruﬁ.ml analyzed (1 contracts with 84 detectors), & rnuhi.'!} found

Slither Log >> EssenceNFTStorage.sol

Progea versiond. 8. 14 (EspvenceNrTStorage.soled) allows old versiom
solc-0.0.14 is not recossonded for deployment
Riference: hitps;//github. con/erytic/sl ither fuik {/Datector -Documsntat ondincorrect -vers om -of -sol wdity

Vartiable ExsencedFTStorage. prafileld (EssenceMFTStorage.val®l0) 13 not n wixedCane

Variable ExsenceNFTStorage. svsenceld [ExsenceNFTStorage.solfll) s nat in wizedCass

Variable EssencelFTStorage. transferable (EssenceNFTStorage.sal®il] i nat in mixedCase

Reference: hitps://fgithub, con/crytic/sl tther fwik i/Detector -Documentat iandconformance - to-sol id ity -naming - conmvent 1ons

EssencaliFTStorage . _svnenceld (EssenceWFIStorage soleil) should be constant

EanenceliFTitorage. prafileld [EssencedFTStorage. wol#id) should be conatant

EssenceMfFTStorage. transferable (ExsenceNFTStorage. sol®i2) should be comstant

Refersnce: https://github.con/orytic/s] ither fwik (/Detector -Documentat (onftate-var iahles-that - could-be-declarsd-constant
EssencelFTStorage.sol analyzed (1 contracts with 84 detectors), 8 resultis) found

Slither Log >> Link3ProfileDescriptorStorage.sol

Progea versiond.f.14 (Link3ProfilebescriptorStorage.solid] allows ald versions
valc-0,8.14 in not recommendnd for deployment
Raference: https:/fgithub . comferytic /el ither fuik UDetector -Documantat Lond thcor rect-wers tone-af -saludity

Lk iProf tleDescripterStorage. anumat tonTemplate [LinkdrofileCescr iptorStorage.vol@ll] should be constant
Raference: hﬂp:;Hq:tm.nmnr{tu'.n'l'.'lhqr.-'-lil'l.-’hqtﬁinr Pocumentat Lonks tate - var ishles - that -could-be-declared - conntant
Link3Prof tlebescriptorStorage.sol snalyzed (1 contracts with £4 detectors), 3 result(s] found

Slither Log >> MBNFTStorage.sol

Pragea variwend. B 14 [MENFTStorage.5olrl ) allovs ald wersvons
solc 0, 0.4 n not recosmended for deployment
Reference: hitps://github, cosverytic /sl ither fwik L /Oetector -Docusent st LonFuncor rect - vers Lons -of -sol idity

Varishle MENFTStorage. tokenUMI (MENFTStorage.solflB) 1 not in muoedCase
var table MENFTSTorage. bowAddr (MENFTStorsge.sal®li] s not wn mixedCase
Aeferonce: hrtps:/igithub. comferytic/vlither fwik Uetector.Documentat Londconfornance - te-sal idity-naming -convent Lons

MENFTStorage. baxkddr (MENFTStorage. sal#il] should be comutant

MANFTStorags. _tokenURI [ MENFTStorage . soleld) should be constant

Reference: https:/fouthub. comicrytic/alither Wik i /Detector -Docusentat uonds tate - var lables- that-could-be-dec lared -cona tant
MENFTStorage.sol analyred (1 contracts with 84 detectors), & resultis) found
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Slither Log >> ProfileNFTStorage.sol

Pragea versiond.8.13 (ProfileNFTSterage.seled] allows old versioms
sole-0.8.14 is not recomsended for deployment
Naference: hitps://github. com/crytic/sl ither futh L/ Detec tor -Documentat iondincorrect - vers Lons-of -saludity

Variable ProfilonFTstarage. sftDsscriptor (ProftlaNFiStorsge. sol@ids) s not in sisedCaae

variable ProfulelfTSturage, namespacelwnur (ProfileWFTStorsge.sel@éial) w not in sixedCase

Variable Fruh'l.umTilurl}l._prnfﬁ-ﬂyld [ProfilebifTStorage. . solRidl] s not in mixedaae

Varishle frofiledFrStorage. profilsldiysoendledash 1ﬂfoFI:f:hrr51otqr,‘->lru¢] la not in sizedCass

Variable Prod i lenfTstorage. setadatafyld (Prof i lsiFTStorage.s0l#150) is not 0 mizedCase

Variable ProfilenFiStarage. operatordpproval [Prof tleNFTStorage. sol®1%1) (8 nat in wisedCase

Varishle ProfilenFTStarage, _addrsssToPrimaryrofile (ProfilenFTStorage sol?2s2) i net in mixnedCase

varisble ProfilenFTStorage. subscribe@yProfileld (ProfiledFiStorage. sol@is3-154) s not in mixedCasn

variable Prof LlshFTStarage. essenceByldiyProfileld (ProfilehFrstorage. snla1as-158) s not in sizedCase

nefarence: Witps://github, comferytic/al ithar futk LiDetec tor-Oocusentat Lonscon Farmant & - to-sal 144t y-naming- c onvent lons

Slither Log >> SubscribeNFTStorage.sol

Pragea versiond, B, 14 {SubscribeNFTStorage.solel) allows old versions
solc-8.8.14 18 not recommended for deployment
Raferance: hitps://githil. comforytic/sl ither fuih (/Do Tec tor -Docunentat Lon® incarrect-vers lons-of -solbudity

Varlable SubscribenFTStorage. profileld (SubscribesFTStorage.noler) v not in misedCase
Refurernce: https:/fgithal, cem/oryt te /sl tthar fuik UDetec tor -Docunentat Loneson formance - to-sol (4L y-neaing - convent Lans

Subscr tbeMFTStorags. _profileld (SubscribedFTStorage.sole?) should be comtant
Reference: https://github, com/crytic/s] ither futh L/Detector-Documentat lores tate - var tables -that - could-be-declared. constant
SubscribeNFTStorage.scl analyzed (1 contracts with B4 detectors), 4 resultis) found

Slither Log >> UpgradeableBeacon.sol

Addreas , inlont et addreas ] | radeablelsecon . snl@IT-74) vees asseanly
= ITHLINE ArH §iipgrads im0y, v L3 - 33§
Adidress . _functiontal Iwithialuseddress bytes . ultnt 28, atring ) (Upgradeab]l sBeacon. snlPel- 2% ) wies svsembly
Thl INE ASM [jipgradesh]sfescon. col@®F7-80 )
Rafarence; hYtps://github.camscrytic /ul ither sk y/Metar tar - Docsent at Lon®as o emb |y - us age

Adidronn , _bonctrond al Liithvelus] sddreas byt aintdse, string) {1pgradeableiescon . scl@ii-F% ) s naver oaed and shoald be ressved
-l-ddfr'n.'wﬁrﬂnn‘(‘.lh-ddr-".h'ﬂﬁil {Upgrsdenblallescon ol ®F1l-248F s never used ard ahould be ressved

Addreas , func t enlall{sddraas ,Bytes At ring ) Hrpqrid-:hlqh-il-rw a0l FAT-43) ix nowver weed and should ba rescved

Stddrens , func t ionCallwithivalus] sddress  bytes  ulnt256) (Upgredsshlsisacon, solmds-51 ) b never ussd shd should be resowed
Addrans . fune tionCal I ithalus) address  bytes ,uint 358, str tng ) (UpgradeshleBoscon, sol@si-61] i nevar wied snd should be resswad
Address  anndvValurl address wint2%6 ) lupll'rllldllqb'l.-liﬂcﬂ.wnliﬂ-'l1-r i nevar used and should be remsoved

Anfarance: RULRS & /A0 L bk, o asde r e ie fal ATher S ik L /Deted Do -Document 8t Landdead - bde

Pragea vars om0, 8.0 (Upgradeublelsscen selea] alloss ald vars ions
sale-0,0.18 i1 not recoemendsd Tor deployment
Aaferences: hitps 7 fgithub, com/oryt ol ither A ih L Tatee taf -DacusenTal Lon@ incarree U -wars iane -af-sal 1dLTy

Lw level call wn tddress .swmdvelus| address ,uint 238 ) {(Upgradeah | slieacsn. solr2s. a8 )
« fevceeds )l = Feciplent  call]velu anount H § [vpgredeah]l sBesron, saloede)
Low Tewwl call wn sddress.  functisnCallwirhvalos| sdds SOytes uunt 2SS, strangl |Upge sdeah | sllsaces  salmi-on )
[sutoess returndata) = target. call{value: weivalue Hdatal {lpgradest]siizacon, sol@#r])
Aeference: Rotps: frgithub, cessor gyt o fs L ither fwilk L Det e Dar -Decusen Lat Lond Low- Level calls

Var Lalile Upgradeali| sBieac i, WREN | Uigr sdsabl sl . aol®a ) s sat in steedd s
Mefermnce: https: /rglthub . cosicrytic vl ather Sutk /D tes tor - Decusentat Lonfconformere @ - ta- 0l 10Ty -neming -comeent Lo

variable Upgsadesh]leiescin. tmplessntat ion (Upgradeshletivucon.snlrig]  tes similer te Upgredvellelivecon, cons tructor | addreas , ad
dress | implenentat ton thipgradeablelieacon . ol @110}

Aeference: hitps:/rgithub ., comferyt i ful ither Sk LDetes tor -Docusentat LonPvar Lail e -nesss - toe-v sl lar

Upgradesblefisacon. vol analysed i3 contracts with 84 detectors), 14 resultis) found
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Slither Log >> CYBER.sol

ERCIpParmit. permit | didreas ; adideens w156, it 288, uintl  bytes 32, bytes 32 ) 1{’1!.Tf-ﬂln.lﬂ1|flﬂr-fil'hl usas timestamp for Compar
(LE Y
Cangerous © FTSTT- i
reguire(bool et ungliblech. tuses toey == dowd] vre CRE2OPermit) sapired deadline ) (Cyber Token . solersie ) _
ERC 2ovetes delegatellyfigl addrecs . uint2%6 . uint 288 uinth  bytes 17 . bytea 33 ) (CyberToken. vol@2ErS-7047 ) uses timestomn for comparis
[
Dafgesous ¢ @r LEenE
reguiralbosl vt ing liblock. timestaep == sspiry ERC20VERea ! s tgnature sspired) |{CyberToben. soledsnd)
Referance: Bttpa:/rgithub coayeryticfalither rwik | /ietes tor -Docusentat Lara] ack - ¢ iy T ang

Math, 1D o uint 298, u intdse  wint2%8 ) (Cyber Token, sol#F727-307) wies ansashly
- INLINE AS5M | CyberToken.ool®adn.-243)
WL IME &% [0 ybertolen. anlezia-2o5)
- IMLINE ASM (CyberToken.snl®#272-201)
Sorings . tafer wmgluint2so) | CyberTolimn, so oS- 340 ) uses asvenbly
< INLIME ASM (CyberToben.sel@siz-33d)
TN IME 5M [ Cybomr Tobmn ool @330 - 540 )
ECDSA. tryRecoveribytmdd byten | (CybarToken. aol@iTo0- 1008 ) vues siseshly
Tl I A {Cyber Tolien . solei 707 - 1001 )
ERCIOVotes . _urmafehccans | ENC20V0Tes  Checkpoint] ] uuntdsa ) {(Cyber Tolen. sol®2 )98- 2000 ) uves asseshly
DhLIME AN [ Cyber Token.sol #2798 7802 )
Refurance: hitpe r//githeh . comieryt /sl ither fuik e tector -Decumen el Londassssh |y - ussge

Context . mighatal § (CyberToken, sale2eild-2ais) s never used snd should be ressved
Countars.dutrement{Counters . Counter | {CyberToken. salPI67-173) ix never used and should be ressved
Countery. resntiCounters .Countet | (Cybhor Token . aal@fi?5-177) ie newer used snd should be resaved
ECDSA, vecower { byTes L2 ytes | (Cyber Token . sol #1020 -1EM ) Py i and shoold be resaved

ECDSk, recaover {bytend? bytondd bytesdd rTohen . soleiote- 1058 neever used and should be resowed
olF1IM0-1158) v rever uned and should be reseved

SafeCant toliintBO[ uint250] (CyberTohen.sole1882-1008) 13 never vsed and should be remgved

fafeCont. 0ol int OB {uunt 298 ) (CyberTohen.sal 908000} v rever wed and should be resoved
SafeCont. toll invOS{uunt 258 ] [(CyberToban, soledal.872) i mover waad and should be ressved

BErings . toleats tngl addreas ) (Cybes Token 4olesT3-570 ) 4 never used and ahould be remgved

Strings . teMeStringluint2Se8 ) | CyberTohen, sol@ss1-955 ) 15 never used and should be resoved

Strings . tolerStringluint 758 uunT %6 |} itﬂrr?ﬂm.lnlﬂaﬂaifﬂb 11 newer used and chould be resoved
ftrungs . teltringiuint2is ) (CybarToken, sal@Sdn-544) s never wused and should be rescved

meference: hites ) f/fgithub. comyeryt ve /el Leher il /Do tRc tur -Docunent et Lonsilesd - code

Pragea version*d.8.0 (CyberToken.opli®d) allows old vers tons
palc-0.8.0 is nat recomsended for deploysant
Raference: hitp ://github comseryt Lo/l Uther fuil /Do tec Lor -Bocumental Lond incor fect - vers Lons <ol . sal ldity

Funciion TERCIGMe eyt . DOMALN SEPARATOR] § (CyberToken. uoleids) w not n miesdCine

Veriable EIP712. CACHED DOMATN SECARATOR [CyberTohen.sol®1953) is not in sissdCase

varishle EIP71d. CACMED CHAIN 1D {Cybad Token, sol #1951 18 mot \n eieedCans

Varishle EIP7LY, CACMED THIS [CyberToken, bole@1955) s not in misedCase

Varisble CIP712. SASIED MAME (CyberToken.sol#1957) is not wn mizedase

vartable EIPT12. wWASHED WRSTON (CybarToken.spl@i@38} 13 not in wizedCars

Wiriable !irl'l.!._h'ﬁ_nitu (CyberToken . sal®i®s@) s not in mixndCase

Funct ipn ERCIOPerait  DOMAIN SEPARATON] | (CyberTolen., sol®2530-2541) W fot 1n misedCaie
varishle ERCIOPermLy. PENMIT_TYPEMASH_DEPRECATED SLOT (CybarToken.sals2485) s not in minedCase
Parsmsier CybherToken. sinti rens  uinE2%6 ). _sccoumt (CyberToken. sel®ge20) i ot in mivedCass
Harasster C 'luh:pn.llntqlﬂdrikt,dml.:!-ar._'mt (Cybar Token, saleFilg) is not in sissdbans
Felurence: hteps:/fgithub. com/oryt /el viher fwih Do tec tor -Docusentat ontcon formance - Lo sal 1d ALy -neming -camewnt ans
CyberTehan . sol analysed {17 contracts with B84 detectorn ), 120 resultis) found
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SOLIDITY STATIC ANALYSIS

Static code analysis is used to identify many common coding problems
before a program is released. It involves examining the code manually or
using tools to automate the process. Static code analuysis tools can
automatically scan the code without executing it.

CyberNFTBaseFlex.sol

Block timestamp:

Use of "block timestamp™ "blodk.timestamp® can be influenced by miners to a certain
degree. That means that a miner can "choose" the blodc.timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 52:28:

Constant/View/Pure functions:

CyberNFTBaseFlex_initialize(string,string) : Potentially should be constant/view/pure
but is not. Note: Modifiers are currently not considered by this static analysis.
more

Pos: 108:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any cdrcumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component

Pos: 220:12:
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Delete from dynamic array:

Using "delete" on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length” property.

more

Pos: 192:8:

No retumn:

ICyberNFTBase.totalBurned(): Defines a return type but never explicitly returns a value.
Pos: 27:4:

EIP712.s0l

Block timestamp:

Use of "blodk.timestamp™ "block.timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose" the block.timestamp, to a certain degree,
to change the outcome of a transaction in the mined blodk

Pos: 52:28:

Constant/View/Pure functions:
EIP712.DOMAIN_SEPARATORY) : Is constant but potentially should not be.

more

Pos: 27:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance [(apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 60:8:
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CyberNFTBase.sol

Block timestamp:

Use of "block.timestamp”; "block timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose" the blodk.timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 52:28:

Constant/View/Pure functions:

CyberNFTBase._initialize{string,string) : Potentially should be constant/view/pure but is
not. Note: Modifiers are currently not considered by this static analysis.
more

Pos: 108:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

maore

Pos: 220:12:

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
“length” property.

more

Pos: 192:8:
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CyberEngine.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static
analysis modules do not parse inline Assembly, this can lead to wrong analysis results.
more

Pos: 186:16:

Block timestamp:

Use of "blodk_timestamp™: "block timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose" the block.timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 52:28B:

Low level calls:

Use of "delegatecall™; should be avoided whenever possible. External code, that is called
can change the state of the calling contract and send ether from the caller's balance. If
this is wanted behaviour, use the Solidity library feature if possible.

more

Pos: 173:50:

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on
storage values, have to be used carefully. Due to the block gas limit, transactions can
only consume a certain amount of gas. The number of iterations in a loop can grow
beyond the block gas limit which can cause the complete contract to be stalled at a
certain point. Additionally, using unbounded loops incurs in a lot of avoidable gas costs.
Carefully test how many items at maximum you can pass to such functions to make it
successful.

more

Pos: 700:8:
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Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance [apart from a
bug in your code). Use "require(x}" if x can be false, due to e.g. invalid input or a failing
external component.

more
Pos: 255:8:

EssenceNFT.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in EssenceNFT.{): Could
potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered
by this static analysis.

Block timestamp:

Use of "block.timestamp”: "blodctimestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose"” the block timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 52:28:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 62:8:
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Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length” property.

more

Pos: 192:8:

ProfileNFT.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static
analysis modules do not parse inline Assembly, this can lead to wrong analysis results.
more

Pos: 157:8:

Block timestamp:

Use of "blodc.timestamp”: "blodk.timestamp” can be influenced by miners to a certain
degree. That means that a miner can “choose” the block.timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

mare

Pos: 52:28:

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on
storage values, have to be used carefully. Due to the block gas limit, transactions can
only consume a certain amount of gas. The number of iterations in a loop can grow
beyond the block gas limit which can cause the complete contract to be stalled at a
certain point. Additionally, using unbounded loops incurs in a lot of avoidable gas costs.
Carefully test how many items at maximum you can pass to such functions to make it
successful.

more

Pos: 700:8:
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Guard conditions:

LUse "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require(x)" if x can be false, due to e.qg. invalid input or a failing
external component.

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
“length® property.

more

Pos: 192:8:

SubscribeNFT.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in SubscribeNFT.(): Could
potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered
by this static analysis.

morg

Pos: 37:4:

Block timestamp:

Use of "block timestamp”: "block.timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose" the block.timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

mare

Pos: 52:28:
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Constant/View/Pure functions:

SubscribeNFT.mint(address) : Potentially should be constant/view/pure but is not. Note:
Modifiers are currently not considered by this static analysis.
more

Pos: 60:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 61:8:

Delete from dynamic array:

Using "delete" on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length" property.

mare

Pos: 190:8:
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Auth.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in Auth.setAuthority{contract
Authority]: Could potentially lead to re-entrancy vulnerability. Mote: Modifiers are
currently not considered by this static analysis,

moe

Pos: 43:4:

No returmn:

Authority.canCall{address, address bytesd): Defines a return type but never explicitly
returns a value.
Pos: G4:4:

Guard conditions:

Use "assert[x)" if you never ever want x to be false, not in any drcumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 46:8:

ERC721.sol

Constant/View/Pure functions:

ERC721TokenReceiver.onERCY 2 1 Received{address, address.uint256,bytes) : Potentially
should be constant/view/pure but is not. Note: Modifiers are currently not considered by
this static analysis.

more

Pos: 231:4:

Similar variable names:

ERC721 transferFrom (address address, uint256) : Variables have very similar names "to"
and "id®. Note: Modifiers are currently not considered by this static analysis.
Pos: 95:33:
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No retumn:

ERC721 tokenURI{uint256): Defines a return type but never explicitly returns a value.
Pos: 30:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require(x)" if x can be false, due to e.qg. invalid input or a failing
external component.

Pos: 41:8:;

Owned.sol

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance {apart from a
bug in your code). Use "require(x)" if x can be false, due to e.q. invalid input or a failing
external component.

more

Pos: 47:8:
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RolesAuthority.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in Auth.setAuthority{contract
Authority): Could potentially lead to re-entrancy vulnerability, Note: Modifiers are
currently not considered by this static analysis.

more

Pos: 43:4:

Gas costs:

Gas requirement of function RolesAuthority.setUserRole is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage)

Pos: 101:4:

No retumn:

Authority.canCall{address, address, bytes4): Defines a return type but never explictly
returns a value.
Pos: 64:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use “require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 30:8:
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Create2Deployer.sol

Inline assembly:

The Contract uses inline aszemily. this is only advised in rem cases. Additvonally static
analyss modules do ot parae inline Assembly, this can lead (o wrong analysin resulls
[RATIY

Pas: 1008

Gas costs:

Gas reguarament of function Create 2 Deployer.deploy is infinite: If the gas reguiremsant of
a function s higher than the block gas Limit, it cannot be soscuted, Plesse avold loops in
yvour functions or actions that modify Lerges areas of storage (this includes clearing or
CoOpying aivays in stofsge)

Pox: 7.4

Check-effects-interaction:

Fotential violation of Chedecs-Effects-Interaction pattern in EssenceNFT.{): Could
potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered
by this static analysis,

Pos: 34:4

Block timestamp:

Lise of "blodk timestamp™. "block.timestamp” can be Influenced by miners to a certain
digres. That means that a miner can "choose” the blodctimestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

mare

Pos: 52:28

Guard conditions:

Use "assert{x)” if you never ever want X to be faise, not in any droumstance (apart from a
bug in your code). Use “reguire{x)" if x can be false, due to e.g. invalid input or a failing
external component

Mmas

Pos: 62:8:

Delete from dynamic array:

Using "delete” on an array leaves 4 gap. The length of the array remains the same. if you
want to remove the empty position you need to shift items manually and update the
"length” property

R

Pos: 114:8
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ProfileDeployer.sol

Block timestamp:

Use of "block.timestamp™ "block timestamp® can be influenced by miners to a certain
degree. That means that a miner can "thoose" the block timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

maoreg

Pos; 52:28:

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on
storage values, have to be used carefully. Due to the block gas limit, transactions can
anly consume a certain amount of gas. The number of iterations in a loop Gan grow
beyond the block gas limit which can cause the complete contract to be stalled at a
certain point. Additionally, using unbounded loops incurs in a lot of avoidable gas costs.
Carefully test how many items at maximum you can pass to such functions to make it
successful.

more

Pos: 105:8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false. not in any drcumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

mora

Pos: 57:8:

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length” property.

more

Pos: 114:8:
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SubscribeDeployer.sol

Check-effects-interaction:

Potential viclation of Checks-Effects-Interaction pattern in SubscribeMFT.{); Could
potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered
by this static analysis

more

Pos: 37:4

Block timestamp:

Use of "block.timestamp™ "block.timestamp”® can be influenced by miners to a certain
degree. That meaans that a miner can “choose™ the block timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

morsg

Pos: 52:28:

Delete from dynamic array:

Using "delete” on an array leaves a gap The length of the array remains the same. Iif you
want to remove the empty position you need to shift items manually and update the
“length” property.

more

Pos: 192:8:

FeeMw.sol

No retumn:

Mreasury.isCurrencyAllowed|address): Defines a return type but never explicitly returns
a value.
Pos: 27:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any drcumstance [apart from a
bug in your code). Use “require(x)" if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 18:8:
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PermissionedMw.sol

Check-effects-interaction:

Potential viclation of Checks-Effects-Interaction pattern in Auth.setAuthority(contract
Authority): Could potentially lead to re-entrancy vulnerability. Note: Maodifiers are
currently not considered by this static analysis.

moire

Pos: 43:4:

Treasury.sol

No return:

[Treasury.isCurrencyAllowed(address): Defines a return type but never explicitly returns
a value.
Pos: 27:4:

Guard conditions:

Lise "assert{x)" if you never ever want x to be false, not in any drcumstance (apart from a
bug in your code). Use "require(x)"” if x can be false, due to e.g. invalid input or a failing
external component.

CollectDisallowedMw.sol

Gas costs:

Gas requirement of function CollectDisallowedMw.postProcess is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage)

Pos: 42:4;
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CollectFlexPaidMw.sol

Transaction origin:

Use of tx.origin: "teorigin® is useful only in very exceptional cases. If you use it for
authentication, you usually want to replace it by "msg.sender”, because otherwise any
contract you call can act on your behalf.

more

Pos: 108:16:

Gas costs:

Gas requirement of function CollectFlexPaidMw.setEssenceMwData is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this includes

clearing or copying arrays in storage)
Pos: 77:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any drcumstance {(apart from a
bug in your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing
external component.

morg

Pos: 18:8:

Data truncated:

Division of integer values ylelds an integer value again. That means e.g. 10/100=0
instead of 0.1 since the result is an integer again. This does not hold for division of [only)
literal values since those yield rational constants.

Pos: 111:36:
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CollectLimitedTimePaidMw.sol

Transaction origin:

Use of beorigin: “beorigin® is useful only in very exceptional cases. If you use it for
authentication, you usually want to replace it by "msg.sender”, because otherwise any
contract you call can act on your behalf.

more

Pos: 162:16:

Block timestamp:

Use of "blodk.timestamp®: "blodk.timestamp® can be influenced by miners to a certain
degree. That means that a miner can “choose" the block timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 170:12;

Guard conditions:

Use “assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use “require(x)" if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 18:8:

Gas costs:

Gas requirement of function CollectMerkleDropMw.postProcess is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage]

Pos: B2:4:

Constant/View/Pure functions:

CollectMerkleDropMw.preProcess[uint256,uint256 address, address, bytes) : Is constant
but potentially should not be.
more

Pos: 64:4:
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Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any cdrcumstance (apart from a
bug in your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 71:8:

CollectOnlySubscribedMw.sol

Gas costs:

Gas requirement of function CollectOnlySubscribedMw.postProcess is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage)

Pos: 48:4:

Constant/View/Pure functions:

CollectOnlySubscribedMw.setEssenceMwData(uint256 uint256.bytes) : Is constant but
potentially should not be. Note: Modifiers are currently not considered by this static
analysis,

Pos: 21:4:

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length® property.

mare

Pos: 192:8:
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CollectPaidMw.sol

Transaction origin:

Use of teorigin: "tx.origin® is useful only in very exceptional cases. If you use it for
authentication, you usually want to replace it by "msg.sender”, because otherwise any
contract you call can act on your behalf.

more

Pos: 140:16:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in Auth.setAuthority(contract
Authority): Could potentially lead to re-entrancy vulnerability. Note: Modifiers are
currently not considered by this static analysis.Note: Import aliases are currently not
supported by this static analysis.

more

Pos: 43:4:

Delete from dynamic array:

Using "delete® on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length” property.

more

Pos: 192:8:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10/100=0
instead of 0.1 since the result is an integer again. This does not hold for division of (only)
literal values since those yield rational constants.

Pos: 144:36:
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CollectPermissionMw.sol

Block timestamp:

Use of "block.timestamp™ "block.timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose” the blodk.timestamp, to a certain degree,
to change the outcome of a transaction in the mined block,

more

Pos: 52:28:

Guard conditions:

Use "assert({x)" if you never ever want x to be false, not in any drcumstance (apart from a
bug in your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing
external component

more

Pos: 220:12: |

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length® property.

more

Pos: 114:B:

CollectPermissionPaidMw.sol

Transaction origin:

Use of beorigin: "txorigin® is useful only in very exceptional cases. If you use it for
authentication, you usually want to replace it by "msg.sender”, because otherwise any
contract you call can act on your behalf.

maore

Pos: 141:16:

inspector.lovely.finance Audited by INSPECTOR LOVELY



@ INSPECTOR
@ LOVELY

Block timestamp:

Use of "block timestamp™ "block.timestamp® can be influenced by miners to a certain
degree. That means that a miner can "choose" the blodk timestamp, to a certain degree,
to change the outcome of a transaction in the mined blodk.

fl"lE!fl"
Pos: 52:28:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

r'."“!rl-‘
Pos: 53:8:

FeeCreationMw.sol

Block timestamp:

Use of "blodctimestamp®: "block_timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose" the blocktimestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 52:28:

Gas costs:

Gas requirement of function CollectPermissionMw.preProcess is infinite: If the gas |
requirement of a function is higher than the block gas limit, it cannot be executed, Please
avoid loops in your functions or actions that modify large areas of storage {this includes
clearing or copying arrays in storage)

Pos: 77:4;
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Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length" property.

more

Pos: 190:8:

PermissionedFeeCreationMw.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in Auth.setAuthority(contract
Authority): Could potentially lead to re-entrancy vulnerability, Note: Modifiers are
currently not considered by this static analysis.

more

Pos: 43:4;

Block timestamp:

Use of "blodc.timestamp”; "block.timestamp® can be influenced by miners to a certain
degree. That means that a miner can “choose" the blodk timestamp, to a certain degree,
to change the outcome of a transaction in the mined block,

more

Pos: 52:28:

Gas costs:

Gas requirement of function RolesAuthority.setUserRole is infinite: if the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please
avold loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage)

Pos: 101:4;
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Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any drcumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component

more

Pos: 30:8:

StableFeeCreationMw.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in Auth.setAuthority{contract
Authority): Could potentially lead to re-entrancy vulnerability. Note: Modifiers are
currently not considered by this static analysis.

more

Pos: 43:4:

Block timestamp:

Use of "block_timestamp™ "block.timestamp® can be influenced by miners to a certain
degree. That means that a miner can "choose” the block.timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 52:28:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance [apart from a
bug in your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 118:8:
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SubscribeDisallowedMw.sol

Gas costs:

Gas requirement of function SubscribeDisallowedMw.preProcess is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage)

Pos: 32:4;

Constant/View/Pure functions:

SubscribeDisallowedMw.postProcess(uint256,address, address, bytes) : Potentially
should be constant/view/pure but is not.
more

Pos: 42:4:

SubscribeOnlyOnceMw.sol

Gas costs:

Gas requirement of function Subscribe OnlyOnceMw.postProcess is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage)

Pos: 47:4:

Constant/View/Pure functions:

ERC721TokenReceiveronERC72 1 Received|address, address,uint256, bytes) : Potentially
should be constant/viewfpure but is not. Note: Modifiers are currently not considered by
this static analysis.

Pos: 231:4:
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Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you
want to remove the empty position you need to shift items manually and update the
"length® property.

more

Pos: 190:8:

SubscribePaidMw.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in Auth.setAuthority(contract
Authority): Could potentially lead to re-entrancy vulnerability. Note: Modifiers are
currently not considered by this static analysis.Note: Import aliases are currently not
supported by this static analysis.

more

Pos: 43:4;

Gas costs:

Gas requirement of function RolesAuthority.setOwner is infinite: if the gas requirement
of a function is higher than the block gas limit, it cannot be executed. Please avoid loops
in your functions or actions that modify large areas of storage (this includes clearing or
copying arrays in storage)

Pos: 53:4:

Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any drcumstance (apart from a
bug in your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing
external component.

mose

Pos: 46:8;
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Gas costs:

Gas requirement of function CyberBoxMNFT.initialize is infinite: if the gas requirement of a
function is higher than the block gas Limit, it cannot be executed. Please avoid loops in
your functions or actions that modify large areas of storage (this includes clearing or
copying arrays in storage)

Pos: 51:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require(x})” if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 26:8:

CyberGrandNFT.sol

Block timestamp:

Use of "block.timestamp"; "block_timestamp® can be influenced by miners to a certain
degree. That means that a miner can "choose” the blodctimestamp., to a certain degree,
to change the outcome of a transaction in the mined block

more

Pos: 52:28:

Gas costs:

Gas requirement of function CyberGrandNFT.initialize is infinite; If the gas requirement
of a function is higher than the block gas limit, it cannot be executed. Please avoid loops
in your functions or actions that modify large areas of storage (this includes clearing or
copying arrays in storage)

Pos: 50:4:
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Gas costs:

Gas requirement of function MiniShardMFT.mint is infinite: If the gas requirement of
a function is higher than the block gas limit, it cannot be executed. Please avoid
loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage)

Pos: 72:4:

RelationshipChecker.sol

Gas costs:

Gas requirement of function RelationshipChecker.isSubscribedByMe is infinite: If
the gas requirement of a function is higher than the block gas limit, it cannot be
executed. Please avoid loops in your functions or actions that modify large areas of
storage (this includes clearing or copying arrays in storage)

Pos: 53:4:

No retumn:

IProfileNFT.getEssenceNFT (uint256,uint256): Defines a return type but never
explicitly returns a value.
Pos: 422:4:

Link3ProfileDescriptorStorage.sol

Gas costs:

Gas requirement of function Link3ProfileDescriptorStorage.animationTemplate is
infinite: If the gas requirement of a function is higher than the block gas Llimit, it
cannot be executed. Please avoid loops in your functions or actions that modify
large areas of storage (this includes clearing or copying arrays in storage)

Pos: 11:4;
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Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require{x)” if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 45:8:

CuberVault.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
CyberVault.claim1155(string,address address uint256,uint256 struct

DataTypes.EIP7 12S5ignature); Could potentially lead to re-entrancy vulnerability. Note:
Modifiers are currently not considered by this static analysis Note: Impaort aliases are
currently not supported by this static analysis.

more

Pos: 195:4:

Gas costs:

Gas requirement of function CyberVault.claim is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in
your functions or actions that modify large areas of storage (this includes clearing or
copying arrays in storage)

Pos: 102:4:

Gas costs:

Gas requirement of function CyberVault.claim is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in
your functions or actions that modify large areas of storage (this includes clearing or
copying arrays in storage)

Pos: 102:4:
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FrameNFT.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static
analysis modules do not parse inline Assembly, this can lead to wrong analysis results.

more
Pos: 157:8:

Mo retumn:

LibString toHexString(address): Defines a return type but never explicitly returns a
value.
Pos: 152:4;

Link3ProfileDescriptor.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static
analysis modules do not parsa inline Assembly, this can lead to wrong analysis results.
more

Pos: 54:B:

Gas costs:

Gas reqguiremant of function Link3ProfileDescriptor.animationTemplate is infinite: If the
gas requirement of a function is higher than the block gas Limit, it annot be executed
Please avoid loops in your functions or actions that modify large areas of storage (this
includes clearing or copying arrays in storage)

Pos: 11:4:
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Link3ProfileDescriptorV2.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionatly static
analysis modules do not parse inline Assembly, this can lead to wrong analysis results.

Pos: 11:8B

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on
storage values, have to be used carefully. Due to the block gas limit, transactions can
only consume a certain amount of gas. The number of iterations in a loop can grow
beyond the block gas limit which can cause the complete contract to be stalled at a
certain point. Additionally, using unbounded loops incurs in a lot of avoidable gas costs.
Carefully test how many items at maximum you can pass to such functions to make it
successful.

more

Pos: 203:8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance [apart from a
bug in your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing
external component.

more

Pos: 47:8:

MBNFT.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static
analysis modules do not parse inline Assembly, this can lead to wrong analysis results

more

inspector.lovelu.finance Audited by INSPECTOR LOVELY



INSPECTOR
LOVELY

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend an
storage values, have to be used carefully. Due to the block gas limit, transactions can
only consume a certain amount of gas. The number of iterations in a loop can grow
beyond the block gas Llimit which can cause the complete contract to be stalled at a
certain point. Additionally, using unbounded loops Incurs in a lot of avoidable gas costs.
Carefully test how many items at maximum you can pass to such functions to make it
successful

e
Pos: 203:8:

Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any circumstance (apart from a
bug in your code). Use “require(x)” if x can be false, due to e.g. invalid input or a failing
external component

more

Pos: 47:B:

MiniShardNFT.sol

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally
static analysis modules do not parse inline Assembly, this can lead to wrong
analysis results.

maorg

Pos: 157:8:

Block timestamp:

Use of "block timestamp”™; "block timestamp® can be influenced by miners to a
certain degree. That means that a miner can "choose” the block.timestamp, to a
cartain degrae, to change the outcome of a transaction in the mined block.

Pos: 52:28:
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CyberBoxNFT.sol

Guard conditions:

Use "assert(x)” if you naver ever want x to be false, not in any circumstance (apart from a
bug in your code). Use "require(x)” if x can be false, due to e.qg. invalid input or a failing
extarnal component

mofe

Pos: 95:8:

Block timestamp:

Use of "blodtimestamp™ "blecktimestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose® the blodk timestamp. to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 52:28:;

Gas costs:

Gas requirement of function CyberBoxNFT initialize is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in
your functions or actions that modify large areas of storage (this includes clearing or
copying arrays in storage)

Pos: 51:4:

CyberBoxNFT.sol

Block timestamp:

Use of "block.timestamp”: "block.timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose" the blodctimestamp, to a certain degree,
to change the cutcome of a transaction in the mined block

e

Pos: 52:28:
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UpgradeableBeacon.sol

Low level calls:

Use of "call™: should be avoided whenever possible. It can lead to unexpected
behavior if return value is not handled properly. Please use Direct Calls via
specifying the called contract’s interface.

more

Pos: 125:50:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Address functionCallWithValue(address,bytes,uint256,string): Could potentially
lead to re-entrancy vulnerability.

maore

Pos: 120:4:

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally
static analysis modules do not parse inline Assembly, this can lead to wrong
analysis results.

maore

Pos: 39:8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any drcumstance (apart
from a bug in your code). Use "require(x}” if x can be false, due to e.g. invalid input
or a failing external component.

more

Pos: 242:8:
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CYBER.sol

Block timestamp:

Use of "block.timestamp”: "block.timestamp” can be influenced by miners to a
certain degree. That means that a miner can "choose” the block timestamp, to a
certain degree, to change the outcome of a transaction in the mined block.
more

Pos: 2522:23:

Gas costs:

Gas requirement of function CyberToken.permit is infinite: If the gas requirement
of a function is higher than the block gas limit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this
includes clearing or copying arrays in storage)

Pos: 2513:11:

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally
static analysis modules do not parse inline Assembly, this can lead to wrong
analysis results.

maore

Pos: 2805:15:

Gas costs:

Gas requirement of function CyberToken mint is infinite: If the gas requirement of
a function is higher than the block gas limit, it cannot be executed. Please avoid
loops in your functions or actions that modify large areas of storage (this
includes clearing or copying arrays in storage)

Pos: 2835:11:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10 /100
= 0 instead of 0.1 since the result is an integer again, This does not hold for
division of (only) literal values since those yield rational constants.

Pos: 359:35:
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COMPLIANCE ANALYSIS

Linters are the utility tools that analyze the given source code and report
programming errors, bugs, and stylistic errors. For the Solidity language,
there are some linter tools available that a developer can use to improve the
quality of their Solidity contracts

CyberNFTBaseFlex.sol

EIP712.s0l

CuberNFTBase.sol

CyberEngine.sol
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EssenceNFT.sol

ProfileNFT.sol

SubscribeNFT.sol

ERC721.sol
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RolesAuthority.sol

Create2Deployer.sol

EssenceDeployer.sol

ProfileDeployer.sol

SubscribeDeployer.sol
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FeeMw.sol

PermissionedMw.sol

Treasury.sol

CollectDisallowedMw.sol

CollectFlexPaidMw.sol
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CollectLimitedTimePaidMw.sol

CollectMerkleDropMw.sol

CollectOnlySubscribedMw.sol

CollectPaidMw.sol
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CollectPermissionMw.sol

CollectPermissionPaidMw.sol

FeeCreationMw.sol

PermissionedFeeCreationMw.sol
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StableFeeCreationMw.sol

SubscribeDisallowedMw.sol

SubscribeOnlyOnceMw.sol

SubscribePaidMw.sol
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CyberBoxNFT.sol

CyberGrandNFT.sol

CyberVault.sol

FrameNFT.sol

inspector.lovelu.finance Audited by INSPECTOR LOVELY




INSPECTOR

Link3ProfileDescriptor.sol

Link3ProfileDescriptorV2.sol

Link3ProfileDescriptorV3.sol
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MiniShardNFT.sol

RelationshipChecker.sol

CyberBoxNFTStorage.sol

CyberEngineStorage.sol
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CyberGrandNFTStorage.sol

EssenceNFTStorage.sol

Link3ProfileDescriptorStorage.sol

MBNFTStorage.sol

ProfileNFTStorage.sol

SubscribeNFTStorage.sol
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UpgradeableBeacon.sol

CYBER.sol

SOFTWARE ANALYSIS RESULT

These software reported many false positive results and some are
informational issues. So, those issues can be safely ignored.
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