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DISCLAIMER

This is a comprehensive report based on our automated and manual
examination of cybersecurity vulnerabilities and framework flaws of the
project’'s smart contract. Reading the full analysis report is essential to build
your understanding of project's security level. It is crucial to take note, though
we have done our best to perform this analysis and report, that you should not
rely on the our research and cannot claim what it states or how we created it.
Before making any judgments, you have to conduct your own independent
research. We will discuss this in more depth in the following disclaimer - please
read it fully. DISCLAIMER: You agree to the terms of this disclaimer by reading
this report or any portion thereof. Please stop reading this report and remove
and delete any copies of this report that you download and/or print if you do
not agree to these conditions. Scan and verify report’s presence in the GitHub
repository by a qr-code on the title page. This report is for non-reliability
information only and does not represent investment advice. No one shall be
entitled to depend on the report or its contents, and Inspector Lovely and its
affiliates shall not be held responsible to you or anyone else, nor shall Inspector
Lovely provide any guarantee or representation to any person with regard to
the accuracy or integrity of the report. Without any terms, warranties or other
conditions other than as set forth in that exclusion and Inspector Lovely
excludes hereby all representations, warrants, conditions and other terms
(including, without limitation, guarantees implied by the law of satisfactory
quality, fitness for purposes and the use of reasonable care and skills). The
report is provided as "as is" and does not contain any terms and conditions.
Except as legally banned, Inspector Lovely disclaims all responsibility and
responsibilities and no claim against Inspector Lovely is made to any amount or
type of loss or damages (without limitation, direct, indirect, special, punitive,
consequential or pure economic loses or losses) that may be caused by you or
any other person, or any damages or damages, including without limitations
(whether innocent or negligent). Security analysis is based only on the smart
contracts. No applications or operations were reviewed for security. No product
code has been reviewed.
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AUDIT SCOPE

Name Code Review and Security Analysis Report fo Mobland Protocol Smart Contracts
Platform ~ BSC/ Solidity

File1 NftFactory.sol

File 2 SuperpowerNFT.sol
File 3 SuperpowerNFTBase.soll
File 4 WhitelistSlot.sol

File 5 | Farm.sol

File 6 FarmBridged.sol

File 7  Turf.sol

File 8 TurfBridged.sol

File 9 WormheoleCommaon.sol
File 10 Wormhole721.s0l

File 11 WormholeTunnel.sol
File 12 GamePool.sol

File 13 Signable.sol

File 14 SignableStakes.sol
File 15 SideToken.sol

File 16 BudToken.sol

File 17 SeedToken.sol

Audit Date February 6th,2023
Revision Date February 8th, 2023
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PROPOSED SMART CONTRACT
FEATURES

Claimed Feature Detail Our Observation

File 1 NftFactory.sol Validated

« Owner can set a whitelist address.
+ Owner can Withdraw proceeds.
+ Owner can update the prices of an existing running Sale.

+ Owner can create a new Sale for an NFT and update an existing Sale,

File 2 SuperpowerNFT.sol Validated
= Owner can set the maximum supply.

» Owner can mint tokens.

File 3 SuperpowerNFTBase.sol Validated
+ Owner can set the game address.
= Owner can set the locker address and remove the locker address.
= Owner can freeze the token LRI

File 4 WhitelistSlot.sol Validated

+« Owner can set a new URI

File 5 Farm.sol Validated
» Name: MOBLAND Farm
» Symbol: mFARM

File 6 FarmBridged.sol Validated
= Name: MOBLAND Farm
= Symbol: mFARM

File 7 Turf.sol
« Name: MOBLAND Turf
+ Symbol: mTURF

Validated

A
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Claimed Feature Detail Our Observation
File 8 TurfBridged.sol Validated

« Name: MOBLAND Turf
+ Symbol: mTURF

File @ WormholeCommon.sol
) . Validated
« WormholeCommaon can check if the transfer is Completed or not.

File 10 WormholeTunnel.sol

. Validated
= Owner can set wormhole register contract address AE

File 11 Wormhole721.sol Validated

« Complete a transfer from Waormhaole.

File 12 GamePool.sol Validated

« The Owner can withdraw an amount of funds in SEEDS or BUDS, or all of them i
the amount is 0.

» he Owner can initialize the attributes of a turf token and farm token..
2 : Validated
File 13 Signable.sol

= The Owner can set a signable address.

File 14 SignableStakes.sol Validated

= SignableStakes contract can check hash unstake.

File 15 SideToken.sol Validated
« Minter can mint amounts.

« The Owner can set a minter address.

File 16 BudToken.sol
Validated
+* Mame: Mobland Bud Token
= Symbol: BUD
» Decimals: 18

= Version: 1

File 17 SeedToken.sol Validated
+ Name: Mobland Seed Token

+ Symbol: SEED

= Decimals: 18

» Version: 1
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AUDIT SUMMARY

According to the standard audit assessment, Customer " s solidity smart
contracts are “Secured”. Also, these contracts do contain owner control, which
does not make them fully decentralized.

Insecure Poor Secured Well-Secured

We used various tools like Slither, Solhint and Remix IDE. At the same time this
finding is based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and
applicable vulnerabilities are presented in the Audit overview section. General
overview is presented in AS-IS section and all identified issues can be found in the
Audit overview section.

We found O critical, 1 high, 0 medium and 2 low and some very low level
issues.

All issues have been fixed /| acknowledged in the revised code.

Investors Advice: Technical audit of the smart contract does not guarantee the
ethical nature of the project. Any owner controlled functions should be executed
by the owner with responsibility. All investors/users are advised to do their due
diligence before investing in the project.

¥y © f
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KEY TECHNICAL METRICS

MAIN CATEGORY SUBCATEGORY RESULT
Solidity version not specified Passed
Solidity version too old Passed
Integer overflow/underflow Passed
Function input parameters lack of check Passed
Function input parameters check bypass Passed
Function access control locks management Passed
Contract
Programming Critical operation lacks event log Moderated
Human/contract checks bupass Passed
Randem number generationfuse vulnerability NiA
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other progromming issues Passed
Function visibility not explicitly declored Passed
Code \far. storage locaotion not explicitly declared Passed
Specification Use keywords/functions to be deprecated Passed
Unused code Passed
“Out of Gas” Issue Passed
High consumption 'for/while' loop Moderated
Gas Optimization
High consumption ‘storage’ storage Passed
Assert() misuse Passed
The maximum limit for mintage not set Passed
Business Risk “Short Address® Attack Possed
“Double Spend” Attack Passed

Overall Audit Result: PASSED

inspector.lovely.finance Audited by INSPECTOR LOVELY
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CODE QUALITY

This audit scope has 17 smart contract files. Smart contracts contain Libraries, Smart contracts,
inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the Mobland Protocol are part of its logical algorithm. A library is a different tupe
of smart contract that contains reusable code. Once deployed on the blockchain (only once), it is
assigned a specific address and its properties | methods can be reused many times by other

contracts in the Mobland Protocol.

The Mobland team has provided unit test scripts, which have helped to determine the integrity of
the code in an automated way.

Code parts are not well commented on smart contracts.

DOCUMENTATION

We were given a Mobland Protocol smart contract code in the form of a github link. The links of
that code are mentioned above in the table.

As mentioned above, code parts are not well commented. But the logic is straightforward.
So it is easy to quickly understand the programming flow as well as complex code logic.
Comments are very helpful in understanding the overall architecture of the protocol.

Another source of information was its official website https://mob.land which provided rich
information about the project architecture and tokenomics.

USE OF DEPENDENCIES

As per our observation, the libraries are used in this smart contracts infrastructure that are based
on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

¥y © f
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AS-1S OVERVIEW

NftFactory.sol

Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Possed Mo lssue
7 initialize write Passed Mo lssue
3 setWl external access only Owner No |ssue
4 setPaymentToken external access only Owner No lssue
g setMewNft external occess only Owner No |ssue
6 removeNewNft external access only Owner Mo lssue
7 getNftidByAddress external Passed No lssue
g getNftAddressByld external Passed Mo lssue
g9 getPaymentTokenSymbol external Passed No Issue
10 newsale external Infinite loops possibility  Refer Audit Findings
1 updateSale external access only Owner No Issue
12 endSale external access only Owner Mo lssue
13 updatePrice external access only Owner No lssue
14 getSale external Passed No lssue
15 getPrice read Passed No lssue
16 getWliPrice read Passed No Issue
17 buyTokens external Passed Mo lssue
18 withdrawProceeds write access only Owner Mo lssue

SuperpowerNFT.sol

Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed No Issue
2 onlyFactory modifier Passed No lssue
3 canMint maodifier Passed Mo lssue
4 setDefaultPlayer external access only Owner No |ssue
5 setMaxSupply external occess only Owner No |ssue
& setFactory external access only Owner No |ssue
7 isFactory read Passed Mo lssue
a hasFactories read Passed No Issue

inspector.lovely.finance Audited by INSPECTOR LOVELY
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] canMintAmaount read Passed Na lssue
10 mint write access only Factory Mo lssue
1 endMinting external access only Owner Mo Issue
12 mintEnded external Passed Mo lssue
13 maxSupply external Passed Mo Issue
14 nextTokenld external Passed Mo Issue

SuperpowerNFTBase.sol

Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed Nao Issue
2 onlylLocker modifier Passed Na lssue
3 onluGame modifier Passed No Issue
4 tokenExists modifier Passed No Issue
5 __SuperpowerMFTBase_init internal initializer No lssue
6 _beforeTokenTransfer internal Passed Na Issue
7 prelnitiolizeAttributesFor external access only Owner Mo lssue
8 attributesOf external Passed Mo |ssue
=] initialize AttributesFor external Possed No lssue
10 updateAttributes extarnal Possed No lssue
1 supportsinterface read Passed Mo lssue
12 _baseUR! intermal Possed Mo lssue
13 updateTokenURI external access only Owner Mo lssue
14 freezeTokenURI external access only Owner Mo Issue
15 contractURI read Passed Mo lssue
18 setGamae external access only Owner Mo lssue
17 locked read Possed Mo lssue
18 lockerOf extarnal Passed Mo Issue
19 isLocker read Possed Mo lssue
20 setLocker external Locker contract not Mo Issue
71 removelocker external set Mo Issue
22 haosLocks read access only Owner Mo lssue
23 lock external Passed Mo Issue
24 unlock external occess only Locker No lssue

¥y © f
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L unlocklfRemovedLocker external access only Owner Nao Issue
26 approve write Passed Mo lssue
27 getApproved read Passed MNa lssue
rl:] setApprovalForAll write Passed Mo lssue
29 isApprovedForall read Passed Mo Issue
30 wormholeTronsfer write Passed Mo lssue

WhitelistSlot.sol

Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed No Issue
2 setUR| write access only Owner Mo lssue
3 setBurner write access only Owner Mo Issue
4 mintBatch write access only Owner No Issue
g mintMany write Infinite loops possibility Refer Audit Findings
6 burn write Passed No Issue

Farm.sol

Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed Mo Issue
2 onlyFactary maodifier Passed No Issue
3 canhint modifier Passed Mo lssue
4 setDefaultPlayer external access only Owner No Issue
5 setMaxSupply external access only Owner No lssue
& setFactory external access anly Owner No Issue
7 isFactory read Passed No lssue
] hasFactories read Passed Mo Issue
g canMintAmount read Passed No Issue
10 mint write access only Factory No lssue
1n endMinting external access only Owner No lssue
12 mintEnded external Passed No lssue
13 maxSupply external Passed Mo Issue
14 nextTokenld external Passed No Issue

inspector.lovely.finance Audited by INSPECTOR LOVELY
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FarmBridged.sol
Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed Mo lssue
2 onlylocker maodifier Passed Mo |ssue
] onlyGame modifier Passed Mo lssue
4 tokenExists maodifier Passed Mo lssue
5 __SuperpowerNFTBase_init internal initializer Mo Issue
8 _beforeTokenTransfer internal Passed Mo lssue
i prelnitializeAttributesFor external access only Owner No Issue
B attributesOf external Passed No Issue
g initinlizeAttributesFor external Passed Mo Issue
10 updateAttributes external Passed Mo |ssue
1 supportsinterfoce read Passed Mo lssue
12 _baseURI internal Passed Mo lssue
13 updateTokenURI external access only Owner Mo lssue
14 freezeTokenURI external access only Owner Mo lssue
15 contractURI read Passed Mo lssue
16 setGame external access only Owner Mo lssue
17 locked read Possed Mo lssue
18 lockerOf external Passed Mo lssue
19 isLocker read Passed Mo lssue
20 setLocker external access only Owner Mo lssue
ba removelocker external access only Owner No |ssue
25 haslLocks read Passed Mo lssue
23 lock external access only Locker Mo |ssue
24 unlock external access only Locker Mo lssue
25 unlockifRemovedLocker external occess only Owner Mo |ssue
26 approve write Passed Mo lssue
27 getApproved read Passed No |ssue
28 setApprovalForAll write Passed Mo |ssue
29 isApprovedForall read Paossed Mo Issue
30 wormholeTransfer write Possed Ne Issue

inspector.lovely.finance Audited by INSPECTOR LOVELY
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Turf.sol

Functions
- FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Paossed No |ssue
2 anlyFactory modifier Passed No Issue
3 canMint modifier Passed Na lssue
4 setDefaultPlayer external access only Owner Mo Issue
5 setMoxSupply external access only Owner No lssue
B setFactory external occess only Owner No lssue
7 isFactory read Passed Mo |ssue
B hosFactories read Passed Mo lssue
=] canMintdmount read Passed No lssue
10 mint write occess only Factory Mo lssue
1 endMinting external access only Owner Mo |ssue
12 mintEnded external Possed Mo lssue
13 maxSupply external Passed Mo lssue
14 nextTokenld external Passed Mo lssue

TurfBridged.sol

Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed Mo lssue
2 onluLocker modifier Passed No Issue
3 onlyGame modifier Passed Mo lssue
4 tokenExists modifier Possed No lssue
5 --SuperpowerNFTBase_init internal initializer Na Issue
& _beforeTokenTransfer internal Passed No lssue
7 prelnitializeAttributesFor external access only Owner Mo lssue
8 attributesOf external Passed No lssue
g9 initializeAttributesFor external Passed No Issue
10 updateAttributes external Passed No Issue
1n supportsinterface read Possed Mo Issue
12 _baseUR| internal Possed No lssue
13 updateTokenURI external occess only Owner Mo lssue
14 freezeTokenURI external occess only Owner Mo lssue

inspector.lovely.finance Audited by INSPECTOR LOVELY



%, INSPECTOR

«3 LOVELY
15 contractUR| read Passed No Issue
16 setGame external access only Owner No Issue
17 locked read Passed No Issue
18 lockerOf external Passed No lssue
19 isLocker read Passed No lssue
20 setlLocker extarnal occess only Owner Mo Issue
n removelocker external access only Owner No lssue
22 hosLocks read Possed Mo Issue
23 lock external access only Locker Mo |ssue
24 unlock external occess only Locker Mo lssue
75 unlockifRemovedLocker external access only Owner Mo lssue
26 approve write FPaossed Mo lssue
77 getApproved read Passed Mo lssue
28 setApprovalForAll write Passed Mo lssue
29 isApprovedForall read Possed Mo lssue
30 wormholeTransfer write Passed Mo lssue

Wormhole721.sol

Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed No Issue
2 supportsinterface read Passed Mo Issue
k| wormholeTransfer write Possed No Issue
4 wormholeCompleteTransfer write Passed Mo |ssue

WormholeCommon.sol

Functions
] FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed No Issue
2 isTransferCompleted read Passed No lssue
| contractByChainld read Passed No Issue
4 wormhaole read Passed No Issue
5 chainld read Possed Mo Issue

inspector.lovely.finance Audited by INSPECTOR LOVELY
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5 _setWormhole internal Passed No Issue
7 -setChainld internal Fossed No |ssue
8 _setTransferCompleted internal Possed Mo lssue
=] _setContract internal Possed No lssue
10 _warmholeCompleteTransfer intermal Passed No lssue
1 _wormholeTransferWithValue internal Possed No Issue
12 _logTransfer internal Possed No lssue
13 _verifuControctVVM intermal Possed Mo Issue
14 _encodeTransfer internal Possed Mo |ssue
15 _parseTransfer intermal Passed Mo lssue
GamePool.sol
Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed Mo Issue
2 _equalString internal Possed Mo lssue
3 initialize write initializer Mo Issue
4 setConf external access only Owner Mo Issue
5 stokeAsset external Passed No Issue
B unstakeAsset external Passed Mo lssue
7 _checkStokeState internal Passed No Issue
8 getStakelndexByTokenld read Passed Mo lssue
g getStakeByindex extarnal Possed No lssue
10 getMumberOfStakes external Passed Mo lssue
1 getUserDeposits external Passed MNo lssue
12 getUserStokes external Passed No lssue
13 _saveSignatureAslsed internal Passed No Issue
14 depositSeed external Passed No lssue
15 depositBud external Possed Mo lssue
16 depositSeedAndPayOtherUser external Passed No lssue
17 _depositFT intermal Passed Mo [ssue
18 depositBylndex read Passed Mo lssue
19 numberOfDeposits external Passed Mo lssue
20 depositByld external Possed Mo lssue
7 depesitByldAndUser external Passed Mo lssue
27 harvest extarnal Passed Mo lssue

inspector.lovely.finance Audited by INSPECTOR LOVELY
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23 withdrawFT external access only Owner No lssue
24 initializeTurf external occess only Owner Mo Issue
25 updateTurfAttributes external Passed Mo lssue
26 getTurfAttributes external Passed MNo lssue
27 initializeFarm external access only Owner No lssue
28 updateFarmAttributes external Passed Mo lssue
29 getFarmAttributes extarnal Possed No lssue
a0 attributesOf external Passed Mo lssue
2] hoshDeposit read Passed Mo lssue
a7 hashDepositAndPaoy read FPaossed Mo lssue
23 hashHarvesting read Fossed Mo lssue
14 hashFarmaAttributes read Possed No lssue
25 hashTurfAttributes read Passed Mo lssue
Signable.sol
Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Paossed Mo lssue
2 _-Ownable_init internal access only Initiolizing Mo lssue
3 __Ownable_init_unchained internal initializer Mo lssue
4 anlyOwner modifier Possed Mo lssue
5 awner read Passed Mo lssue
6 _checkOwner internal Passed Mo lssue
7 renounceOwnership write access only Owner No lssue
8 transferOwnership write access only Owner No lssue
=] _transferOwnership internal Passed No Issue
10 —-Signable_init internal access only Owner No Issue
1n setValidator external occess only Owner Mo Issue
12 getValidator external Passed No lssue
13 isValidator external Passed No Issue
14 isSignedByValidator read Passed No lssue
15 isSignedByAValidator read Possed Mo lssue

inspector.lovely.finance Audited by INSPECTOR LOVELY
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SignableStakes.sol
Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed Mo |ssue
2 hashUnstake read Passed Mo lssue
3 setValidator external occess only Owner No Issue
4 getValidator external Passed Mo lssue
5 isValidator external Passed Mo lssue
5 isSignedByValidator read Fassed Mo [ssue
7 isSignedByAVolidator read Possed No lssue
SeedToken.sol
Functions
] FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed Mo lssue
2 initialize write initializer Mo lssue
3 onlyMinter modifier Passed No Issue
4 __SideToken_init intermal initializer Mo lssue
g mint write access only Minter Mo |ssue
6 setMinter external access only Owner Mo Issue
e __UUPSUpgradableTemplate_init internal initializer No Issue
8 _authorizeUpgrade internal access only Owner No Issue
SideToken.sol
Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 canstructor write Passed Mo lssue
2 onlyMinter maodifier Possed No Issue
3 __SideToken_init internal initiolizer Mo lssue
4 mint write access only Minter Mo |ssue
g sethMinter external Minter contract not set Mo Issue

inspector.lovely.finance Audited by INSPECTOR LOVELY
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BudToken.sol
Functions
SL. FUNCTIONS TYPE OBSERVATION CONCLUSION
1 constructor write Passed Mo lssue
2 initiolize write initializer Mo Issue
3 __UUPSUpgradableTemplate_init internal initializer Mo Issue
4 _authorizeUpgrade internal access only Owner Mo lssue
5 onlyMinter modifier Passed Mo Issue
B __SideToken_init internal initializer Mo lssue
7 mint write occess only Minter Mo lssue

inspector.lovely.finance Audited by INSPECTOR LOVELY
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PROJECT WEBSITE PERFORMANCE AUDIT

Performance Metrics

® Spesd index
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Time Paint Shift
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URL
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Level of Criticality

DESCRIPTION

RISK LEVEL

and can lead to token loss etc.

W (O f
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Critical vulnerabilities are usually straightforward to exploit

Medium-level vulnerabilities are important to fix;
however, they can't lead to tokens lose

& Connaction Duration #® Backerd Duration
FLEL tTams

@ First Paim ®  DOM interactive Time
356ms T8Ims

®  Onload Tims ® Fuily Loaded Time
12s 188

Performancs Strusture

R

i ™

THT LS

17dms Q.05

Totsl size wos 5.20MD o

High-level vulnerabilities are difficult to exploit; however, they also have
significant impact on smart contract execution, &.g. public access to crucial

Low-level vulnerabilities are mostly related to outdated, unused, eic. code
snippets, that can't have a significant impact on execution

Lowast-level vulnerabilities, code style violations, and info statements can't
affect smart contract execution and can be ignored.
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AUDIT FINDINGS

- Mo Critical severity vulnerabilities were found.

HIGH SEVERITY

1. Deposit id override by any depositor: - GamePool.sol

/// @param depositld the i1d of the deposit based on User.lastDepositld
f// @param user the address of the user
function depositFT(

uint8 tokenType,

uint256 amount,

uint64 depositld,

address user

) internal {

Deposit memory deposit = Deposit({tokenType: tokenType, amount: amount, depositedAt:
depositsByld[depositld] = DepositInfo({index: uintl6( users[user].deposits.length),
users[user].deposits.push(deposit);

if (tokenType == SEED) {

seedToken.transferFrom(user, address( ), amount);
} else {
budToken.transferFrom{user, address( ), amount);

}

emit NewDeposit(depositld, user, tokenType, amount);

Functions depositSeed(), depositBud(), depositSeedAndPayOtherUser() are called internal functions ""_depositFT()"
» Depositld not checked duplicate in _depositsByld mapping

= Depositld has sequence issue
s "_depositFT" internal function comment says - "depositld the id of the deposit based on User.lastDepositld".

Resolution: Depositld should be auto-incremented or check duplicate deposited from mapping "_depositsByld"

Status: This issue is fixed in the revised contract code.

- No Medium severity vulnerabilities were found.

LOW

1. Compile time error: SuperpowerNFTBase.sol

114 function _befereTokenTransfer|
3 sddress from,
Fypelrrur | Fenut b Ray searyide spesiTisd Bur dues uur v e 1 a

to,

TN 15 LAE25E tokenld

| ST it pens A Tt s il £ 1550 8 118 1 imternal swerridelEACTIIUpgradeable, FACTIIEmmerablalpgradeatle)
118 Af {locked(tokendd)) {

LER | ) ampmrenl wewrviderBe T rIpgr steanls LochedAsseil):

ARC T Eraemes i | wtipyye acieminle | | 171 ¥

i

saforeTokenTransfar|from, 1o, tokenld);
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TR L o DT e AN R T T L e Al L Upgraieat L sl 11 14
" 124 funct id, wini2Sh _attributesd)
i% | mbatrest centyast EDCTZLEmusernbisupgesoeahde 1y Inltiaiireble, 124 becatine t

if | _tokeoAttributes| id)[gase][0] == 8) {
tokenAtiributes| id][game] [6] = attributes®;

BB T Timpgr mileadi 1o, TEBE T I numer b ] ebiogr nieakt]e |
| *® imelevant source parl wCaris fere and wpein sorods miltiple Disew)

enit AttributesInitializedFor{ id, game);
W TOTEAGT RAVE 10 WalT TOr INE TINED ToCEup 1
TypeError: Derived codiract must override funciion = beforeTokenTransfer®. Teo ar more base classes L 1]
41

define function with sase name and parameter types

+ o BT _Dn_Geame S Teipet powe r4FThave. b0l 143111 az
i 1 43 sbstract contract SuperpowerMFTBase is

a4 TAttributable,

43 | mbuatrect contrecl SupEr[eeerNFTRaLE L8
45 15uperpoweriFTBase,

& (Welevant source pari staris here snd apans acrons suliiple Limes
pan 1

Wote: Definition in "ERCTZiUpgradeahls®; 48 ;:;;;:;t:ab:;ﬁL
a7 pgra e,
e o LiA/Con FaC L gl adealile/ | okei/ ERC T/ ERCT 2L ity 1:4T2i8:
Bopensappe LA/ COALFAC LY - apg alile L UG & ¥ Wi iB ERCT21EnumerableUpgradeatle,
| 4% wormholel2 IWpgradeable
ATF | functisn beforeToksnTransfer| il {
| & (Relevant wource gart starts here and spans scroms sultiple Lineuw) 51 using Addresstpgradeable for address:
Wate: Definition in “ERCTZIEnawersblstpgradeshlie™: 52
2
«+5 Popenrappelin/conl ract s apgr adenh e/ Loken TRETIL e x Uein Lons THC 7 2 Emessr AL LetipgF sdeable aol (M3 Y errer MotALocker():
| 54 error NotTheGame();
88 | fumction beforeTakentrasufer| 33 error NotTheAssetOwnerNorTheGame()
| & (Relevant source part starts here and spans scrons sultiple Linen) 58 error AssetDoesNotExist();
57 error AlreadyInitiated();
38 grror NotTheAssetDwner(};

Function has override specified but does not override anything.

Resolution: Add uint256 4th function parameter to avoid this error.

Status: This issue is acknowledged in the revision of the contract code.

2. Critical operation lacks event log: - GamePool.sol

Missing event log for:

« stakeAsset()
= unstakeAsset()

Resolution: Please write an event log for listed events,

Status: This issue is fixed in the revised contract code

VERY LOW / INFORMATIONAL / BEST PRACTICES:

1. Unused Events, Errors, modifier, mappings :

Events are defined but not used in code,
NftFactory.sol

» FactorySetFor
« FactoryRemovedFor
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Errors are defined but not used in code.
NftFactory.sol

L3

« NotAFactoryForThisNFT

« FactoryMotFound

+ InsufficientPayment
SuperpowerNFT.sol

« NotEnoughWLSlots

¢ |InvalidDeadline

o WhitelistNotSetYet
SuperpowerMFTBase.sol

= Alreadylnitiated

» NotTheAssetOwner

» GamePool.sol

« onlyOnTestnet
A maodifier is defined but not used.
SuperpowerMFTBase.sol

= onluGame()
A Mappings is defined but not used
GamePool.sol

s _stakedByTokenld

Resolution: We suggest removing unused events, modifiers, mappings and errors

Status: This issue is fixed in the revised contract code

2. Infinite loops possibility:
NftFactory.sol: newSale()

function newSale(
uint8 nftld,
uintld amountForSale,
ulnt32 startAt,
uint3? whitelistUntil,
uintlé whitelistedId,
address[] memory acceptedTokens,
uint256[] memory wlPrices,
uint256[] memory prices
) external onlyOwner {

if (sales[nftId].amountForSale != sales[nftId].soldTokens) ASalelsActiveForThisNFT();

if (amountForSale == @) InvalidAmountForSalel();
reverts 1f inconsistencies are detected 1n price and whitelisted price de Ltion
if (acceptedTokens.length '= wlPrices.length || wlPrices.length != prices.length) InconsistentArrays();

for {(uint256 1 = 8; 1 < acceptedTokens.length; i++) {
if (!paymentTokens[acceptedTokens[i]]) InvalidPaymentToken();
for (uint256 j = @; j < acceptedTokens.length; j++) {
if (j == i) continue;

if (acceptedTokens[i] == acceptedTokens[j]) RepeatedAcceptedToken();

!
}
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As -::rrm_f‘elements will increase, then it will cost more and more gas. And eventually, it will stop all the functionality. After
several hundreds of transactions, all those functions depending on it will stop. We suggest avoiding loops. For example,
uis.e mapping to store the array index. And query that data directly, instead of looping through all the elements to find an
element.

Resolution: Adjust logic to replace loops with mapping or other cade structure.
NftFactory.sol

+ newSale() - acceptedTokens.length
WhitelistSlot.sol

» mintManu() - ids.length

Status: This issue is fixed in the revised contract code

3. Minter contract not set: - GamePool.sol

There is a SideToken contract checking whether the minter is a Contract or not in the setMinter(} function, so the minter
contract is not in scope.

ﬁfalﬂtlun: A minter contract is not provided, if you provide a minter contract in the future, make sure this contract is
ully secure

Status: This issue is acknowledged in the controct code,

4. Locker contract not set: - GamePool.sol

There is a TurfToken contract checking whether the locker is a Contract or not in the setLocker() function, so the Locker
contract is not in scope.
This function is defined in this file - contracts/SuperpowerNFTBase.sol.

Resolution: A locker contract is not provided, if you set a locker contract in the future, make sure this contract is fully
secure

Status: This issue is acknowledged in the contract code.
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CENTRALIZATION

This smart contract has some functions that can be executed by the Admin (Owner) only. If the admin wallet's private key

is compromised, then it would create trouble. Following are Admin functions:

NftFactory.so

« setWl: Owner can set a whitelist address.

« setPaymentToken: Owner can set, activate, or deactivate a payment token address.
« setMNewNft: Owner can set a new NFT for sale.

« removeNewNft: Owner can remove an NFT from the sale.

= newSalet: Owner can create a new Sale for an NFT.

« updateSale: Owner can update an existing Sale.

« endSale: Owner can end (remove) an existing Sale.

» updatePrice: Owner can update the prices of an existing running Sale.

» withdrawProceeds: Owner can Withdraw the proceeds.

SuperpowerNFT.sol

o setDefoultPlayer: Owner can set the default player address.
« setMaxSupply: Owner can set the maximum supply.

» setFactory: Owner can set the factory address.

« mint: Owner can mint an amount.

« endMinting: Owner can handle end minting.

SuperpowerNFTBase.sol

prelnitializeAttributesFor: Owner can pre initialize attributes.

updateTokenURL Owner can update the token URL

freezeTokenURI: Owner can freeze the token URL

.

+ setGame: Owner can set the game address.

setLocker: Owner can set the locker address.

« removelocker: Owner can remove the locker address.

« unlocklfRemovedLocker: Owner can emergency unlock in case a compromised locker is removed.
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WhitelistSlot.sol

» setURl Owner can set a new URL

Farm.sol
» setBurner: Owner can set a new burner address.

= mintBatch: Owner can mint the Batch addresses.

« mintMany: Owner can mint the many addresses.

WormholeTunnel.sol

« wormholelnit: Owner can wormhole initialize.

» wormholeRegisterContract: Owner can set a wormhole register contract address.

Signable.sol

« setValidator: Owner can set a signable validator address.

GamePool.sol
« setConf: Owner can set burning points .
» withdrawFT: Owner can withdraw an amount of funds in SEEDS or BUDS, or all of them if amount is 0.

o initializeTurf: Owner can initialize the attributes of a turf token.

= initializeFarm: Owner can initialize the attributes of a farm.

SideToken.sol

« setMinter: Owner can set a minter address.

To make the smart contract 100% decentralized, we suggest renouncing ownership in the airdrop smart contract once its

function is completed.
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CONCLUSION

We were given a contract code in the form of a github link. And we have
used all possible tests based on given objects as files. We observed 1 high
severity issue, 2 low severity issues, and some Informational severity issues
in the smart contracts. All issues have been fixed/acknowledged in the code.
So, the smart contracts are ready for the mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol,
we provide no such guarantee of future outcomes. We have used all the
latest static tools and manual observations to cover the maximum possible
test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed
with static analysis tools., Smart Contract's high-level description of
functionality was presented in the As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in
the reviewed code.

Security state of the reviewed contract, based on standard audit procedure
scope, is
“Secured”.
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ADDENDUM

Code Flow Diagram - Mobland
NftFactory Diagram
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SuperpowerNFT Diagram
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SuperpowerNFTBase Diagram
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WhitelistSlot Diagram
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Farm Diagram
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FarmBridged Diagram
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Turf Diagram
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TurfBridged Diagram
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Wormhole721 Diagram
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WormholeCommon Diagram

@ WormholeCommaon

inBytesLib for bytes

© State _wormholeState

® QisTransferCompleted()
@ QcontractByChainid()

® Qwormhole()

@ Qchainld()

© _setWormhole()

O _setChainid()

Vv _setTransferCompleted()
© _setContract()

© _wormholeCompleteTransfer()
wormholeTransfer\WithValue()

V _logTransfer()

< Q_verifyContractVi()
< Q_encodeTransfer()
© Q_parseTransfer()

|
:for bytes

\/

& Quconcat()

< concatStorage()

< Qslice()

< QtoAddress()

© QtoUInts()

> Qtolint16()
Qtolint32()

© QtoUint64()

© Qtolint986()

© QtoUint128()
QtoUint256()

© QtoBytes32()

© Qequal()

< QequalStorage()
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IWormholeStructs

@ dpublishMessage()

@ QparseAndVerifyVM()

@ QuerifyVM()

& QuverifySignatures()

@ QparseVM()

@ Q getGuardianSet()

@ QgetCurrentGuardianSetindex()
@ QgetGuardianSetExpiry()

@ QgovernanceActionlsConsumed()
@ Qisintialized()

@ Qchainld()

® QgovernanceChainid()

® QgovernanceContract()

@ QmessageFee()

IWormholeStructs
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WormholeTunnel Diagram

@ Cwnable @ Pausabile

& QusTrarser Compire:
& O contractByChaink
Qs

e mioieind () O puress _ovrier
® wormhoieRegisier]
& O wiimmlh
LN mholaTrans
8 wormhokeC ompiet,

_iransderCwrnershinl)

‘l__pm:rl'rurulz

8 Osupporisiniar ]
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GamePool Diagram
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Signable Diagram

Signable

Initiglizable
Ownablelipgradeable

StrmgsUpgradeab!e mAddresslipgradesble for addreass

MECDSAUpgradeable for bytesi?
0O uint256=>address _vabdators

® _ Signable_init()

© setValidator()

@ QgetValidator()

@ QisVahdator()

@ QisSignedBy\/alidator()
@ QisSignedByAValidator()

¢ for bytes3? for address |

Initializable
ContextlUipgradeable

ipgradeable

> QisContract()

O sendValue() U address _owner

> functionCail() O uint256 __gap

2 functionCalVWith'/slue() -

; L & __Ownable_ind{)

& Q""_‘“d"ins"_"ﬂca"” < Ownable_ind_unchained()

» QuverifyCalResultFromTarget() ® Qowner()

2 QuverifyCallResuti() &aq :heémmmr{h

B2 revart() ® renounceOwnership()

@ transferOwnership()
> _transferOwnership()

| Q_throwError()
< QryRecover()
& Qrecover()
» QioEthSignedMessageHash()
+ QtoTypedDataHash()

pgradeable

Initializable

> _ Cortext_ink[)

& __ Context_init_unchained()
' Q,_msgSender()

@ Q_msgData()

_indialized
O bool _indializing

© _disableinitializers()
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SignableStakes Diagram

Stringslipgradeable
©5iqnahlas1anes
i aboress igioni | |sgwow |

> cussrngo
CutotexString()

Initializable
Cwmablelipgradeable

mAddressUpgradeable for sddress
MECDSALpgradesbie for bytesi?

O wni2S6=saddress _validaiors

@ O isSignedBy' alidator])
o QisSignedByA\aidator()

for bytes32 for address

OwnableUpgradeable

inializable
Comtextlipgradeable

A . !
B Q_throwError() - = :ﬂ:f_;:l_:;mr
@ QiryRecover() P - ap —
& Qrecover() Ak i . o __Owninble_jnit()
@ QioEthSignedilessageHash) - & __Ownable_jinit_unchained()
taT ) i :
QtoTypedDataHash() > QverityCalitenul() . :ﬂxf:nlm“
B Q_revert() o {firs et
@ transferCwnership()
* _fransferOwnership])

ontaxtUpgradeabla

Intializable
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SideToken Diagram

b
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BudToken Diagram
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SeedToken Diagram
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SECURITY ASSESSMENT REPORT

Slither is a Solidity static analysis framework that uses vulnerability
detectors, displays contract details, and provides an API for writing custom
analyses. It helps developers identify vulnerabilities, improve code
comprehension, and prototype custom analyses quickly. The analysis
includes a report with warnings and errors, allowing developers to quickly
prototype and fix issues.

We did the analysis of the project altogether. Below are the results.

Slither log >> NftFactory.sol

ERC28.allowance| address ,address ). owner (NftFactory.sol®#1341) shadows:
ownable.owner() (NftFactory.solw1268-1278) (function)
ERC28._approve(address,address ,uint256 ) .owner (NftFactory.sol#1413) shadows:
Dm@blv.oun-_'l-! ) (NftFactory.sol#1268-1278) (function)
wWorshalaTunnelUpgradeable . wormholelnit{uintl6, address ).chainld (NftFactory.sol®2465) shadows:
wormholeCommon . chainTd({ ) (NftFactory.solmi1780-1782) (function)
wormholeTunnelUpgradeable .wornsboleInit{wint16, address ) .wormhole (NftFactory.sol#2465) shedows:
wornholeCommon .wormhole( ) (NftFactory.sol#1776-1778) (function)
wormholeTunnelUpgradeable .wormholeGetContract{uinti6).chawnid 1th‘artnry.snll;‘d?l] shadows :
wnrrrh::?é(nmmnn.(hmnldrj (NftFactory.sol#i7e0-1782) (function)
wormhole721upgradeable. _ wormhole721_init(string,string).name (NftFactory.solez484) shadows:
ERCT21Upgradeable.name( ) (NftFactory.sol#1496-1498) (function)
IERCT21Metadatalpgradeable.name( ) (NFtFactory.sol#1447) (function)
Wormhole72 1Upgradeable. Wormhole721_init{string,string).symbol (NftFactory.sol#2484) shadows:
- ERCT21Upgradeable.symbol() (NftFactory.sol#1508-1502) (function)
IERC72 1Metadatalpgradeable.symbol{ ) (NftFactory.sol#1449) (function)
SideToken._ SideToken_init{string,string).name (NftFactory.sol#3245) shadows:
- ERC20Upgradeable . name{ ) (NftFactory.sol#1894-1804) (function)
IERC20Metadatalipgradeable.name( ) (NftFactary.sol#®1892) (function)
SideToken. SidaToken init{string,string).symbol (NftFactory.sol#3245) shadows:
ERCZOUpgradeable.symbol( ) (NftFactory.sol#18oa-1908) (function)
- IERC28Metadatalpgradeable.symbol{) (NftFactory.sol#18494) (function)
Reference: https://github.com/crytic/slitherfwiki/Detector-Documentat lon®local-varwable-shadowing

NftFactory.buyTokens{uintg,address ,uint256) (NftFactory.sol#3454-3476) uses timestamp for comparisons
Dangerous comparisons:
1sWl = block,timestamp < sales[nftId].whitelistuntil (NftFactory.sol#3461)
Reference: https://github.com/crytic/slither /wiki/Detector-Documentat ton#block-timestamp

Variable SuperpowerNFT. mintEnded (NftFactory.sol#3132) is not in mixedCase

Function SideToken, StideToken_ init{string,string) (NftFactory.sol#3245-3248) 1s not in mixedCase

Variable SideToken. gap (NftFactory.sol®3258) is not in mixedCase

Reference: https://github.com/crytic/slither wiki/Detector-Documentat ionfconformance-to-solidity-naming-convent ions

BytesLib. toAddress(bytes . uwnt256) (NftFactory.sol#754-763) uses literals with too many digits:
teapAddress = fllﬂ-‘lld‘d'.ﬁt."‘:ﬁ]l_h',ﬂ“ﬂ + 0x20 + _start) / 8x1000000000000000000000C000 leIF&LTBFy.!DI'?EQI
Reference: https://fgithub.com/erytic/slither wiki/Detector -Documentat Lonftoo-many-digits

ERC20. decimals (NftFactory.sol#1304) should be tmmutable

ERC20. name (NftFactory.sol#1382) should be immutable

ERC20. symbal (NftFactory.sol#1303) should be immutable

Reference: https://github.com/crytic/slither fwik /Detector-Documentat lon#state-variables-that-could-be-daclared- immutable
WftFactory.sol analyzed (57 contracts with B4 detecters), 272 result(s) found
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Slither log >> SuperpowerNFT.sol

SuperpowsriFT.setMaxSupply(uint2se) (SuperpowerNFT.sol#2003-2009) should emit an event for:
- _maxSupply = maxSupply_ (SuperpowerNFT.sol#2008)
Reference: https://github.comserytic/slither wiki/Detector-Documentat lon#missing-events-arithmetic

SuperpowerNFT.setDefaultPlayer{address).player (SuperpowerNFT.sol#1008) lacks a zera-check on :
- defaultPlayer = player (SuperpowerNFT.sol#2000)
Raference: https://github.com/erytic/slither/wiki/Detactor-Documentation#missing-zero-address-validation

Parameter SuperpowerNFTBase.attributesOf{uint256,address, uint256)._id {SuperpowerNFT.sol#1831) 1s not in mixedCase
Parameter SuperpowerNFTBase.attributesOf{uint256,address, uint256). _player (SuperpowerNFT.sol#1832) 1s not in mixedCase
Parameter SuperpowerNFTBase.attributesOf{uint256,address,uint256)._index {SuperpowerNFT.sol#1833) is not in mixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint256,unt296,unt256)._1d (SuperpowerNFT.sol#1843) 15 not 1n mixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint256,uint256,uint256)._ tndex (SuperpowerNFT.sol#1844) is not in mixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint2S6,uint256,uint256). attributes (SuperpowerNFT.sol#1845) is not in mixedCase
Variable SuperpowerNFTBase. tokenAttributes (SuperpowerNFT.saol#1777) is not in mixedCase

Variable SuperpowerNFTBase. gap (SuperpowerNFT.sol#1070) is not in mixedCase

Variable SuperpowerNFT. nextTokenld (SuperpowerNFT.sol#1977) 1s not in mixedCase

Variable SuperpowerNFT. maxSupply (SuperpowerNFT.sol#1978) 15 not in mixedCase

Variable SuperpowerNFT._mintEnded (SuperpowerNFT.sol#1979) is not in mixedCase

Reference: https://github.com/crytic/slither/wiki/Detector-Documentat ionfconformance-to-solidity-naming-convent ions

BytesLib. toaddress(bytes ,uint256) (SuperpowerNFT.sol#489-498) uses literals with too many digits:

- tempAddress = mload(uint256)(_bytes + 8x28 + _start) / 8x10000000060080000000808600 (SuperpowerNFT.soleds4)
Reference: https://github.com/crytic/slither /wiki/Detector-Documentat Lon#too-many-digits
SuperpowerNFT.sol analyzed (34 contracts with B4 detectors), 204 result(s) found

Slither log >> SuperpowerNFTBase.sol

SuperpowerNFTBase.setGame( address ) .game_ (SuperpowerNFTBase.sol#1851) lacks a zero-check on :
- game = game_ (SuperpowerNFTBase.sol#1852)
Reference: https://github.com/crytic/slither wiki/Detector-Documentation#missing-zero-address-val idation

pifferent versions of Solidity are used:
- Wersion used: [‘'8.8.4', '*9.8.0']
- 8.8.4 tSuperpwerNFﬂ]ase.sul#Z]
- ~8.8.8 (SuperpowerNFTBase.sol#248)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#different-pragma-directives-are-used

Pragma versiond.8.4 (SuperpowerNFTBase.sol#2) allows old versions

Pragma version™0.8.0 (SuperpowerNFTBase.sol#248) allows old versions

sole-8.8.4 15 not recommended for deployment

Reference: ht'l:ps:f;glthuh_cu-,fcrytLtfslltherful,kiflletectnr-Dm:urlen'tatmn!mcurrec'l:—versLnns-uf—suluhur

Variable SuperpowerNFTBase._tokenAttributes (SuperpowerNFTBase.sol#1742) 1is not in mixedCase
Variable SuperpowerNFTBase._ gap (SuperpowerNFTBase.sol#1935) is not in mixedCase
Reference: https://github.comferytic/slitherwiki/Detector-Documentationfconformance-to-solidity-naming-conventions

BytesLib.toAddress(bytes,uint256) (SuperpowerNFTBase.sol#851-868) uses literals with too many digits:
- tempAddress = mload{uint256)(_bytes + 0x28 + _start) / Dx10000000000000000000R0000 (SuperpowerNFTRase.sol#856)
Reference: https://github.comfcrytic/slither/wiki/Detecter-Documentat ion#too-many-digits

SuperpowerNFTBase._ gap (SuperpowerNFTBEase.sol#1935) 1s never used 1n SuperpowerNFTBase (SuperpowerNFTBase.sol#1726-1936)
Reference: https://github.com/ecrytic/slither/wiki/Detector-Documentationfunused-state-variable
SuperpowerNFTBase.scl analyzed (31 contracts with 84 detectors), 199 result(s) found

Slither log >> WhitelistSlot.sol

Pragma version®g.8.4 (whitelistSlot.sol#3) allows old versions
solc-8.8.4 15 not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation®incorrect-versions-of-solidity

whitelistSlot (WhitelistSlot.sol#2584-2632) should inherit from IwhitelistSlot (whitslistSlot.sol#7-27)
Reference: https://github.com/crytic/slither/wiki/Detactor-Documentat ion#miss ing- inher itance
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Parameter SuperpowerNFTBase.attributesof(uint256,address uint256), 1d (whitelistSlot.sole2ee6) is not in mixedCase
Parameter SuperpowarNFTBase.attributesOf{uint256,address uint256). player (WhitelistSlot.sol#2867) is not in mixedCase
Parameter SuperpowarNFTBase.attributesOf(uint256, address uwnt256). index (WhitelistSlot.sol#2008) is not in mixedCase
Parameter SuperpowerNFTBase.updatesttributes(uint2s6,uint256,uint256). 1d (WhitelistSlot.sol#2018) is not in mixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint256,uint256,uint256). index (WhitelistSlot.sol#2019) is not in mixedCase
Parameter SuperpowerNFTBase,updateattributes(uint2sS6,uint256,uint256)._attributes (whitelistSlot.sol#20208) is not in mixedCase
Variable SuperpowerNFTBase. tokenAttributes (whitelistSlot.sol#1952) ts not in mixedCase

Variable SuperpowerNFTBase. gap (WhitelistSlot.sol#2145) is not in mixedCase

Varisble SuperpowerNFT. nextTokenId (whitelistSlot.sol#2152) is not in mixedCase

Varisble SuperpowerNFT. maxSupply (WhitelistSlot.sol#2153) is not in mixedCase

variable SuperpowerNFT. mintEnded (WhitelistSlot.sol#2154) is not in mixedCase

Variable mlte§1stslut._burner (whitelist5lot.sol#2587) is not in mixedCase

Reference: https://github.comferytic/slither /wiki/Detector-Documentat ion#conformance-to-solidity-naming-convent Lons

BytesLib.toAddress{bytes,uint256) (whitelistSlot.sol#470-479) uses literals with too many digits:

- tempAddress = mload({uint256)(_bytes + 8x20 + _start) / 6xl [whitelistSlot.sole475)
Reference: https://github.comferyticsslither /wik i/Detector -Documentat ton®too-many-digits
WhitelistSlot.sol analyzed (44 contracts with B4 detectors), 230 result(s) found

Slither log >> Farm.sol

|Pragma versionD.B.4 (Farm.sol#3) allows old versions
solc-0.8.4 is not recommended for deployment
Raference: hilps:J’i"]1!huh.:nufrrrt1cf:1ltherh-Lilfl!etel:[ur—ﬂnr_!.-en{atlnn#m:nrrett—\ﬂ!rstnhs—nf—idlu!ll.y

Parameter SuperpowerNFTBase.prelnitializeAttributesFor(uint2s6,unt256])._1d (Farm.sol#i797) is not in mixedCase
Parameter SuperpowerNFTBase.prelnitial izeAttributesFor{uint258, uint256), attributes® (Farm,sol#1797) 15 not in mixedCase
Parameter SuperpowerNFTBase.attributes0f{uint256,address,uint256)._1d (Farm.sol#1866) is not 1n mixedCase

Parameter SuperpowerNFTBase.attributesof(uint256,address,uint256). player (Farm.sol#1867) is not in mixedCase
Parameter SuperpowerNFTBase.attributesof(uint256,address, uint256)._ index (Farm.solw1888) is pot in mixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint256,uint256,uint256). 1d (Farm,sol#1818) 1s not in sixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint2S6, uint256 uint256). index (Farm.sol#1819) 1s not in mixedCase
Parameter SupsrpowerFTBase. updateAttributes(uint2Se,uint256,uint256). attributes (Farm.sol#1820) 1s not in mixedCase
variable SuperpowerNFTBase. tokenattributes (Farm.sol#1752) 1s not in mixedCase

Variable SuperpowerNFTBase.__ gap (Farm.sol#1945) is not in mixedCase

variable SuperpowerNFT. nextTokenId (Farm.sol#1968) is not in mizedCase

variable SuperpowerNFT._maxSupply (Farm.sol#1969) is not in mixedCase

variable arpowe rNFT, _mintEnded (Farm.sol#19708] 1s not in mixedCase

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-convent ions

Bytesl ib, toaddress{bytes ,uint256) (Farm.sol®487-496) uses literals with too many digits:

- tempAddress = mload{uint256){ bytes + Gx20 + start) / 0x16800006003500060000680000 (Farm.sol#482)
Reference: i‘lttpi:ffg'l’-thLﬁ.CﬂIftrytt:fﬁlltﬁ!l’fﬁﬂkl,t’DEtECtﬁr-ﬂncumﬂﬂtatlﬂﬂﬂﬂn-lﬁl‘lf-ﬁLﬂl'.'!
Farm.sol a'lh'l]r.zvd (35 contracts with 84 detectors), 192 result(s) found

Slither log >> FarmBridged.sol

wormholeTunnelUpgradeable .wormholeInit{uint16,address ).chainld (FarmBridged.sol#1568) shadows:
. Hnrrd'lu?ecu-nn.chamld{j (FarmBridged.sol#1155-1157) (function)
wWormholeTunnelUpgradeable .wormholeInit{uint1s,address ). wormhole (FarmBridged.sol#1568) shadows:
= WarmholeCommon .wormhole() {FarmBridged.sol®1151-1153) ([ function)
WormholeTunnelUpgradeable .wormholeGetContract{uintl6).chainld (Farmiridged.sol#1577) shadows:
- WarmholeCommson.chainld( ) (FarsBridged.sol#1155-1157) (function)
Wormhole721Upgradeable.  Wormhole?2i_init(string,string).name (FarmBridged.sol#1587) shadows:
= ERL‘?IlW-l}rada;lﬂa.nam{] (FarmBridged.sol#443-445) (function)
- IERCT2iMetadataupgradeable.name( ) (Farmiridged.sol#352) (function)
wormhole721Upgradeable,  Wormhole721_init(string,string).symbol (FarmBridged.sol#1587) shadows:
- ERC721upgradeable.symbol{ ) (FarmBridged.soleda7-449) (function)
- IERCT21Metadatalpgradeable .symbol( ) [Farm8ridged.sole®357) (function)
Reference: https://aithub.com/crytic/slither /wiki/Datector-Documentat ion®local -variable-shadowing

SuperpowerNFTBase.setGame(address | .game_ (FarmBridged.sol#18668) lacks a zero-check on :
- game = game_ (Farmiiridged.sol#1861)
Reference: https://github.comfcrytic/slither/wiki/Detector-Documentat ion#miss ing-zero-address-validation

var iable SuperpowerNFTBase. tokenAttributes (Farm8ridged.sol®#1751) is not in mixedCase
Variable SuperpowerNFTBase._ gap (FarmBridged.sol#1044) 1s not in mixedCase
Reference: https://github.comferytic/slither fwiki/Detector-Documentat ion#conformance-to-sol idity-naming-convent ions

Bytesi ib.toAddress{bytes,uint256) (FarmBridged.sol#860-869) uses literals with too many digits:

- tempAddress = mload(uint256)(_bytes + Gx20 + _start) / 0x1600000000000000000000000 (FarmBridged.solwees)
Reference: https://github.com/crytic/slither fwiki/Detector-Documentat ionftoo-many-digits
FarmBr i.dgod.soL analyzed (33 tuntn:tll_uith‘ﬂdeto:tgrs]4 185 result(s) fi
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Slither log >> Turf.sol

SuperpowerNFT.mint(address ,uint256) (Turf.sol#2057-2081) has costly operations inside a loop:
_safeMint{to,_nextTokenId ++) (Turf.sol#2859)
Reference: httn&i!ﬂjlthuh_ctlll,.r‘crytu:jsl.lther,’uiki}l}etsc{Dr-Bmuﬁntatlﬂn’custly-ﬂperati.nns-ins‘lde-a-lbn;l

Function ERC721EnumerableUpgradeasble. ERC721Enumerable_init{) (Turf.sol#1659-1668) 15 not 1n mixedCase

Function ERCT21EnumerableUpgradeable. ERC721Enumerable_init_unchained{ ) (Turf.sol#1662-1663) is not in mixedCase
Var iable ERC721Enumerabletipgradeable. _gap (Turf.sol#1759) is not in mixedCase

Function SuperpowerNFTBase.  SuperpowerNFTBase init{string,string,string) (Turf.sol®1865-1814) 1s not in mixedCase
Parameter SuperpowerNFTBase.prelnitializeAttributesFor{uint256,uint256)._id (Turf.sol#1827) is not in mixedCase
Parameter EuperpautrHFrBasa.prnInuulueﬂttr1butesF|r¢uLnt2551umti‘iﬁ} “attributesd {Turf.sol#1827) is not in mixedCase
Parameter SupsrpowerNFTBase.attributesOf{uint256,address, uint256). 1d (Turf.sol#1836) is not in mixedCase

Parameter SuperpowerNFTBase.attributesOf(uint256,address,uint256)._player (Turf.sol#®1837) is not in mixedCase
Parameter SuperpowerNFTBase,attributesOFf{uwnt256,address ,uint256)._index {(Turf.sol#1838) 1s not in muxedCase
Parametar SuperpowerNFTBase,updateAttributes{uint256,uint256,uint256)._1id {Turf.sol®1848) 15 not 1n mixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint256,uint256,u0int256). index (Turf.sol#1849) 1s not in mixedCase
Parameter SuperpowerNFTBase.updateAttributes{uwnt256,uint256,uint256). attributes (Turf.sol#1850) 15 not in mixedCase
variable SupsrpowerNFTBase. tokenAttributes (Turf.sol#1782) 1s not in mixedCase

Variable SuperpowerNFTBase._gap (Turf.sol#1975) is not in wixedCase

Variable SuperpowerNFT. nextTokenId (Turf.sol#1982) is not in mixedCase

Variable SuperpowerNFT._maxSupply (Turf.sol#1983) is not in mixedCase

Variable SuperpowerNFT._mintEnded (Turf.sol#1984) is not in mixedCase

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventwons

BytesLib. toAddress (bytes ,uint256) (Turf.sol#887-896) uses literals with too many digits:

tempAddress = mload{uint256)(_bytes + Ox28 + _start) / Ox1000000000000000000000000 (Turf.sol#892)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentat onftoc-many-digits
Turf.sol analyzed (35 contracts with 84 detectors), 192 resulti{s) found

Slither log >> TurfBridged.sol

Superpmmﬁ'ﬂa:e utﬁue:ad-druﬂ 2; (TurfBridged.sol#®#1860) lacks a zero-check on
= game_ (TurtBridged.sol#1861)
Reference: https: Hgtthub comfcrytic/slither/wiki/Detector-Documentat ion#miss ing-zero-address-val idation

Parameter SuperpowerNFTBase.attributesOf(uint256,address,uint256)._index (Turf@ridged.sol#1807) is not in mixedCase
Parameter SuperpowerNFTBase,updateAttributes(uint256,uint256, uint256), 1d tTurf'Er'qued_snlI‘.lBl?} 15 not 1n mixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint2se,uint256,uint256). index {‘IurfBrld?ed,snIﬂslB! is not in mixedCase
Parameter SuperpowerNFTBase.updateAttributes(uint256,uint256,uint2S6)._attributes (TurfBridged.sol#18129) is not in mixedCase
Variable SuperpowerNFTBase._ tokenAttributes (TurfBridged.sol#1751) s not in mixedCase
variable SuperpowerNFTBase._ gap (TurfBridged.sol#1944) is not in mixedCase
Reference: https://github.com/erytic/slither /wiki/Detector-Documentat ionFconformance-to-sal idity-naming-convent ions

BytesL ib.toAddress(bytes,uint2%6) (TurfBridged.sol#B60-869) uses literals with too many digits:

- tempAddress = mload(uint256)(_bytes + Bx20 + _start) / Gx1000000000000000000000000 (Turfdridged.sol®86s)
Reference: https://github. cawcrynusl1tﬁerm1.hmutectnr Documentat tondtoo-many-digits
TurfBridged.sol analyzed (33 contracts with B4 detectors), 185 resultis) found

Slither log >> Wormhole721.sol

Pragma version™0.8.4 (Wormhole721.sol#2) allows old versions
solc-0.8.4 is not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation®incarrect-versions-of-solidity

f e s M EeEe e T e = . T e

Parameter BytesLib. tuumtl‘sﬁ[byus u1nt25&}. _bytes {Hurd-uulﬂn 501#259) is not in mixedCase

Parameter BytesLib.tolUint256(bytes,uint256). start (Wormhole721.s0l#259) is not in mixedCase

Parameter BytesLib.toBytes32(bytes,uint256). bytes (Wormhele721.s501#270) is not in mixedCase

Parameter BytesLib.toBytes32(bytes,uint256). start (Wormhole721.s50l#278) is not in mixedCase

Parameter BytesLib.equal(bytes bytes). preBiytes (Wormhole721.sol#281) is not in mixedCase

Parameter BytesLib.egual{bytes,bytes). postBytes (Wormhole721.sol#281) is mot in mixedCase

Parameter BytesLib.equalStorage{bytes bytes). preBytes (Wormhole721.s0l#314) is not in mixedCase

Parameter BytesLib.equalStorage(bytes bytes). postBytes (Wormhole721.s0l#314) is not in mixedCase

Variable WormholeCommon. wormholeState (Wormhole721.s0l#463) is not in mixedCase

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-sol idity-naming-conventions

Redundant expression "this (Wormhole721.sol#586)" inContext (Wormhole721.sol#574-583)
Reference: https://github.com/erytic/slither /wiki/Detector-Documentat ion#redundant -statements

BytesL1b. toAddress (bytes,uint256) {Hnri'mle??.l.su‘lﬂﬂ?-‘l&l] uses literals with too many digits:

- tempAddress = nluad{utnt25&]l tes + Bx28 + _start) / 9x1000000000000000000000008 (Wormhole721.so0l#187)
Reference: htt s://github. mwcrytLc,rilttﬁnnfmh.-‘netectnr-nucunrrtatmn!tuo-many-diglts
wWormhole721. soE %yz!d (18 contracts with B4 detectors), 117 result{s) found
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Slither log >> WormholeCommon.sol

Pragma version”0,8.4 (WormholeCommon.sol#2) allows old versions
sole-8.8.4 i5 not recomsended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentat won®incorrect-versions-of-selidity

Paramster Byteslib.toBytes32(bytes,uint256). bytes (wormholeCommon.sol#268) is not in mixedCase

Parameter BytesLib.toBytes32(bytes,uint256), start (wormholeCommon.sol#268) is mot in mixedCase

Parameter ByteslLib.equal(bytes,bytes). preBytes (WormholeCommon.sol#279) is not in mixedCase

Parameter BytesLib.equal(bytes,bytes). postBytes (WormholeCommon.=ol#279) is not in mixedCase

Parameter BytesLib.equalStorage( ytes.E':rus].J)raBytns (wWormholeCommon.sol#312) is not in mixedCase

Parameter BytesLib.equalStorage(bytes,bytes). postBytes (WormholeCommon.sol#312) is not in mixedCase

variable WormholeCommon. wormholeState (WormholeCommon.sol#481) 1= not in mixedCase

Reference: https://github.cem/erytic/slither/wiki/Detector-Documentat ion#confarmance-to-selidity-naming-conventions

BytesLib.toaAddress(bytes uint256) (WormholeCommon.sol#186-189) uses literals with too many digits:

- tempAddress = mload{ulnt256)( bytes + 8x28 + _start) / 0x10660600000060800000060060 (WormholeCommon.sol#185)
Reference: https://github.com/crytic/slither /wiki/Detector-Documentat ton#too-many-digits
WormholeCommon.sol analyzed (4 contracts with 84 detectors), 99 result({s) found

Slither log >> WormholeTunnel.sol

WormholeTunnel .wormholeInit(uint16,address ).chainld (WormholeTunnel.sol#695) shadows:
- warmholeCommon.chainId( ) (wWormholeTunnel.sol#491-493) (function)
warmholeTunnel .worsholeInit{uint16,address . wormhole (WormholeTunnel.sol®695) shadows:
- wormholeCommon.wormhole( ) (WormholeTunnel.sol#a87-489) (function)
WormholeTunnel .worsholeGetContract{uinti16).chainid (WormholeTunnel.sol#764) shadows:
- WormholeCommon.chainId() (WormholeTunnel.sol#491-493) (function)
Reference: https://github.com/crytic/slither /wiki/Detector-Documentat ton®local -variable-shadowing

BytesLib, toUint96({bytes ,uint256) (WormholeTunnel.sol#235-244) 1s never used and should be removed

Context. msgDatal ) (WormholeTunnel.sol#591-594) is never used and should be removed

Pausable. pause() {WarmholeTunnel.sol#667-678) is never used and should be removed

Pausable. _requireNotPaused( ] (WormholeTunnel.sol#659-661) is never used and should be removed

Pausable. requirePaused() (WormhaleTunnel.sol#663-865) 1s never used and should be remaved

Pausable._unpause() (WormholeTunnel.sol®672-675) 1is never used and should be removed

WormholeCommon . _encodeTrans fer (WorsholeCommon . WTransfer) (WormholeTunnel.sol#558-568) is never used and should be removed
WormholeCommon . _logTrans fer(WormholeCommon. WTrans fer, uint256 ,uint32) (WormholeTunnel .sol®#542-549) is never used and should be r
emoyed

wWormholeCommon. _parseTransfer(bytes) (WormholeTunnel.sol#562-581) is never used and should be removed
'h‘ord'l-ulel:ﬂrlnn._selTransfefCom{eteﬁibyteszzI (WormholeTunnel .sol#583-505) is never used and should be removed
WormholeCommon . _ver ifyContractVM{ IwormholeStructs . VM) (WormholeTunnel.sol#551-556) 1is never used and should be removed
WormholeCommon . _wormholeCompleteTransfer(bytes) (WormholeTunnel.sol#511-528) is never used and should be removed
wormholeCommon . _wormholeTrans ferwithvalue{uint256,uint16,bytes32,uint32,uint256) (WormholeTunnel.sol#520-540) is never used and
should be removed

Reference: https://github.com/crytic/slither/wiki/Detector-Documentat ion#dead-code

Pragma version®8.8.4 (WormholeTunnel.sol#2) allows old versions
solc-0,8.4 is not recommended for deployment
Reference: https://github.com/crytic/slither /wiki/Detector-Documentat ion#incorrect-versions-of-solidity

Parameter E;rtuLLb.equélIhytes:bytes].__preByEe!. (wormholeTunnel.sol#279) is not in mixedCase

Parameter BytesLib.equallbytes bytes). postBytes (WormholeTunnel.sol#279) is not in mixedCase

Parameter BytesLﬂLequalSttrragG[ yles,EstﬂsJ._preBytes (wWormhaleTunnel.sol#312) is not in mixedCase

Parameter Byteslib.equalStorage{bytes, bytes). postBytes (WormholaTunnel.sol#312) is not in mixedCase

Variable WormholeCommon. wormhaleState iﬂormafeTumrl,solH??l is not in mixedCase

rReference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions

Redundant expression “"this (WormholeTunnel.sol#502)" wnContext (WermholeTunnel.sol#S86-595)
Referance: https://github.comfcrytic/slither /wiki/Detector-Documentat ion#redundant -statements

BytesLib.toAddress(bytes ,uint256) (wWormholeTunnel.sol#180-189) uses literals with too many digits:
- tempAddress = mload{uint256)(_bytes + 0x20 + _start) / ©x1900000000000000000000000 (WormholeTunnel.sol#185)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation®too-many-digits

wWormholeTunnel (WormholeTunnel,sol#684-788) does not implement functions:

- IWormholeTunnel .worsholeCompleteTransfer(bytes) (WormholeTunnel.sol#asa)

- IWwormholeTunnel .wormholeTransfer{uint256,uinti6,bytesd2,uint32) (WormholeTunnel.sol®452.457)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentat ionfunimplemented- funct ions
HordluhTmrn'L.sn analyzed (11 :nﬂtrl:ts with 84 detectors), 106 result(s) found
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Slither log >> GamePool.sol

Pragma versiond.8.4 (GamePool.sol#2) allows old versions
solc-8.8.4 is not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in addressupgradeable.sendvalue|address,uint256) (GamePool.soless51-556):
- (success ) = recipient.call{value: amount}() (GamePool.sol#554)

Low level call in AddressUpgradeable.functionCallwithValue|address bytes,uint2%6,string) (GamePool.sol#578-587):
< (success,returndata) = target.call{value: value}{data) (GamePool.sol#sas)

Low level call in Addressupgradesble.functionStaticCall(address,bytes,string) (GamePool.sol#593-600):
- (success,returndata) = target.staticcall(data) iﬁampon'r.solﬁga}

Low level call in ERC1967UpgradeUpgradeable. functionDelegateCall{address bytes) (GamePool.solw#987-992):

(success ,returndata) = target. dalegatecal“data} ( GamePool.sol#90n )
Referenco https: Hgithub comferytic/slither/wiki/Detectar-Documentat ion#low-level-calls

Function ERC1967UpgradeUpgradeable. ERC1967Upgrade_init() (GamePool.sol#887-288) is not in mixedCase

Function ERC1967UpgradeUpgradeable. ERC1967Upgrade_init_unchained( ) (GamePool.sol#806-891) is not in mixedCase
variable ERC1967Upgradelpgradeable {GamePool,s0l#994) is not in mixedCase

Function UUPSUpgra ethle._uupsupgr?eaﬁ'l.e init{) !mwool sol#997-998) is not in mixedCase

Function UUPSUpgradeable. UUPSUpgradeable_init_unchained() (GamePool.sol#1000-1001) is not in mixedCase
Variable UuPSUpgradeable. self {GamePool.sol#1882) is not in mixedCase

Varisble UUPSUpgradesble. gap (GamePool,sol#1031) 1s not in mixedCase

Function leextl.l.pgradeabr_ Context_init() (GamePool .sol#1636-1837) is not in mixedCase

Function ContextUpgradeable.  Context_inmit unchained() (GamePool.sol#1838-1848) is mot in mixedCase

Variable ContextUpgradesble._gsp (GamePool.sol#1049) is not in mixedCase

Function OwnableUpgradeable. Ownable_init() (GamePool.scl#1857-1858) is not in mixedCase

Function OwnableUpgradeable._ Ownable_init unchained() (GamePool.sol#1061-1063) is not in mixedCase

variable Ownablelpgradeable. gap { GamePool . s0l#1893) is not in mikedCase

Function UUPSUpgradableTemplate. UUPSUpgradableTemplate init() (GamePool.sol#1097-1188) is not in mixedCase
Funct ion ‘Stgnab% __Signable_init() (GamePool.sol#1126-1128) 15 not in mixedCase

e attributes0f(address, uint256). token (GamePool.sol#1721) is not in mixedCase

variable GamePool._users (GamePool. soltlzzzl is not in mixedCase

variable GamePool._stakedByTokenId (GamePool.sol#1238) is not in mixedCase

Reference: https://github.comferytic/slither/wiki/Detector-Documentation®#conformance-to-solidity-naming-conventions

GamePool. stakedByTokenld (GamePool.sol#1238) is never used in GamePool (GamePool.sol#1197-1877)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentat ion#unused-state-variable
GamePool.sol analyzed (28 contracts with 84 detectors), 92 result(s) found

Slither log >> Signable.sol

Pragma version@.8.4 (Signable.sol#2) allows old versions
salc-0.8.4 is not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in Addressupgradeable.sendvalue(address,uint256) (Signable.sol#168-173):
- {success) = recipient.call{value: amount}() (Signable.sol#171)

Low tevel call in Addressupgradeabls. functionCallwithvalue(address bytes uint256,string) (Signable.sole195-204):
- [success,returndata) = target.call{value: value}(data) (Signable.sol#202)

Low level call in AddressUpgradeabls.functionStaticCall({address, bytes,string) (Signable.sol#218-217):
- |success,returndata) = target.steticcall{data) (Signable.sol#215)

Reference: https:/fgithub.com/crytic/slither/wiki/Detector-Documentation®low-level-calls

Function ContextUpgradeable. Context_wnit{) (Signable.sol#387-388) is not in mixedCase

Function ContextUpgradeable._ Context_init_unchained{) (Signable.sol#318-311) 1s not in mixedCase

Variable {nntexﬁ.lpgraﬂeahle.__gap {Slgnahle.saliilﬂ] 15 not in mixedCase

Function OwnableUpgradeable. Ownable_init() (Signable.sol#327-329) is not in mixedCase

Function OwnableUpgradeable.  Ownable_init_unchained( ) (Stgnable.sol#331-333) is not in mixedCase

Variable OwnableUpgradeable. gap (Signable.sol#363) is not in mixedCase

Function Signable. able_init{} (Signable.sol#376-378) 1s not in mixedCase

Reference: Ettps f;qttmh comferytic/slither /wiki/Detector-Documentation®conformance-to-sol idity-naming-convent ions
Signable.sol analyzed (7 contracts with 84 detectors), 42 result(s) found
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Slither log >> SignableStakes.sol

Pragma version@.8.4 (SignableStakes.sol#2) allows old versions
solc-0.8.4 15 not recommended for deployment
Reference: https://github.comfcrytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call wn AddressUpgradeable.sendValue(address,uint256) (SignableStakes.sol#168-173):
- (success) = recipient.callivalue: amount}() (SignableStakes. sole17l)
Low level call in Addresstpgradeable, functionCallwithvalue(address,bytes,uint256,s5tring) (SignableStakes.sol#195-204):
- (success,returndata) = target.call{value: wvalue}idata) (SignableStakes. .sol#282)
Low level call in AddressUpgradeable.functionStaticCall({address,bytes,string) (SignableStakes.scl#210-217):
{success,returndata) = target.staticcall(data) (SignableStakes.sol#215)
Haferanca https: .-'..-'glthuh com/crytic/slither/wiki/Detector-Documentat ion#low-level-calls

Function ContextUpgradeable. Context_init() (SignableStakes.sol#387-388) is not in mixedCase

Function ContextUpgradeable._ Context_init_unchained() (SignableStakes.sol#310-311) is not in mixedCase

variable [untexti.lpgradeahle.____gap (SignableStakes.sol#328) is not in mixedCase

Function Ownableupgradeable. Ownable init() (SignableStakes.sol®327-328) is not in mixedCase

Function OwnableUpgradeable._ Ownable_init unchained{) (SignableStakes.sol#331-333) is not in mixedCase

Variable Ownabletipgradeable. gap {SignableStakes.sol#353) is not in mixedCase

Function Signable._ Signable_init() (SignableStakes.sol#376-378) 1s not in mixedCase

Reference: https: !ngthub I'_I:II)'crytltfslL‘hef‘,-"utklﬂ}étéctﬂr Documentat ion®conformance- 10-501Ld1t-|r-na-1.ng—cmvent1.un!|
Signab‘ltﬁtakcul.m\ analyzed (8 contracts w&th 84 detectors), 42 resultis) found

Slither log >> SideToken.sol

Pragma versionB.8.4 (SideToken.sol#2) allows old versions
solc-9.8.4 1s not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentat ion#incorrect-versions-of-solidity

Low level call in AddressUpgradeable. iindvalue:addreis uint256) (SideToken.sol#46-45):
[success) = recipient.call{value: amount}() (SideToken.sol#43)
Low 'Level call in .lddre:sllpgradeahle.fumtmnl:a'l.lmth‘-'aluﬂaddre:s bytes ,uint256,string) (SideToken.sol#67-76):
- [success,returndata) = target.call{value: value}{data) (SideToken.sol#74)
Lew level call in AddressUpgradeable, functionStaticCall(address bytes string) (SideToken.sol#82-80):
- [success,returndata) = target.staticcall(data) (SideToken.sol®87)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-calls

Function ContextUpgradeable. Context_init() (SideToken.sol#179-1B8) is not in mixedCase

Function ContextUpgradesble. Context_init_unchained() (SideToken.sol#182-183) 15 not in mixedCase

variable ContextUpgradeable. gap (SideToken.socl#192) is not in mixedCase

Function OwnableUpgradeable.  Ownable_init() (SideToken.sol#203-285) is not in mixedCase

Function OwnableUpgradeable.  Ownable_init_unchained() (SideToken.sol®287-289) is not in mixedCase

variable OwnableUpgradeable. gap (5ideToken.sol#268) is not in mixedCase

Function ERCZBUpgradeable._ ERC28_init{string,string) (SideToken.sol#281-283) is mot in mixedCase

Function ERC2BUpgradeable. ERC29 init_unchained{string,string) (SideToken.sol#285-288) is not in mixedCase
Variable ERC28Upgradeable. (SideToken.sol#445) is not in mixedCase

Function ERC28Burnablelpg r_dea le. ERC28Burnable_init() (SideToken.sol#449-458) is not in mixedCase

Function Eﬂczmurnableupgradaahle T ERC208urnable_init unchained() (SideToken.sol#452-453) 1s not in mixedCase
Variable ERCZEBurnablelpgradeable. gap (SideToken.sol#484) is not in mixedCase

Function SideToken. SideToken_init(string,string) (SideToken.sol#564-587) is not in mixedCase

Variable SideToken. gap (SideToken. so'LISIS} 15 not 1n mixedCase

Reference: https: figithub. cul,.'cr'_.ltLl:fslLther,.i’wnk't,.fﬂete:tnr—[lncu-mtatLnnﬁ:nn‘f’uruance-tn-sulld'lty-na'nr!g—l:unventluns

SideToken._ gap (SideToken.sol#518) 1s never used in SideTokem (SideToken.sol#493-519)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-state-variable
SideToken.sol analyzed (10 contracts with 84 detectors), 44 result(s) found

Slither log >> BudToken.sol

Pragma version®.8.4 (BudToken.sol#Z) allows old versions
solc-0.8.4 iz not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in AddressUpgradeable.sendValue(address,uint256] (BudToken.sol#62-67):
- [success) = recipient.call{value: amount}() (BudToken.sol#65)
Low level call in AddressUpgradeable.functionCallwithValue|address, bytes,uint256,string) (BudToken.sol#89-98):
- (success,returndata) = target.call{value: value}{data) (BudToken.sol#96)
Low level call in AddressUpgradeable.functionStaticCall{address,bytes,string) (BudToken.sol#164-111):
- [success,returndata) = target.statu:tal'lldata! {BudToken.sal#169)
Low level call in ERC1967UpgradeUpgradeable. functionDelegateCall(address, bytes) (BudToken.sol#300-385):
- {success,returndata) = target.delegatecall(data) (BudToken.sol#383)
Reference: https://github.com/crytic/slither/wiki/Detectar-Documentat ion#low-level -calls
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Function ERC!Q&?Lngradeldpgradeahle.___ERCi‘}E?L.Ipqrade__mlﬂ] (BudToken.sol#268-281) 1s not in mixedCase
Function ERC1667UpgradeUpgradeable. ERC1967Upgrade init_unchained() (BudToken.sol®2083-284) is not in mixedCase
Variable ERC196TUpgradeUpgradeable. (BudToken.sol#387) is not in mixedCase

Function UUPSUpgradeable. LIUPSUpgrEeaE'Le init{) (BudToken.sol#318-311) is not in mixedCase

Function UUPSUpgradeable, UUPSUpgradeable_init_unchained() (BudToken.sol#313-314) is not in mixedCase
variable LHJPSIJpgradeahle self (BudToken. 5u1!315! is mot in mixedCase

Variable uuPSUpgradeable. gap (BudToken.solw®344) iz not in mixedCase

Fumc tion Cnntextﬂpgradeahr __Context_init{) (BudToken.sol#349-350) is not in mixedCase

Function ContextUpgradesble. Context_init_unchained() (BudToken.sol#352-353) is not in mixedCase

variable ContextUpgradeable. gap (BudToken.sol#362) is not in mixedCase

Function Mahlellpgradeah'l:e. ﬂ-wnahla init{) (BudToken.sol#378-372) is not in mixedCase

Function OwnableUpgradeable. Ownable_init unchained{) (BudToken.sol#374-376) is not in mixedCase

Variable OwnableUpgradesble. gap (BudToken.sol#406) 1s not in mixedCase

Function UUPSUpgradableTemplate. UUPSUpgradableTemplate intt{) [BudToken.sol#418-413) is not in mixedCase
Function ERC20Upgradeable. ERC20_init{string,string) (BudToken.sol#460-462) is not in mixedCase

Function ERC28Upgradeable. ERC28_init unchatne:l{strmg string) (BudToken.sol#464-467) 1s not in mixedCase
variable ERC20Upgradeable. gap (BudToken.sol#624) is not in mixedCase

Function ERC20BurnableUpgradeable. ERC20Burnable_init() (BudToken.sol#628-629) is not in mixedCase

Function ERC268BurnableUpgradeable. ERC28Burnable_init_unchained() (BudToken.sol®631-632) is not in mixedCase
variable ERC288urnablelpgradeable._ gap (BudToken.sol#663) is not in mixedCase

Function SideToken._ SideToken_init{string,string) (BudToken.sol#683-8868) its not in mixedCase

variable SideToken._ gap (BudToken.sol#697) is not 1n mixedCase

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-convent wons
BudToken.sol analyzed (17 contracts with 84 detectors), 65 result(s) found

Slither log >> SeedToken.sol

Pragma version™0.8.4 (SeedToken.sol#2) allows old versions
solc-8.8.4 is not recommended for deployment
Reference: https://github.com/erytic/slither/wiki/Detector-Documentat ion#incorrect-versions-of-selidity

Low level call in Addressupgradeable.sendvalue(address ,uint256) (SeedToken.sol#61-66):
- [success) = recipient.call{value: amount}( ) (SeedToken.solsad)

Low level call in Addressupgradeable.functionCallwithvalue(address bytes ,uint256,string) (SeedToken.sol#B88-97):
- [sueccess,returndata) = target.call{value: value}{data) (SeedToken,sol#9s)

Low level call in Addressupgradeable.functionStaticCall{address,bytes,string) (SeedToken.sol#103-110):
- [success,returndata) = target.staticcallidata) (SeedToken.sol#108)

Low level call in ERC196TUpgradeUpgradeable._functionDelegateCall(address bytes) (SeedToken.sol#299-304):

(success,returndata) = target.delegatecall{data) (SeedToken. sulsa&i;l
Referance https: Hg‘lthuh com/crytic/slither/wiki/Detector-Documentat ion#low-level -calls

Function ERC1967UpgradsUpgradeable. ERC1967Upgrade_init{) (SeedToken.sol#199-208) is not in mixedCase
Function ERC1967UpgradeUpgradeable. ERC1967Upgrade_init_unchained() (SeedToken.sol#2082-203) is not in mixedCase
Variable ERC1967UpgradeUpgradeable. gap (SeedToken.sol#386) is not in mixedCase

Function UUPSUpgradeable. UUPSUpgradeable_init{) (SeedToken.sol#369-310) is not in mixedCase

Func tion uuﬁsupgrndeable._uupSupgraduhle init_unchained({ ) (SeedToken.sol#312-313) 15 not in mixedCase
variable UUPSUpgradeable. self (SeedToken.sol#314) is not in mixedCase

Variable UUPSUpgradeable. gap (SeedToken.sol#343) is not in mixedCase

Function ContextUpgradeable._ Context_init() (SeedToken.sol#348-349) is not in mixedCase

Function ContextUpgradeable. Context init_unchained{) (SeedToken.sol#351-352) is not in mixedCase

variable Contextupgradeable. gap (SeadToken.sal#361) is not in mixedCase

Function OwnableUpgradeable. Ownable_init() (SeedToken.sol#369-371) is not in mizedCase

| Function OwnableUpgradeable. Ownable_init_unchained() (SeedToken.sol#373-375) is not in mixedCase

variable OwnableUpgradeable._ gap (SeedToken,sol#405) 1is not in mixedCase

Function UUPSUpgradableTemplate.  UUPSUpgradableTemplate_init() (SeedToken.sol#409-412) is not in mixedCase
Function ERC20Upgradeable._ERC26_init{string,string) (SeedToken.sol#458-460) is not in mixedCase

Function ERCZOUpgradeable._ ERC20_init_unchained{string,string) (SeedToken.sol#462-465) 1s not 1n mixedCase
variable ERC2eUpgradeable. {SeedToken.sol#622) is not in mixedCase

Function ERCIBBurni‘nlvl.ngr?eagl __ERC208urnable_init() (SeedToken.sol#626-627) 1s not in mixedCase

Function ERC26BurnableUpgradeable. ERC28Burnable_init_unchained( ) [SeedToken.sol#629-838) is not in mixedCase
variable ERC20BurnableUpgradeable. gap (SesdToken.sol#661) is not in mixedCase

Function SideToken._ SideToken_init{string,string) (SeedToken.socl#881-684) is not in mixedCase

variable SideToken. gap (SeedToken.sol#635) is not in mixedCase

Reference: https://github.com/erytic/slither/wiki/Detector-Documentation®conformance-to-solidity-naming-conventions
md‘rokm so‘l m‘l.yzcd {1? tmtruts with u datectnrsl. b!i r&sulli,'u.} found

B — —
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SOLIDITY STATIC ANALYSIS

NftFactory.sol

Security

Block timestamp:

Use of "block timestamp”: "block timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose” the block timestamp, to a certain degree.,
to change the outcome of a transaction in the mined block

more

Pos: 3571:16

Gas & E conomy

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on storage
values, have to be used carefully. Due to the block gas limit, transactions can only consume a
certain amount of gas. The number of iterations in a loop can grow beyond the block gas limit
which can cause the complete contract to be stalled at a certain point. Additionally, using
unbounded loops incurs in a lot of avoidable gas costs. Carefully test how many items at maximum
you can pass to such functions to make it successful

Pos: 34464

ERC

ERC20:

ERC20 contract's "decamals” function should have "uintB8" as return type

Pos: 200:4
. ________________________________________________________________________________________________________________________________|

Miscellaneous
.|

Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)"” if x can be false, due to e g. invalid input or a failing external

component

Pos: 32554

inspector.lovely.finance Audited by INSPECTOR LOVELY



., INSPECTOR
- LOVELY

SuperpowerNFT.sol

SEeCUrity

Low level calls:

Use of "delegatecall": should be avoided whenever possible. External code, that is called can
change the state of the calling contract and send ether from the caller’'s balance. If this is wanted

behaviour, use the Solidity library feature if possible

Pos: 1415:50

Gas & Economy

Gas costs:

Gas requirement of function SuperpowerNFT endMinting is infinite: If the gas requirement of a
function is higher than the block gas Umit, it cannot be executed. Please avoid loops in your
functions or actions that modify large areas of storage (this includes clearing or copying arrays in
storage)

Pos: 2058:2

Miscellaneous

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you want to
remove the empty position you need to shift items manually and update the "length” property

Pos: 1954:4
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SuperpowerNFTBase.sol

Security

Low level calls:

Use of "delegatecall™ should be avoided whenever possible. External code, that is called can
change the state of the calling contract and send ether from the caller's balance. If this is wanted
behaviour, use the Solidity library feature if possible

Pos: 1395:50

Gas & Economy
i |

Gas costs:

Gas requirement of function Wormhole7 2 1Upgradeable wormholeTransfer is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please avoid
loops in your functions or actions that modify large areas of storage (this includes cleanng or
copying arrays in storage)

Pos: 1925:2

Miscellaneous

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any cdrcumstance (apart from a bug in
your code). Use "require(x)"” if x can be false, due to e.g. invalid input or a failing external
component

Pos: 16498

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you want to
remove the empty position you need to shift items manually and update the "length” property
more

Pos: 1919:4
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WhitelistSlot.sol

Security

Low level calls:

Use of "delegatecall*: should be avoided whenever possible. External code, that is called can
change the state of the calling contract and send ether from the caller's balance. If this is wanted
behaviour, use the Solidity library feature if possible

Pos: 141550

Gas & Economy

Gas costs:

Gas requirement of function WhitelistSlot safeTransferFrom is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your
functions or actions that moedify large areas of storage (this includes clearing or copying arrays in
storage)

Pos: 117:4

Gas costs:

Gas requirement of function WhitelistSlobLmintMany is infinite: If the gas requirement of a function
is higher than the block gas Umit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 43:2

Miscellaneous

Guard conditions:

Use "assert(x)” if you never ever want x to be false, not in any circumstance (apart fram a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external

componant

Pos: 1685:8

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you want to
remove the empty position you need to shift items manually and update the "length" property

10re

Pos: 1082:8
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Farm.sol

Security

Inline assembly:

Ihe Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis

modules do not parse inline Assembly, this can lead to wrong analysis results

Pos: 1151:20

1

Gas & Economy

Gas costs:

Gas requirement of function Farm.initialize is infinite: If the gas requirement of a function is higher
than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that
modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 11:2

Miscellaneous

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external

component

Pos: 16858
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FarmBridged.sol

Security

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis
modules do not parse inline Assembly, this can lead to wrong analysis results

Pos: 1292:8

Gas & Economy

Gas costs:

Gas requirement of function FarmBridged. unlockifRemovedLocker is infinite: If the gas requirement
of a function is higher than the block gas limit, it cannot be executed. Please avoid loops in your
functions or actions that modify large areas of storage (this includes clearing or copying arrays in
storage)

Pos: 1921:2

Gas costs:

Gas requirement of function FarmBridged initialize is infinite: If the gas requirement of a function is
higher than the block gas Umit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 1949:2

Miscellaneous

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any arcumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e g. invalid input or a failing external
companent

Pos: 1234:4

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remains the same. If you want to

remove the empty position you need to shift items manually and update the "length” property

Pos: 1917:4
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Turf.sol

Security

Low level calls:

Use of "delegatecall™ should be avoided whenever possible. External code, that is called can
change the state of the calling contract and send ether from the caller's balance. If this is wanted
behaviour, use the Solidity library feature if possible

more

Pos: 1432:50

Gas & Economy

Gas costs:

Gas requirement of function Turf.attributesOf is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes cleanng or copying arrays in storage)
Pos: 1835:2

Miscellaneous

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component

Pos: 16868
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TurfBridged.sol

Security

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis
modules do not parse inline Assembly, this can lead to wrong analysis results

Pos: 12818

Gas & Economy

Gas costs:

Gas requirement of function TurfBridged.initialize i1s infinite: If the gas requirement of a function is
higher than the block gas Lmit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 10:2

Guard conditions:
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Wormhole721.sol

Check-effects-interaction:

Pot

ntial violation of Checks-Effects-Interaction pattern in

Address__functionCallWithValue(address bytes uint256, string): Could potentially lead to re

entrancy vulnerability. Note: Modifiers are currently not considered by this static analysis

Pos: 7154

Gas costs:

Gas requirement of function Wormhole7 21 wormholeCompleteTransfer is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed. Please avoid
loops in your functions or actions that modify large areas of storage (this includes clearing or
copying arrays in storage)

Pos: 1202:2

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e g. invalid input or a failing external

component

Pos: 1197:4

Delete from dynamic array:

Using "delete” on an array leaves a gap. The length of the array remmains the same. If you want to

remnove the empty position you need to shift items manually and update the "length” property

Pos: 1052:8
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WormholeCommon.sol

Check-effects-interaction:

ial violation of Checks-Effects-Interaction pattern in

holeComplete Transfer (bytes). (

WaormholeCommon._waor

vulnerability

Similar variable names:

WormholeCommon. _wormholeCompleteTransfer{bytes) - Variables have very similar names "wm"

Guard conditions:

Use "assert{x)"” if you never ever want x to be false, nol in any arcumstance (apart from a bug in

vour code). Use "require(x)” if x can be false, dueto e ! nvalid input or a ‘.'|l-|r'_1 extermal

WormholeTunnel.sol

SECUrty

Check-effects-interaction:

Potential wolation of Chedks-Effects-Interaction pattern in

WormholeCommon. _wormholeComplete Transfer{bytes): Could potentially lead to re-entrancy

vulnerability, Note: Modifiers are currently not considered by this static analysis

o5 511:2

Constant/View/Pure functions:

Wormhole Tunnel getinterfaceld() : Is constant but potentally should not be. Note: Modifiers are

currently not considered by this static analysis

Pos: 6912
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WormholeTunnel.sol

Security

Block timestamp:

Use of "block.timestamp"”: "block.timestamp" can be influenced by miners to a
certain degree. That means that a miner can "choose" the block.timestamp, to a
certain degree, to change the outcome of a transaction in the mined block.

Maore

Pos: 1568:23:

Gas & Economy

Gas costs:

Gas requirement of function GamePool.getUserStakes is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage
(this includes clearing or copying arrays in storage)

Pos: 1405:5:

Miscellaneous

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g invalid input or a failing external
component.

Pos: 1131;7

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of
0.1 since the result is an integer again. This does not hold for division of (only) literal values
since those yield rational constants

Pos: 102:19
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Signable.sol

Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
AddressUpgradeable functionCallWithValue(address, bytes uint256 string): Could potentially

lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this static
analysis

Pos: 195:7

Gas & Economy
Gas costs:

Gas requirement of function Signable.setValidator is infinite: If the gas requirement of a function
is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes cleanng or copying arrays in storage)
Pos: 3805

Miscellaneous

Constant/View/Pure functions:

StringslUpgradeable toString(uint256) : Is constant but potentially should not be. Note
Modifiers are currently not considered by this static analysis

Pos: 11:4

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component

Pos: 381:7
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SignableStakes.sol
Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

AddressUpgradeable functionCallWithValue(address,bytes,uint256,string): Could potentially
lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this static
analysis

Pos: 195:7

Gas & Economy

Gas costs:

Gas requirement of function Signable.isValidator is infinite: If the gas requirement of a function
is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 3905

Miscellaneous

Constant/View/Pure functions:

StringsUpgradeable toString(uint256) : Is constant but potentially should not be. Note
Modifiers are currently not considered by this static analysis
MOre

Pos: 114

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in

your code). Use "require(x)” if x can be false, due to e g. invalid input or a failing external
component

Pos: 353:11
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SideToken.sol

Security

Check-effects-interaction:

Potential viclation of Checks-Effects-Interaction pattern in

AddressUpgradeable functionCallWithValue(address bytes,uint256,string). Could potentially
lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this static
analysis

i

Pos: 67:4

L ———
Gas & Economy

Gas costs:

Gas requirement of function ERC20Upgradeable name is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your
functions or actions that modify large areas of storage (this includes clearing or copying arrays in
storage)

Pos: 2904

Miscellaneous

Constant/View/Pure functions:

IERC20Upgradeable transfer(address,uint256) : Potentially should be constantiview/pure but is

not. Note: Medifiers are currently not considered by this static analysis

Pos: 14:4

Guard conditions:

Use "assert(x)” if you never ever want x to be false, not in any carcumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external
component

Pos: 5144
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BudToken.sol

Secunty

Low level calls:

Use of "delegatecall™ should be avoided whenever possible. External code, that is called can
change the state of the calling contract and send ether from the caller's balance. If this is wanted

behaviour, use the Solidity library feature if possible

Pos: 303:50

Gas & Economy

Gas costs:

Gas requirement of funcbion BudToken.initialize is infinite: If the gas requirement of a function is
higher than the block gas Limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 705:2

Miscellaneous
e e

Guard conditions:

Use "assert(x]" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external
component

Pos: 693:4
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SeedToken.sol

Security

Low level calls:

Use of "delegatecall": should be avoided whenever possible. External code, that is called can
change the state of the calling contract and send ether from the caller's balance. If this is wanted

behaviour, use the Solidity library feature if possible

Pos: 302:50

Gas & Economy

Gas costs:

Gas requirement of function SeedToken.initialize is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 703:2

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any arcumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external

component

Pos: 6914
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COMPLIANCE ANALYSIS

NftFactory.sol

SuperpowerNFT.sol

SuperpowerNFTBase.sol
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WhitelistSlot.sol

Turf.sol

TurfBridged.sol
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Wormhole721.sol

WormholeCommon.sol

WormholeTunnel.sol
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GamePool.sol

Signable.sol

SignableStakes.sol

SideToken.sol

inspector.lovely.finance Audited by INSPECTOR LOVELY



, INSPECTOR
LOVELY

BudToken.sol

SeedToken.sol

Software analysis result:

This software reported many false positive results and some are
informational issues.
So, those issues can be safely ignored.
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Website: Inspector.lovely.finance
Telegram community: t.me/inspectorlovely

Twitter: twitter.com/InspectorlLovely
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