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DISCLAIMER

This is a comprehensive report based on our automated and manual
examination of cybersecurity vulnerabilities and framework flaws of the
project’'s smart contract. Reading the full analysis report is essential to build
your understanding of the project’s security level. It is crucial to take note,
though we have done our best to perform this analysis and report, that you
should not rely on our research and cannot claim what it states or how we
created it. Before making any judgments, you have to conduct your own
independent research. We will discuss this in more depth in the following
disclaimer - please read it fully. DISCLAIMER: You agree to the terms of this
disclaimer by reading this report or any portion thereof. Please stop reading
this report and remove and delete any copies of this report that you download
and/or print if you do not agree to these conditions. Scan and verify the report’s
presence in the GitHub repository by a QR code on the title page. This report is
for non-reliability information only and does not represent investment advice.
No one shall be entitled to depend on the report or its contents, and Inspector
Lovely and its affiliates shall not be held responsible to you or anyone else, nor
shall Inspector Lovely provide any guarantee or representation to any person
with regard to the accuracy or integrity of the report. Without any terms,
warranties, or other conditions other than as set forth in that exclusion
Inspector Lovely excludes hereby all representations, warrants, conditions, and
other terms (including, without limitation, guarantees implied by the law of
satisfactory quality, fitness for purposes and the use of reasonable care and
skills). The report is provided as "as is" and does not contain any terms and
conditions. Except as legally banned, Inspector Lovely disclaims all
responsibility and responsibilities, and no claim against Inspector Lovely is
made to any amount or type of loss or damages (without limitation, direct,
indirect, special, punitive, consequential, or pure economic loses or losses) that
may be caused by you or any other person, or any damages or damages,
including without limitations (whether innocent or negligent). Security analysis
is based only on smart contracts. No applications or operations were reviewed
for security. No product code has been reviewed.
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AUDIT SCOPE

Code Review and Security Analysis Report for
Name
PancakeSwap Contract
Platform Ethereum / Solidity
File 1 MasterChef.sol
File 2 SvrupBar.sol
File 3 SousChef.sol
Github Commit Hash a61313bf107c7f82e1a0f5736d815041fbf8cdff
Audit Date October 27th, 2023
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https://github.com/pancakeswap/pancake-farm/blob/master/contracts/SousChef.sol
https://github.com/pancakeswap/pancake-farm/blob/master/contracts/MasterChef.sol
https://github.com/pancakeswap/pancake-farm/blob/master/contracts/SyrupBar.sol
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PROPOSED SMART CONTRACT
FEATURES

Claimed Feature Detail Our Observation

File 1 MasterChef.sol Validated
Owner Specifications:
o Multiplier numbers can be set by the owner.

+ Add a new Ip to the pool by the owner.

Update the given pool's CAKE allocation point by the owner

Set the migrator contract by the owner.

Update dev address by the previous dev.

File 2 SyrupBar.sol Validated
 Name: SyrupBar Token

e Symbol: SYRUP

Owner Specifications:
+ Mint a new token by the owner.
e burn a token by the owner.

» Safe cake transfer by the owner

File 3 SousChef.sol Validated
e SousChef is the chef of new tokens.

¥ © f
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AUDIT SUMMARY

According to the standard audit assessment, the Customer " s solidity-based
smart contracts are “Secured”. Also, these contracts contain owner control,
which does not make them fully decentralized.

Well-Secured

\ Insecure Poor Secured Secure
A A
You are here

We used various tools like Slither, Solhin,t, and Remix IDE. At the same time, this
finding is based on a critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and
applicable vulnerabilities are presented in the Audit Overview section. General
overview is presented in AS-1S section and all identified issues can be found in the
Audit overview section.

We found O critical, 0 high, 0 medium and 0 low, and 0 very low level
issues.

Investors Advice: Technical audit of the smart contract does not guarantee the
ethical nature of the project. Any owner-controlled functions should be executed
by the owner with responsibility. All investors/users are advised to do their due
diligence before investing in the project.

¥ © f
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KEY TECHNICAL METRICS

MAIN CATEGORY SUBCATEGORY RESULT
Solidity version is not specified Passed
Solidity version is too old Passed
Integer overflow/underflow Passed
Function input parameters lack check Passed
Function input parameters check bypass Passed
Function access control lacks management Passed
Contract
Programming Critical operation lacks event log Passed
Human/contract checks bypass Passed
Random number generation/use vulnerability N/A
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues Passed
Function visibility not explicitly declared Passed
(.. [ Var. storage location not explicitly declared Passed
Specification Use keywords/functions to be deprecated Passed
Unused code Passed
“Out of Gas” Issue Passed
High consumption ‘for/while’ loop Passed
Gas Optimization
High consumption ‘storage’ storage Passed
Assert() misuse Passed
The maximum limit for mintage is not set Passed
Business Risk “Short Address” Attack Passed
“Double Spend” Attack Passed

Overall Audit Result: PASSED

inspector.lovely.finance Audited by LOVELY INSPECTOR
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BUSINESS RISK ANALYSIS

CATEGORY RESULT

Buy Tax

Sell Tax

Cannot Buy
Cannot Sell

Max Tax

Modify Tax

Fee Check

Is Honeypot
Trading Cooldown
Can Pause Trade?
Pause Transfer?
Max Tax?

Is it Anti-whale?
Is Anti-bot?

Is it a Blacklist?
Blacklist Check
Can Mint?

Is it Proxy?

Can Take Ownership?
Hidden Owner?
Self Destruction?

Auditor Confidence

Overall Audit Result: PASSED

L
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0%
(0)/3
Not Detected
Not Detected
0%
Not Detected
No
Not Detected
Not Detected
No
No
No
No
Not Detected
Not Detected
No
No
No
Yes
Not Detected
Not Detected

High
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CODE QUALITY

This audit scope has 3 smart contract files. Smart contracts contain Libraries, Smart contracts,
inherits and Interfaces. This is a compact and well written smart contract.

The libraries in PancakeSwap are part of its logical algorithm. A library is a different type of smart
contract that contains reusable code. Once deployed on the blockchain (only once), it is assigned a
specific address and its properties /| methods can be reused many times by other contracts in the
PancakeSwap Protocol.

The PancakeSwap team has not provided unit test scripts, which would have helped to determine
the integrity of the code in an automated way.

Code parts are well commented on smart contracts..

DOCUMENTATION

We were given a PancakeSwap smart contract code in the form of a github web link. The hash of
that code is mentioned above in the table.

As mentioned above, code parts are well commented on. And the logic is straightforward. So itis
easy to quickly understand the programming flow as well as complex code logic. Comments are
very helpful in understanding the overall architecture of the protocol.

Another source of information was its official website: https://pancakeswap.finance which provided
rich information about the project architecture and tokenomics.

USE OF DEPENDENCIES

As per our observation, the libraries are used in this smart contracts infrastructure that are based
on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

L _BOR;
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LEVEL OF CRITICALITY

RISK LEVEL DESCRIPTION

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however, they also have
significant impact on smart contract execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix; however, they can’t lead to
tokens lose

Low-level vulnerabilities are mostly related to outdated, unused etc. code
snippets, that can’t have significant impact on execution

Lowest-level vulnerabilities, code style violations and info statements can’t affect
smart contract execution and can be ignored.

L _BOR;
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AUDIT FINDINGS TABLE

Total Resolved UnResolved Acknowledged
0 0 0 0
0 0o 0 0
0 0o 0 0
0 0 0 0
0 0o 0 0

The PancakeSwap - Audit report identifies O issues with varying severity levels,
discovered through manual review and static analysis techniques, alongside
rigorous code reviews, highlighting the need for further investigation and

vulnerability identification.

The smart contract is considered to pass the audit, as of the audit date, if no

high severity or moderate severity issues are found.

inspector.lovely.finance Audited by LOVELY INSPECTOR



AL LOVELY
L5 INSPECTOR

AUDIT FINDINGS

inspector.lovely.finance

No Critical severity vulnerabilities were found.

No High severity vulnerabilities were found.

No Medium severity vulnerabilities were found.

No Low severity vulnerabilities were found.

No Very Low severity vulnerabilities were found.

Audited by LOVELY INSPECTOR
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CENTRALIZATION

This smart contract has some functions that can be executed by the Admin
(Owner) only. If the admin wallet's private key is compromised, then it would

create trouble. Following are Admin functions:

MasterChef.sol

e updateMultiplier: Multiplier number can be set by the owner.

e add: Add a new Llp to the pool by the owner.

e set: Update the given pool's CAKE allocation point by the owner.
e setMigrator: Set the migrator contract by the owner.

e dev: Update dev address by the previous dev.

SyrupBar.sol

e mint: Mint a new token by the owner.
e burn: burn a token by the owner.

o safeCakeTransfer: Safe cake transfer by the owner.

BEP20.sol

mint: Mint a new token by the owner.

Ownable.sol
e renounce Ownership: Deleting ownership will leave the contract without an owner, removing any owner-only
functionality.

o transferOwnership: The current owner can transfer ownership of the contract to a new account.

To make the smart contract 100% decentralized, we suggest renouncing ownership of the smart contract once its function

is completed.

inspector.lovely.finance Audited by LOVELY INSPECTOR
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CONCLUSION

We were given a contract code in the form of github web links. And we have
used all possible tests based on given objects as files. We had not observed
any issues in the smart contracts. So, it’s good to go for the production.

Since possible test cases can be unlimited for such smart contracts protocol,
we provide no such guarantee of future outcomes. We have used all the
latest static tools and manual observations to cover maximum possible test
cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed
with static analysis tools. Smart Contract's high-level description of
functionality was presented in the As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in
the reviewed code.

Security state of the reviewed smart contract, based on standard audit
procedure scope, is “Secured”.

¥ © f
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ADDENDUM

Code Flow Diagram - PancakeSwap

MasterChef Diagram
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SyrupBar Diagram
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SousChef Diagram

|
|
iy e P

, Aoy o F5E Aoy sodveas

¥ © f

inspector.lovely.finance Audited by LOVELY INSPE



A1 LOVELY
L5 INSPECTOR

SECURITY ASSESSMENT REPORT

Slither is a Solidity static analysis framework that uses vulnerability
detectors, displays contract details and provides an API for writing custom
analyses. It helps developers identify vulnerabilities, improve code
comprehension, and prototype custom analyses quickly. The analysis
includes a report with warnings and errors, allowing developers to quickly
prototype and fix issues.

We did the analysis of the project together. Below are the results.

Slither log >> MasterChef.sol
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Reentrancy i MasterChef.withdrasiuwnt2®s, uwnt256) (MasterChef.sol@154%-1563):
External calls:
- updatePocl(_pid) [(MasterChef.soleisss)
« cale.munt [ devaddr , cakeRoward.div| 18} ) {HasterChef. sol®#1516)
- colke,mint{address{syrup ), cakeReward ) (MasterChef, sol#®#1317)
- pafelakeTransfer [m&g, adnder  pend ing ] [ Mas terChel .aal@isss )
- syrup.safeCakeTransfer(_to._asount) (MasterChef.solslsis)
. nnm'l..1|:|Tol:lt-|1.sa-FeTrarl-sFtrl;addrruimq.un-dtr;l. amount] [MasterChef.sol#l553)
Event emitted after the callis):
- Withdraw|meg.sender, pid, amsunt) (Masterchef.sel#i562)
Eeference: https:/fgithub.com/crytic/slitherwiki/Detector-Documentat wordreentrancy-wlnerabilities-3

CakeToken. delegateBySig address , uint 2506, uwint 256, wints bytes 32 bytes 32 ) (MasterChef.sol#@ss-936) wses tumestamp for comparisons
[angerous compar isons ;
- reguire]bsal, tring binow == expiry,CAKE: :delagateBySig: & ignature n-xl:-.rldl {MasterChaf . sale#nid)

SyrupBar . delegateBysigl address , uintFS6 , uuvtFS6 , uints, bytes 32, bytes32 ) (MasterChef.sole1153-1104) wses timestamp for comparisons
Dangerous Comparisons;
- reguire{boal  stringinow == expiry,CAKE: :delegatelySig: signature expired) (MasterChel sale?l1192)

Raferenca: https:/rgithub. comsoryt /el ither faik w/Detec tor -Documsntat Londblock - t umes tanp

ﬂl:ldrﬂl.urﬂyl.'u'l.'lﬂ.ﬂu'ltihwl..I:I:Ftu.:l.rl.nul [Masterchet sol#747-288) uses sysembly
- IMLIME ASM (Masterchef sele®dsg-295)
CakaToken. gatChaindd( } {MasterChef . solelds4-1658) uwses assembly
INLIME ASM [MasterChef.sol#lBsE)
Syrupllar, getChainId] | (MasterChel sol@®1312-1018) vaes assembly
- INLIME ASM [MasterChef.scl#iitd)
Reference: hitps:/fgithub.com/orytic/slither ik y/Detector -Documsentat iondfasseshly-usage

Low level call in address.serdvalue]sddress uint2568] (Masterchef . sol®iBa-109]:

- |success) & recipient.calli{value: amsountd ] (MasterChef.sol#187)

Low level call in Address. functionCallWith¥aloe! address bytes ,uint238, 5tring)] (MasterChef.sol#211-222):
- |sgicess  returndata) = target, call{value: wvaluel{data) {MasterChel saleazo)

Low level call in Address.fumctionStaticCalliaddress . bytes, string) (Masterchef.sol#22s-237):

| swccess , returndata) = target.staticcalll{data) {MasterChef.sol#235)

Reference; https;//github, comforytic el ither fwiki/Detes tor -Docusentat ion®low- Level -calls

Parameter CakeToken.mint{address, uwwtI56). to [(MasterChef.sol#826) 15 not wn mixedCase

Parameter CakeToken.mint{address, uwntZ%6 ). amount |MasterChef.sol#d2e] 13 not 1n euxedase

varighle CakeToken, delegates (MasterChel sol®B37) i3 mot in mizedCase

Parameter SyrupBar.mintiaddress, ulntdS6). te [(Masterchef.sol®1B65) 15 not wn mixedCass

Parameter SyrupBar.mint(address,uint?56 ). _amcunt |MasterChef.sol@#ldss) is not in suxedCase

Parsmeter SyrupBar,burni address uint?%6 ), _from (Masterthef. scl®1878] 13 not in sixedCase

Parameter Syrugliar . Buraiaddréss o bntISE ), _amsunt {MasterChef _saleaio?e] is not in eiosdlace
Parameter SyrupBar.safeCakeTransfer|address uint256])._to (MasterChef. soleidds) is not in suxedCase
Parameter SyrupBar.safeCakeTransfer|sddress . uint2568). swount [MasterChef.sol®18BG) 13 mot wn mixedCase
varighle Syrupllar, delegates [(MasterChel, sol®1895) i3 mot in mixedCase

Parametar hhilnrl:hnf.auﬂ-:uml:lsﬁ.'[BEDH.hnn'l|._a'|'lm:ﬂ~a1.n'|: {Has terChaf . sol#i417) is ot Ln mieedlase
Parameter MasterChef.add{uwintZS6, IBEF2E, bool . _LpToken (MasterChef.sol#1417] 1s not in slaoedCase
Parameter MasterChef.add{uintZ%6, IBEFZE ,bool |._withUpdate |(MasterChef.sol#1417) iz not un mixedCase
Paramatar H.nIl-lrI'||I'.u-l'|l:ll'lnl.l'EFl.u'lnl.l'Eﬁ.llbn-l.|._||l.d [Masterchel . sol®1433) &8 Aot tn mizedCass
Parameter MasterChef.set{uwntdSs, uuvty56,bool ). _allecPoint (MasterChef.sol&id433) 1s mot in mixedCase
Parameter MasterChef.set{uwtZs6, uintZs6,bool |. withipdate [MasterChef.sol#1433) 15 rot 1n mixedCase
Parameter MasterChel setMigrator{IMigratorcChed |}, migrator (MasterChef . sol#i4%3) is net in mixedlase
Parameter MaterChef.migrate(uint256]. pid [MasterChef.solsl484) s mat Ln mizedCase

Parameter MasterChef.getMultiplier|uint256,uint256)._from |Masterchef.sol#id76) is not in mixediase
Parameter MasterChef.getMultiplier{uint2s8, uint258). to (MasterChef.sol#1478] 13 not 1n sixedCase
Paramalar MIFrl|II'.FFIII".I'I'?:".FI:II1HI.'5F|.ﬂd-dl-!'a\.:l._F-ld iMasterchel  sol@#idit] is not iAn elzedCaie
Parameter MasterChef.pendungCake]uwntyS6, address ). _user (MasterChef.solelagl] is not in sixedCase
Parameter MasterChef.updatePooliuwntI®s). pid (MasterChef.sol®15%04) 15 not wn mixedCase

Parameter MasterChef . deposit{wint2S8, wint2S8)._pid [MasterChed sol®1523) i mat in mixedCase
Parameter MasterChef.depos it[uint256,uint2S6]._asount [(Masterchef.sol#1523) 15 not in sixzediase
Parameter MasterChef.withdras{uint256,uint256])._pid [MasterChef.sold1545) s ot in micedCase
Parameter MasterChef. withdrawiuint23s  uint238 ). _amount (Masterthef.scl#1545%) 13 not 1n eizedCase
Paramalar H.nl!rl||I'.m!ul‘\.r.i||||||I!|,|1nl.:"5h]._.-u||||'| [MasterChel  sol@i588 ) Ls mat tn micedCases

Parameter MasterChef . sateCakeTransfer[addrass uint256]._to (MasterChaf sole#ifi?] is not in sixedlase

Parameter MasterChef. safeCakeTransfer{address . uint256)._asount [MasterChef.sol#1817) s mot in mixedCase

Parameter MasterChef.deviaddress ). devaddr |{MasterChef.sol#1822) 1= not 1n eusedlase

var iahle MasterChe! BOMUS MILTIPLTER [(MasterChe! sol®1B8S) is ol in mixedCase

Raferenca: https:/fgithub. comforyt /el ithar fuik L /Dates tor -Docusentat wedconformance - te-sol id vty -naming - convant e

MasterChef . cake (MasterChef.scol#13537) should be imsutable

Masterihel  cakePoriileck (Masterthef . sol®#1161] should be immutable

MasterChef . startBlock (MasterChef.sol#1376) should be imsutable

MasterChef . syrup {MasterChef.sol#1355) should be imeertable

SyrupBar ,cake [(MasterChetl, sol®1076) should be imeutable

Raferenca: hitps://github. comferytiefal ithar fuik LDetes tor -Dociumentat ionds Tate-var Lables - that -ceuld-ba- dec Larad- imsitable
MasterChef.sol analyzed (11 contracts with 84 detectors), 96 result{s] found

inspector.lovely.finance Audited by LOVELY INSPECTOR
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Slither log >> SyrupBar.sol

BEPZ@.constructor] strimg, strung ). name | SyrupBar.sol#s59) shadows:
- BEPIG . name| | [SyrupBar.sol®?S?3-577) {fumction)
IBEPE . nams| | [SyrupBar.sol#a2@l) (functien)
BEPZS.constructor] string,string).sysbol [SyrupBar.solesss] shadows:
- BEFIE.symbol( | {SyrupBar,sol®83-5%01) {function]
IREPXD . symbal [ } { SyrupBar. sol®dT6) | fumction)
BEF!G.E'llﬂn‘il'!Ci'[iﬂs'iii ;afddress | .oener [SyrupBar.sole623] shadows:
. Le.owner( |} {SyrupBar,sol®438-490) [function]
DEPYS. _approveladdress  sddress ,uint2568) .owmer |Syragllar  4ol8T05) &hedoes:
- Ownalble . ownari } (SyrupBar . sol®#494-496]) [ function)
Reference: https:s/guthub. comfcrytic/sl ither fwik 1/Detector -Documentat ion#local - var wable - shadowing

CakaToken . delegatelySigladdrass ,uint256, uint256 ,uintl, bytes 32, bytes 32} (SyrupBar.sol#f&03-034) uses Tumestamp for comparisons
Dangerous Comparisons:
reqairel bogl ;string){row <= expiry,CAKE: jdelegateByS5ig: signature expired] [SyrupBar.solegdz)
SyrupBar . dalegateByS gl address .uinT256 ,WiAT2SE, wintl, bytes 32 bytesiZ ] (SyrupBar.sol®1151-1192] uses timestanp for comparisons
Dangerous Comparisons:
reqgairelbool ;s tring){row <= expiry,CAKE: idelegateBy5ig: signature expired)] [SyrupBar.sol#l1546)
Reference: ht tps i figithaul, comferytic /el ither fwik /Detecter -Docusantat Loneh | s b - 0 L g

address  ver ifyCallResul tibool bytes , string) (SyrupBar.sol#241-259) uses assembly
IRLINE ASH | Syruplar sal@251-254 )
CakeToken . getChainId| ] [SyrupBar.sol#i05Z-1656) umes assembly
- IRLINE WSM |SyrupBar.sol#lesd)
Syruplar , getChainld{ ] [Syrupbar -'l;'.|'|il.I]D-1 114} yies assembly
- IRLIME ASH |SyrupBar_sol#lill]
Reference: https:s/guthub. comfcrytic/s] ither fwik 1Detec tor -Documentat ionfas s enb Ly - us age

safeMath.mod{wint256  uint256 ) (Sirmﬂar.snlliu 1351 is newver used and should be removed
SaleMath. mod{winE258 wint258 string ) | Syrupbar . sol®@149-1568] is newer vaed and should be resoved
SafeMath.mul{uint256, uint25E ) (syrmaar.inqrﬁ?-?n) 15 naver used and should b remeved
safeMath.sgrijuint258] (SyrupBar.sol#led-174) 15 never used and should be removed

Aeference: https://github, comferytic /el ither fwikifDetector -Documentat ioridead - code

Lot Loval call in Address.sendvalus(address ,wint?S6) | Syroplar, sol@iss-168):
[swccess) = reciplent.call{value: amount}{) |SyrupBar.sol#186}
Low level call in Address, functionCallWithwalue( address bytes ,utnt238,string) [SyrupBar.scl®F10-221);
- [#uftens, Feturndata) = target eallf{walue: valus}idata) | Syrugliar . sal®lig)
Lo Level call in Address.functiwonStaticCallladdress  bytes . string) [SyrupBar.sol#227-236):
- (swocess, returrdata) = target.staticcallidata) I!v:.'rupB-:r.mfi?Bﬂ:l
Retereance: WOE@E://githuld, conferytic sl Lther ik i/Detectar -Documentat 1one] ow-level -calls

Parometer CakeToken,mimt(sddress uink25%8), _to [(SyrupBar.scl@®B24) 13 rok n eusedase

Parasetes CakeToken mint[address wint?S6), amouni | Syruplar soleidd] is not n mizedCase

Variable CakeToken. delegates {SyrupBar.sal#235) 15 not 1n slxedCase

Paraseter SyrupBar.munt{sddress uinkI%6 ). _to [SyrupBar.scl®1862) 13 rot un eusedase

Parasetes Syruglar, mint[address wiAEXSE ), _amsunt [ Syfupliarn Aoletigd] is not in AizedCase

Paraseter SyrupSar.burnladdress ,uirt?56). from [SyrupBar.sol#1B867) 15 not wn mixedCase

Paraseter SyrupBar. burnlsddress uinkI%6 ). _amount | SyrupBar.sol#l1887] 13 not wn mixedCase

Paramsetes Syruglar. s felahuaTransfer address wint PSE), _te [Syruplar Aal®iBid) G Aet Ln mioedlase
Parameter SyrupBar.safeCakeTransfer(address, uint?56). _amount (SyrupBar.sol#igd3] is not wn micedCase
Varishle SyrupBar. delegates {SyrupBar.:ol®1553) iz not 1n mixedCase

Reterence: WOE@E://githud, conferyt ic falither fwik i/Detectar -Documentat ioneconfermance-1o-sel ity -nam kg - convent e

SyrupBar,.cake (SyrupBar.sol#1873) should be 1ewutable
Reterence: WOE@E://githud, conferyt ic salLther rwiki/Detectar -Documntat ondstate-var Lables -that -could-be-declared- immitable

SyrupBar .sol analyzed [18 contracts with 84 detectors), 51 resultis] found
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Slither log >> SousChef.sol

Resntrancy in SousChel, depasit{uint2sa) [SousChef . sol@ST4-5000] =
External calls:
syrup.safeTransferFrom| address (msq. serder ), address{this b, amount) |SousChef.soles7E)
State varishbles written after the call{s):
- addrassl ist, pushiaddress (msg. sender )] [SousChef.solassl)
Reference: https:/fgithub. comforyticsslither fwik1Detector -Documentat wonfreentrancy -vulnerabilities -2

Aeerntrancy in SousaChel, deposit{uvint2568) [SousChet sol@sTa-5Sp0):
External calls:
= syrup.safeTrans ferFroml address(msg. sender ), address{ this }, _amount ) |SousChef.soles?s)
Event emitted after the callis):
- Depogit{mig, sendsr, amsunt ) | SsusChel salesay)
Reentrancy in SousChef.emergencyWithdraw( | (SousChef.sol#6B7-614):
External calls:
- ayrup,safeTransferi addressi{mg.sender | juser . amount | [ SousChef  sol@des |
Evert emitted after the callis):
- Emergancydithdrasimsg. sender ,user. amunt ) | SousChef . solesin)
Reermtrancy 1n SousChef.withdraw| uint25e)] [(SousChef.solisal-684]):
External calls:
- ayrup. safeTrans fer | address]meg. sender ], _asount | (Souschef, seleso?)
Evert emitted after the callis):
- Withdrow(msg.sender, amount ) | SousChef.sol#eaz|
Aeference; REtps:/rgithub.com/crytic/sl ither fwik iDetec tor-Documentat iorireent rancy-walnerabil ities -3

#ddress . verifyCal lResultlbool , bytes  string) |SousChef.sol#243-261) uses assembly
IMLIME ASM ( SousChef, sol#zs3-25948)
Aeference: REtps:/rgithub. comferyticsel ither fwik LDetec tar-Documentatl iorlassent | y -us age

sddrass . functionCall| address  bytes ] [(SousChef . ssl®i02-184] is never used and should be resoved

Bddress . functronCallWithvaluel address bytes ,uintI56 ) (SousChef.sol#284-218) 15 newer used and should be removed
Bddress, functionStat icCalliaddress bytes ) {Souschet sol®223-237) is never used and should be removed

sddress . functionStaticCalliaddrass bytes, string] [SousChef sal#220-238] is never used and should be removed
Bddress . sendvalued address ,uunt258) [ SousChef.sol®185-198) 15 mever used and should be resoved

SateBEr20, safebpprove] IBEPFD, addresas ,uint258) [SousChel, sol®#39T-411) s mever used sl should be resoved
SafeBEPID. safebecruasedl Lowanc e IBEPXS, address uint256) | Seusdhef. sol®#423-432) ' rever used ard should be resoved
SafeBEP20. safelncreasedl Lowance{ IBEFZE , address .unt 258 ) | ScusChef.sol®413-4208) 13 rmever used ard should be resoved
faleMath, minluint 298, pint s ) | SouscChel sol@iBd- 187 ) s néwer uked and should b remsved

SafeMath. med[uint256, w1t 256 ) (SousChef.sol#i35-137) 15 newer used and should be removed

SafeMath, mod[wint250 ,winkE%0, string] [SousChaf . acl®ls1-198] 1is never used and should be remowed
SafeMath.sartiulntis8] [SousChef . sel®165-178) i3 never used and should Be resoved

Reference: hitps:/guthub.comforytucfsither fek 1/Detector -Doousentat worddead - code

Lo Lowal call in Address.sendvalusl address , wintdS6 ) (SousChef. solaias-188):
|swccess ) = recipient.call{value: amouwnt}( ) {SousChef.sol#izs)
Lo level call in dddreas ., functionCal IWithvales|sddress bytes uint288 string) | Souwschet sol®g13-223):
- [success, raturndata) = target.call{value: valuejidata) {SousChef.sola2zi)
Low level call in dddress.functionStaticCall|address bytes . strung) {SousChef.sol#229-238):
- [augecess, returndatal = target, staticcal lidata) [SsusChel, solords )
Referanca: hrtps:/github.comforytucfslither fwiki/Detector -Docusentat Lord o Lavel -calls

Parasatar Ssusihet .gulﬁ.ll.l ipl ter] wint S8, ulntdsa ) _trom (Seusthel sol®Sil) is net A sixzedCase

Parameter SousChef.getMultiplier|wintdS6, uint256]._to {Sowschef.sol#531] 15 not wn mikedCase

Parameter SousChef, pendingReward| address . _user [SpusChef. scl#%42) 1 rot 1n sysedCese

Paraseter SsusChef, depes itiuint256) . _asount |SeusChef.solsST4) s net im sixedCase

FParaseter SousChef . withdras(uint256)._asount |SousChef.solfS91) 1s not in minedCase

Reference; https:sfgithub,comferytic sl ither fwik i/Detector -Docusentat iordconformance - Ro-sol idity-naming -cormeent Lons

sousChef . borusEndBlock [SousChef . sol®#%62 ) should be imeutable

SousChe! , reward®erilock [SpusChef scl®apd) should be immstable

SouspChaf . startBlock |SeusChef. solaSid) should ke imsutable

sousChef . syrup (SousChef.sol#d8?) should be wmmstable

Belerence: REEps:/fgithul . comferyt g el ither fwik i Detecter -Datusentat iorls tate-var ables-that -¢suld-be-deg Lared - inmstable
SpusChef.sel analyzed |5 contracts with B4 dl-ti-:!-nrr.:. 33 resultis) fouwnd
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SOLIDITY STATIC ANALYSIS

Static code analysis is used to identify many common coding problems
before a program is released. It involves examining the code manually or
using tools to automate the process. Static code analysis tools can
automatically scan the code without executing it.

MasterChef.sol

Check-effects-interaction:

Potential vielation of Checks-Effects-Interaction pattern in

SyrupBar safeCakeTransfer{address,uint256): Could potentially lead to re
entrancy vulnerability, Note: Modmers are currently not considered by this static

analysis

Pos: 31:4:

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally
ctatic analysis modules do not parse inline Assembly, this can lead to wrong
ANALYSIS resuils

Fos

266:8:

Block timestamp:

Lisgof "now™: "Tnow’ does not mean current time. "now’ 15 an abias forf
"Block.imeastamp”. "block timestamp” can benfluenced by miners to a cartain

degres, be careful

Pos: 14416
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Gas costs:

Gas requirement of function MasterChef.updateMultipler is infinite: If the gas
requirement of a function is higher than the block gas Umit, it cannot be
executed. Please avoid loops in your functions or actions that modify large areas
of storage (this includes clearing or copying arrays in storage)

Pos: 113:4:

Constant/View/Pure functions:

SyrupBar.getChainld() : Is constant but potentially should not be. Note: Modifiers
are currently not considerad by this static analysis

mare

Pos: 264:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance
{apart from a bug in your code). Use "require(x)” if x can be false, due to eq.
invalid input or a failing external companent

MOre

Pos: 260:8:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100
= ) instead of 0.1 since the result is an integer again. This does not hold for

division of (only) literal values since those yield rational constants.
Pos: 167:36:
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SyrupBar.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

SyrupBar safeCaxeTransfer(address,uint256): Could potentially lead to re-
entrancy vulnerability. Note: Modifiers are currently not considered by this static
analysis

Pos: 31:4:

Inline assembly:

The Contract uses inline assembly, this is only advised Iin rare cases. Additionally
static analysis modules do not parse Inline Assembly, this can lead to wrong
analysis results.

MRTE

Pos: 266:8:

Block timestamp:

Use of "now": "now" does not mean current time. "now” 15-an alias for
"block timestamp®. "block timestamp” can be influenced by miners to a certain

degree, be careful

Pos: 144:16:
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Gas costs:

Gas requirement of function SyrupBar.delegateBySig is infinite: If the gas
requirement of a function is higher than the block gas limit, it cannot be
executed. Please avoid loops in your functions or actions that modify large areas
of storage {this includes clearing or copying arrays in storage)

Pos: 105:4;

Similar variable names:
SyrupBar._delegate(address.address) : Variables have very similar names
"delegator” and "delegatee”. Note: Modifiers are currently not considered by this

static analysis
Pos: 210:45:

Guard conditions:

Use "assert(x)” if you never ever want x to be false, not in any circumstance
{apart from a bug In your code). Use "require(x)" if x can be false, due to eqg.
invalid input or a falling external component.

miore

Pos: 260:B:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100
= 0 instead of 0.1 since the result is an integer again. This does not hold for
division of (only) literal values since those yield rational constants.

Pos: 167:36:
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SousChef.sol

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
SousChefupdatePool(): Could potentially lead to re-entrancy vulnerability.

Pos: 109:4:

Gas costs:

Gas requirement of function SousChefwithdraw is infinite: if the gas requirement
of a function is higher than the block gas Umit, it cannot be executed. Please
avold loops in your functions or actions that modify large areas of storage (this
includes clearing or copying arrays in storage)

Pos: 144:4.

Gas costs:

Gas requirement of function SousChetemergencyWithdraw is infinite: If the gas
requirement of a function Is higher than the block gas limit, it cannot be
executad. Please avold loops In your functions or actions that modify large areas
of storage (this includes clearing or copying arrays in storage)

Pos: 160:4:

Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any circumstancea
{apart from a bug in your code). Use "require{x)” if x can be false, due to g
invalid input or a failing external component

T

Pos: 128:8:
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COMPLIANCE ANALYSIS

Linters are the utility tools that analyze the given source code and report
programming errors, bugs, and stylistic errors. For the Solidity language,
there are some linter tools available that a developer can use to improve the
quality of their Solidity contracts.

MasterChef.sol
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SyrupBar.sol

SousChef.sol
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SOFTWARE ANALYSIS RESULT

This software reported many false positive results and some are
informational issues. So, those issues can be safely ignored.
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INFO

Website: Inspector.lovely.finance

Telegram community: t.me/inspectorlovely

Twitter: twitter.com/InspectorLovely




